MUWHUCTEPCTBO HAYKHU U1 BBICHIET'O OFPA3OBAHU S PO
OEJIEPAJIBHOE TOCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YUYPEXIEHUE BBICILIETI'O OBPA3OBAHUA
«CEBEPO-KABKA3CKHWI ®EJIEPAJIBHBINA YHUBEPCUTET»
HeBunHOMBICCKHMI TeXHONMOTHYeCKUM HHCTUTYT (prmman) CKOY

MeToanyeckue yKkazaHus

10 BBIMOJIHEHUIO Ja0OPaTOPHBIX padboT
1o qucHumuiHe «OnepanoHHble CHCTEMbD)

st cryaenToB Hanpasiienus noaroroBku 09.03.02 — MudopmanmoHHbie cCUCTEMBbI

Y TEXHOJIOTHH, TPO(HIL TOATOTOBKU — MH(MOpMaIIMOHHBIE CHCTEMBI U TEXHOJIOTHUH B
ousHece

Hesuunomseicck 2022



OraasJjieHue

Jlabopatopnas pabota 1. MccnenoBanue Moenn MEKCETEBOTO B3aUMOICHCTBUSA . 6

JIa00PpATOPHAS PAOOTA NC 2 ..iiiiiiiii ittt ettt e e b snne e e e 13
HccnenoBanne yCTAHOBKY U HAYAIBHOU HACTPOUKH CHCTEM ....vvvevvvrresinrriesnnneeesanns 13
JIa00paTOPHAS PAOOTA N 3 ..iiiiiiiii ittt be e nes 18
UccnenoBanue aapecarul y37I0B B IP-CETIX ...ooiviiiiiiiiiiiiiiii i 18
JIa00paTOPHAS PAOOTA NO 4 ..ot 23
HccnenoBanue miiaHupoBaHUSI IPOCTPAHCTBA UMEH CITYKOBI KATAJIOTOB .............. 23
JTa00paTOPHAS PAOOTA NO 5 ...t 29
HccnenoBanue yrpaBieHUs MOJIb30BATEISIMHU M TPYIIIIAMH ....c.vvverereersneesnneesneeens 29
JIa00PATOPHAS PAOOTA NC 6 ..uiiiiiiiie ittt nes 37
HccnenoBanue ynpaBieHUs OPraHU3AIMOHHBIMA MTOIPA3/ICIICHUSIMU, IeTIETUPOBAHMUS
000003 (011 (03 171 Z (TP TP U R UPP ORI 37
JIa00PATOPHAS PAOOTA NC 7 ..iiiiiiiiieiiiiite sttt e et e e snne e e 49
HccenneT0BaHUE TPYTITOBOM TTOTMTHKH ... .vveeurreesssreresssneessssnessssnsesssnneessnsssssnnessanns 49
JIa00paTOPHAS PAOOTA N 8 ...iiiiiiieiiiiie ittt 62
VYrpasieHue ciry:)K00M PE3EPBHOTO KOMTUPOBAHMS ......vvvevreresreeanreessneessneesnnesssessnes 62
JIa00paTOPHAS PAOOTA NC O ..ottt 78
HccnenoBanre HACTPOUKHA CHCTEMBI OC30TIACHOCTH . vvvveesvveresvreeesssreessssnessssseessnns 78
JTabopaTopHast PA00TA N2 10 .....cciieeiiiiiii e 87
HccnenoBanue pa3zBePTHIBAHUE CITYIKOBI TICTATH .vvveruvvveesvreressreeessreesssnesssseessnns 87
JTabopaTopHast PA00TA NO 11 ....oiiiiiiiiii e 98
HccnenoBanue pa3BepPTHIBAHUE PANITOBOM CITYHKOBI .....ccouvvrrvereieierieeenireesneesneeens 98
JIabopaTopHast PA00TA NO 12 .....iiiiiiiiii e 101

HccenenoBanue mMpou3BOIUTEILHOCTH CHCTEMBI B TIporpamme «Jlucreryuep 3agaay,
MOHHUTOPHUHT MPOU3BOIUTEIBHOCTH CHCTEMBI C HCTIOJIb30BAHHEM KOHCOJIN
(I TPOUBBOTUTEIIBHOCTD .uvvvvreesiurrereesssisseeeesssssseessssssssesesssssssessssssssseessssnsseesessnsnns 101

CHOHUCOK HCTIONB3YEMBIX MCTOUHHUKOB .....vveeiurrereisrreeassseeessnnesessnneeessnesssnnessssnesesnnns 110



BBenenue

B cootBercTBUM ¢ TpeboBaHUsMU ['OCyqapCcTBEHHOrO 0Opa30BaTEILHOIO
CTaHJapTa BBICIIET0 NPO(ECCHOHATBLHOTO O00pa30oBaHUs MO  CIEHHAIBHOCTU

Hanpasnenus noarorosku 09.03.02 MudopmanmoHHbIe CUCTEMbBI U TEXHOJIOTUU
3amaun W LEJIM CETEeBOr0 aAMUHUCTPUpPOBaHUA. Mozenu MexXCceTeBOro

B3auMoiericTBusA. CTpyKTypa ceTeBoi omeparimoHHou cuctemsl. [Ipotokon TCP/IP,
cyx6a DNS. IlnanupoBanre mpocTpaHCTBa UMEH CIIYKObI kKatanoroB. Jlorudeckas
cTpykTypbl Active Directory. ®usnueckas crpykrypa Active Directory. I'pynmnoBsie
noymtuku. Criyx6a (aitnoB u neyatu. CeTeBble MPOTOKOIBI M cIykObl. Ciyx0a

PE3EpPBHOr0 KONUPOBaHUS. MOHUTOPUHT CETEBBIX Y3JIOB.



JlabopaTtopHnas patGora 1.
HccaenoBanue MoJeIy MeKCEeTeBOIr0 B3auMOAelcTBUSA

Hean paGoThl: O3HAKOMUTHCS C CETEBBIMU YTUIMTAMH, MO3BOJISIIOIIUMU
TECTUPOBATH Pa3HbIE YPOBHHU MOJIEIN MEXCETEBOT0 B3aUMOICHCTBUS
Teoperuyeckasi 4acThb
Komanpa ping
Komanma ping mpoBepsieT COCTOSHUE COCAMHEHUS C  JIPYTUM
KOMIIBIOTEPOM WJIM KOMIIBIOTEPAMHM, ITOCBUIAsI 3XO-TIAKEThl IMpOoTOKona Internet
Control Message Protocol (ICMP) u ananu3upys moyydeHHbIe OTBEThI. DTa KOMaH/1a
JOCTYIHA TOJBKO MOCie ycTaHOBKU moanepkku npoTtokoia TCP/IP. Komanaa ping
KIET 10 | CeKyHABI I KaXKJI0ro MaKeTa U BBHIBOJAUT YUCIIO TOCIAHHBIX U MIPUHATHIX
nmakeroB. Kaxapli MOJYyYEHHBIM TMMAKET CPAaBHUBAETCS C COOTBETCTBYIOIIUM
nociianHbiM. [lo ymoiuaHuIO 4YeThIpe »XO-TakeTa cojepkar 64 OaiiTa JaHHBIX
(mepuoamveckas mociie0BaTeIbHOCTD 3arJlaBHBIX OYKB)
-t Bemonnenne komannabl g0 npepwiBanus (Ctrl+C).  IIpocmotp
cratucTuku u npoaosnkerue — (Ctrl+Break).
-a Paszpewars [P-agpeca B uMeHa.
- YUCJIO OTIPABIIIEMBIX [TAKETOB.
-1 pasmep makera.
[To ymomuanuto 64 Gaiita, Makcumym — 8192.
-f YcranoBka uara, 3anpemniaroiiero gparMeHTaIyo nakeTa.
-1 TTL. 3ananue Bpemenu xu3Hu naketa (mosie "Time To Live").
-v TOS. 3ananue tuna ciyxo0sI (mosae "Type Of Service").
-I 4YMCJIO.  3amuch MapuipyTa JUisli YKa3aHHOTO 4YHCa IEepeXoJI0B,
IapaMeTp 3aJaeT YUCIIO NIEPEX0I0B B MHTEpBaJe OT 1 110 9.

-S YUCJIO. 3aJlaeT YUCIIO Y3JI0B HAa MapHIpyTe, TJe OyneT eaaThCsl OTMETKA
BpPEMEHU.
-] cmucok y310B. CBOOOAHBIA BBHIOOp MapuipyTa IO CIHUCKY Y3JIOB.
MakcumanbHOE KOJTUYECTBO PAaBHO 9.
-k cmucok y3nmoB. JKectkuit BBIOOp MapmipyTa MO CHOHCKY Y3JIOB.
MakcumanbHOE KOJTUYECTBO PAaBHO 9.
-W MHTEpBAJl OKUJAHUS OTBETA B MUJUIUCEKYHIaX
Hanpumep, npoBepka cCBs3u € KOMIBIOTEPOM, uMmerommm [P-agpec
212.96.96.38:
ping 212.96.96.38
BMmecto I[P-agpeca MOXHO 3a1aTh CHMBOJIBHOE JOMEHHOE WM
HEO0OXOMMOT0 KOMIIbIOTEpa, HalpUMep:
ping www.ncstu.ru
[Tocne BBoma »aToM KoMaHael Windows cpaemaer dYeThIpe MOMBITKH
MOJIyYeHHUsI OTBETAa OT COOTBETCTBYIOIIEro KommbioTepa. [lpum 3TOM Ha dKpaH
BBIBOJUTHLCS BpEMsi, KOTOpOE OBLJI0O HEOOXOAMMO JIJIsi MOJYYEHHUs OTBETa Ha ping-
3ampoc. Eciam BO3MOXKHOCTh YCTaHOBJICHHS CBSI3U C KOMITBIOTEPOM OTCYTCTBYET,
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MOSIBIISIETCS  COOOIIEHWE O TPEBBINIEHUU MAKCUMAJIbHO JOMYCTUMOTO BPEMEHH
OTBETa Ha 3ampoc (timeout).

Ecnu xomaHzma ping /uis Kakoro-To KOMIIBIOTEpa BBIAAET COOOIEeHue 00
omuoOKe, CleAyeT MPOBEPUTh C TIOMOIIBIO 3TOH KOMaHABI CBs3b 1o IP-aapecy
COOCTBEHHOT'O KOMIThIOTEPA, IITI03a TI0 YMOJIYaHUIO, a TAK)KE CepBEPa UMEH C LEIIhI0
BBISIBJICHUS ICTOYHUKA OIIUOOK.

Komanpa tracert

JlnarHocTuyeckass mporpaMma IpeJHa3HayeHa Uil OIPEIEIICHHs
MapuipyTa 10 TOYKH HA3HAYEHUsI C MOMONIBIO MOCBUIKA B TOYKY HA3HAYCHUS 3XO-
naketoB mpoTokojya Internet Control Message Protocol (ICMP) ¢ paznuuapiMu
3HadeHusaMH napametrpa Time-To-Live (TTL). IIpu atom TpeOyercst, 4TOOBI KasK bl
MAapUIPYTHA3ATOP HA IIyTH CIIEAOBAHUS MAKETOB YMEHBIIAI 3Ty BEIIMYUHY MO KpallHEeu
Mepe Ha | mepen malbHEWIIEW MEepechUIKOM Makera, uyto nenaeT mapamerp TTL
7 ()EKTUBHBIM CUETYMKOM YHCIIa MPOMEKYTOUHBIX y3i0B. [lpeamonaraercs, yto
korga napamerp TTL cranoButcs paBen (0, MapuIpyTH3aTOp MOCBUIAET CUCTEME-
ucrounnky coobmenue ICMP "Time Exceeded". Komanma tracert ompepenser
MapuIpyT MyT€M MOCBUIKU MEpBOro 3xo-nakera ¢ napametrpom TTL, paBHbM 1, u ¢
MOCJEAYIONIMM YBEJIMUYEHHEM 3TOTO IMapaMeTpa Ha €IUHUIly A0 TeX IOp, NOKa HE
OyJeT MOJIy4eH OTBET M3 TOYKM HAa3HAYEHUs WU HE OYyJIeT NOCTUTHYT MaKCUMYyM
mapamerpa TTL. Mapmpyr onpeaensiercss IMyTeéM aHadu3a IMOJYYEHHBIX OT
MOCTOSIHHBIX MapuipyTu3zaropoB coobuieHuii ICMP "Time Exceeded". Cnenyer
MMETh BBHUJY, YTO HEKOTOPBhIE MApUIPYTH3AaTOPhl MPOCTO COPACHIBAIOT MAKEThI C
HCTEKIIUM BpPEMEHEM >XH3HHM (TO €CTh C HYJEBbIM 3HaueHueMm mapamerpa TTL).
Takue MapmpyTU3aTOpbl HEBUIMMBI JIJI1 KOMaHAbI tracert.

CunTtakcuc

tracert [-d] [-h mMakcuManbHOE YHCIO TEPEXOIOB] [-j CIHUCOK y3i10B] [-W
MHTEpBaJI| [MMsI_KOHEYHOTO KOMITbIOTEPA|
[TapameTpsl
-d
[IpenorBpamaer mnoONbITKA KOMaHIbl tracert paspemeHus I[P-ampecos
MPOMEXYTOUHBIX MapUIPYyTU3aTOPOB B HMEHA. YBEJIMYMBAET CKOPOCTH BBIBOAA
pe3yabTaTOB KOMaHHI tracert.
-h MakcumanbHOE YHKCIIO MEPEXO0B
3ajaeT MaKCUMAJIBHOE KOJIMYECTBO IMEPEXOJ0B HA IMYTH NPU ITOUCKE
KOHEYHOTr0 00beKTa. 3HaUCHHUE TI0 YMOT4aHuto paBHO 30.
-] CIUCOK_y30B
VYka3pIBaeT JUisi COOOIIEHUI € 3X0-3aIpOCOM HCIOJIb30BAaHUE IMapaMeTpa
CBOOOJHOM MapiipyTuszanuu B 3arosioBke [P ¢ HabOpoM MpPOMEXYyTOYHBIX MECT
HA3HAUYCHUSI, YKa3aHHBIX B CHHUCKE y370B. [lpu CcBOOOAHOW MapIIpyTHU3AINHA
YCHENTIHBIC TPOMEKYTOUHBIE MECTa Ha3HAYEHUSI MOTYT OBITh pa3/elIeHbl OJJHUM WM
HECKOJIbKUMHM MapIuipyTu3atopamMu. MakcUMallbHOE€ YHCIO aJpecOoB WA HWMEH B



cnucke - 9. Cmomcok anpecoB mnpencraBiser Habop I[P-agpecoB (B TodeuHo-
JECATUYHON HOTAIMK), pa3/ieJIEHHBIX MTpo0eIamu.

-W UHTEpBAJ

Onpenenser B MWUIMCEKYHAAX BpeMsl OXUAAHUSA IS MOJYYEHHUS 3XO-
orBeToB rmnpoTtokoja ICMP wmmu ICMP-coobmennit 00 uCTEYEHUH BpPEMEHH,
COOTBETCTBYIOIIMX JIAHHOMY COOOIIEHHMIO 3X0-3ampoca. Ecim cooOuieHue He
MOJIYYCHO B TEUYEHHE 3aJaHHOTO BPEMEHH, BBIBOJAUTCS 3Be3nouka (*). TalimayTt mo
ymonuanuto 4000 (4 cexyHbI).

UMs_KOHEYHOI0 KOMIIbIOTEpa

3ajaeT TOUKY Ha3HauYCHUs, yKazaHHyto [P-agpecom uiam uMeHeMm y3ina.

[Ipumevanus:

- YroOBbl BBINOJHUTH TPACCUPOBKY MAapIIpyTa, BBIBECTH 3HAUYCHUE
3aJIepKKU pACIPOCTPAHEHHUS IO CETU U MOTEPH MAKEeTa HA KaXJA0M MapUIpyTHU3aTOpe
U y3Ji€ B IyTH, UCIIOJIb3YiTE KOMaH1y pathping.

- DTa KOMaHJla JOCTYIIHA, TOJIbKO €CIM B CBOMCTBAX CETEBOrO aJanTepa B
o0bekte CeTeBble MOAKIIOYEHUS B KAYECTBE KOMIIOHEHTA YCTAaHOBJIEH MPOTOKOII
Nurepuera (TCP/IP).

[Ipumepsl

UtoObl BBIMOTHUTH TPACCUPOBKY MYTH K Y31y corp7.microsoft.com,
BBEAUTE KOMAHIY:

tracert corp7.microsoft.com

UToOBl BBINOJHUTH TPACCUPOBKY NYTH K Y31y corp7.microsoft.com u
ucnonp3oBath y3mbl 10.12.0.1-10.29.3.1-10.1.44.1 nst cBOGOIHON MapIIpyTH3AIIH,
BBEJIMTE CIEAYIONIYI0O KOMaHay:

tracert -j 10.12.0.1 10.29.3.1 10.1.44.1 corp7.microsoft.com

Komanna telnet
Telnet - mpoTokonm SMyNIAlMKM TepMUHANIA, KOTOPBIH oOecreynuBacT
MOAAEPIKKY YIaJE€HHOro focTyna B UHTepHET
FTP (File Transfer Protocol, mnmu “IIpoTokon mepenayn naHHbIX) -
OJWH U3 CTapeHIlNX NPOTOKOJIOB B MHTEpHET M BXOAUT B €ro craHaaptel. [lepsoie
cnenudpuxauu FTP otHocsTes k 1971 roxy. C tex nop FTP nperepnen MHOkecTBO
MoAuUKAIIMK ¥ 3HAYUTENBHO paCHIMpUil CBOM BO3MOXHOCTH. FTP wmoxer
HCIIOJIb30BaThCA KaK B IporpamMmax IoJb30BaTeieid, Tak U B BUJE CHEUUATbHOU
YTUJIUTHI OTIEPAIIMOHHON CUCTEMBI.
FTP npennazHaueH mis pelIeHHs] 3aJad paslelieHdsl NOCTyIlla K
(aiinaM Ha yIaJE€HHBIX XOCTax, MPSMOT0O WJIM KOCBEHHOI'O MCIOJb30BaHUS PECYPCOB
YAAJIICHHBIX KOMIIBIOTEPOB, OOECHEeUYeHUs] HE3aBUCUMOCTH KJIMEHTa OT (HhaloBBIX
CHUCTEM YJaJIEHHBIX XOCTOB, 7((PEKTUBHON U HAJCKHOMN TIepeaadr JaHHBIX.
Oo6men panabiMu B FTP mpoucxogur mo TCP-kanamy. O6men
MIOCTPOEH Ha TeXHojoruun “‘kiveHT-cepep’. FTP He MoxeT ucmonab30BaTbCs s
nepeaaud KOH(PUACHIIMAIBHBIX JaHHBIX, MOCKOJIBKY HE OOCECIEUYMBACT 3aIlUTHI
nepeaaBaeMoil nHPOpMaIMK U TepeacT MEXIY CEpBEPOM U KIMEHTOM OTKPBITHINA
tekcT. FTP-cepBep MoxeT motpedoBath oT FTP-knuenTta ayrentuduxauu (T.€. Mpu
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npucoeanHeHun K cepepy FTP-momp3oBarens JoimkeH OyIeT BBECTH CBOM
uaeHTuduKarop u naposb). OgHaKo naposib, U HACHTUPHUKATOP MOJIb30BATENS OYAYyT
nepeaaHbl OT KIIMEHTAa Ha CEPBEP OTKPBITHIM TEKCTOM.

FTP (File Transfer Protocol) mnpencraBiser coOoi MOPOTOKOI
nepefayd JaHHBIX, C IIOMOIIBIO KOTOPOTO MOKHO I€pechlIaTh JBOMYHBIE U
TEKCTOBBIE (pailibl MEX1y KOMIIbloTepamMHu. B OOJIbIIMHCTBE CilydaeB Al OOMEeHa
DaHHbIMU 110 11poTokosly FTP Heo6XoauMo MMETh COOTBETCTBYIOIIUE MPaBa JOCTYIA.
OnHako MMEIOTCSl Tak Has3biBaeMble aHOHHMMHBbIE FTP-cepBepbl, mpenocTaBisionme
JAOCTYNl KaXJIOMYy TOJb30BAaTEN0, Hampumep, s 3arpy3ku  OecIuiaTHOTrO
MPOrPaMMHOTO 00eCNedYeHHs WM TOJyYeHHUs HHPOPMAIIMOHHBIX TOKYMEHTOB. K
npumepy, Ha FTP-cepBepsl ¢pupmbr Microsoft Bel Halifere omucanue OUIMOOK WK
JOTIOJIHUTENBHYIO HH(OPMALIKIO O MPOIYKTaX 3TOU (PUPMBI.

AnroputMm padoTsl ipotokosia FTP coctout B cienyromeM:
1. CepBep FTP ucnons3yer B KauecTBE YIPAaBIISAIOIIEIO COEIUHEHUE
Ha TCP nopt 21, KOTOpHIN Bcerna HaXOAUTCS B COCTOSIHUM OKHMJIaHUSI COCIMHEHUS
CO CTOpOHBI nosib3oBarens FTP.
2. Ilocie TOro Kak yCTaHaBJIMBAETCS YIPABIIOIIEE COCIUHEHUE
Monyns “WHTeprperaTop NPOTOKOJAa TMOJb30BaTENs” C MOIYJIEM CepBepa —
“UnTepnperarop NpoTOKOJa cepBepa’, MOJIb30BaTENb (KJIMEHT) MOYKET OTIPABIATH
Ha cepBep KoMaHabl. FTP-KoMaHbl ONpenensoT nmapaMeTpbl COEIUHEHUS TTepeaadn
JAHHBIX: POJb YYAaCTHUKOB COEAMHEHHWS (AKTUBHBI WM TACCUBHBIN), MOPT
coeauHeHus (kak s moayis “IIporpamma nepenaydn TaHHBIX MOJIb30BATENS, TaK U
st moxynst “Ilporpamma mnepegauM JaHHBIX cepBepa’), TUI TEpenadd, THUII
MEepeIaBaeMbIX JAaHHBIX, CTPYKTYpy [J@HHBIX U YIPABISAIOIINAE JAUPEKTUBBI,
0o0O3HavarIre JIEHUCTBUS, KOTOPbIE MOJb30BATEIb XOYET COBEPIIUTH (HAIpuMEp,
COXPaHUTh, CUNTATh, 10OABUTH WIH YAAIUTH JaHHBIE WIH (Qailsl 1 Ipyrue).

3. Ilocyme Toro kak corjacoBaHbl BCE€ IapaMeTpbl KaHaja Nepenadu
JAHHBIX, OJWMH W3 YYaCTHUKOB COEIWHEHHUS, KOTOPBIM SBIISIETCS I1aCCHUBHBIM
(manpumep, “IIporpamMmma mepenayu JaHHBIX MOJIB30BATENS ), CTAHOBUTCS B PEXKUM
OKHJIaHUsI OTKPBITUS COCIMHEHHUs Ha 3aJaHHbIN I nlepenadn 1aHHbiX noprt. [locie
ATOTO aKTUBHBIM MoOAyJsb (Hampumep, “Tlporpamma nepemauu HaHHBIX cepBepa’)
OTKpPBIBAET COEAMHEHUE U HAYNHAET MIepeAaydy JaHHbIX.

4. Tlocne OKOHYaHUS TME€peAayd JIaHHBIX, COCIMHEHHE MEXKIY
“IIporpammoii mepenaun AaHHBIX cepBepa’ U “IIporpammont mepegaum JaHHBIX
IOJIB30BATENS” 3aKpbIBAETCSA, HO YyIpaBisitouiee coeauHeHue “HHrepnperaropa
IIPOTOKOJIa cepBepa” u “MHTeprperaropa MNPOTOKONA IOJIb30BATENS OCTAETCA
OTKpBITBIM. Ilonb30Barenb, He 3akpbiBas ceccun FTP, Moxer emie pa3 OTKpBITH
KaHaJl epeadyn JaHHBIX.

Urto6s! co3nats FTP-coenunenme, BHIMOTHUTE CAEAYIOLIUE 1EHCTBUS:

Brmonuute komany telnet.

B oTkpbIBIIEMCSI OKHE BBEAMTE KOMaHIYy Open C aapecoM HEOOXOAMMOro
FTP-cepBepa. Hampumep, 4To0b yCTaHOBUTH CBS3B € cepBepoM Microsoft, BBemuTe
CJIeYIONTY 0 KOMaHy: open ftp.microsoft.com



[locne ycranoBneHus cBs3u ¢ FTP-cepBepoM MOXHO IpocMaTpUBaTh
CIucoK (haiyioB M KOMUPOBATH (Pailyibl HA CBOM KOMIBIOTED.

Komanger nist pabotsl Ha FTP-cepsepe:

Is — ITo3Bomisier oToOpasuTh croucok (aito. [lo komanme Is —l

(manenbkast OykBa «Ly») oTroOpaxaercs moapoOHbBIN CITHCOK.

cd — mo3BOJISIET MEPEUTH B TPEOYEMBIi MOIKATAJIOT.

binary — Ilo3BoisieT BKJIIOUNTH JBOWYHBIA PEKUM, HEOOXOIUMBIN JIsI
nepefayd JBOMYHBIX JaHHBIX. TakuMm 00pa3oMm, Mepel TeM KaK KOMHUPOBaTh
JIBOWYHBIC (pailsibl CIeTyeT C MOMOIIbIO KOMaH bl binary akTUBU3HUPOBAThH JBOMYHBIN
pexum. [To ymomuanuto BriatoueH pexxum ASCIIL.

ascii — [To3BossieT akTUBU3UPOBATH TEKCTOBBIN PEKHM.

get — Ilo3BomsieT cKOMUPOBATH 3a/1aHHBIN (Paiiyl Ha CBOM KOMIBIOTED.

disconnect — Ilo3Boyisier 3aBepmUTh ceaHc cBs3u ¢ FTP-cepBepom 0Oe3
3aBepIleHUs paboThl MPOrPaMMBbl.

quit — ITo3BoasieT 3aBepmuTh ceanc cBs3u ¢ FTP-cepBepoM ¢ 3aBepiieHneM
paboThI MPOrPaMMBL.

C nonHbIM criuckoM Komauj mporpammbl FTP MoXHO MO3HAKOMUTHCS B
cipaBouHo# cucteme Windows.

Komanma ARP

Jlns onpeneneHus JOKAIbHOTO aapeca no [P-anpecy ucnonb3yercs
npoTokoi paspemienus aapeca Address Resolution Protocol, ARP. Ilporokon ARP
paboTaeT pa3IuYHbBIM 00Pa30M B 3aBUCUMOCTH OT TOTO, KAKOW MPOTOKOJI KaHAIBHOTO
YpOBHS pa0OTaeT B AaHHOM ceTu - mpoTokoi jJokanbHol cetH (Ethernet, Token Ring,
FDDI) ¢ BO3MOXXHOCTBIO MIMPOKOBEIIATENIHHOTO JOCTyIla OJHOBPEMEHHO KO BCEM
y3JlaM CE€TH, WM XK€ TpoToKoJ rinodanbHoi cetu (X.25, Frame relay), kak mpaBuiio
HE MOJIJIEPKUBAOIIUHN IUPOKOBEMIATENbHBIN J0oCTyN. CylecTBYeT TakKe IPOTOKOI,
pemaronii o0paTHyro 3a7a4y - HaxoxjaeHue [P-agpeca 1o n3BecTHOMY JIOKAIbHOMY
anpecy. OH HasbiBaetcs peBepcuBHbIi ARP - RARP (Reverse Address Resolution
Protocol) m wucmonw3yercss mpu crapTe OE3AMCKOBBIX CTAHIIMM, HE 3HAIOIMIUX B
HAadyaJIbHbIN MOMEHT cBoero I[P-aapeca, HO 3HarOmMX aapec CBOErO0 CETEBOIO
ajganrepa.

B mone tuna cetu nns cereit Ethernet ykassiBaetcs 3nauenue 1. [Tone tuna
ITPOTOKOJIA MO3BOJISIET UCIIONIB30BaTh MakeTbl ARP He Tonbko s mpotokoina IP, HO
U JUISL APYTUX CETEBBIX NpOTOKOI0B. st IP 3Hauenne 3toro nomns pasuo 080016.

JlnuHa JokanbHOTO anapeca s mpoTokosna Ethernet paBHa 6
Oaitftam, a nnuHa IP-anpeca - 4 Oaittam. B none omepauuu gis ARP 3ampocos
yKka3biBaeTcs 3HaueHue 1 nisa nporokosna ARP u 2 nns nporokosia RARP.

V3en, otnipasistomuii ARPP-3anpoc, 3anoHseT B nakeTe Bce moJis,
KpOM€ TMOJisi UCKOMOTro JokanbHOro aapeca (mis RARP-3ampoca He ykasbiBaeTcs
uckombiil [P-ampec). 3HaueHue 3TOro MoJjs 3amnoiaHSETCsS y3J0M, OMO3HABIIMM CBOM
IP-anpec.

OtoOparkeHue W M3MEHEHHE UCMOoiIb3yeMol mpoTokosoMm ARP
TaOJIUIIBI COOTBETCTBHS aapecoB IP u ¢hu3ndyeckux aapecos.
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dopmMaT KOMaH/IbI:

ARP -s inet_addr eth_addr [if_addr]

ARP -d inet_addr [if_addr]

ARP -a [inet_addr] [-N if_addr]

-a BeiBoa Tekymux 3anuceit Tabiuisl ARP mytem ompoca Tekymmx
naHHbBIX TpoTokona. Eciam ykazan aapec inet addr, To agpeca IP u Qusnueckue
BBIBOJIATCS TOJIKO JIJIE  YKa3aHHOro KommbloTepa. Ecmu mpotokon ARP
HCIIONB3YETCSl HECKOJbKUMU CETEBBIMU HHTep(deiicaMu, TO BBIBOASTCS 3allUCU U3
KaKI0M TaOJIHUIIHI .

-g AHanor —a.

inet_addr 3amanue anpeca IP.

-N if addr BeBox tekymmx 3amuceit Tabmumsl ARP s cereBoro
uHTepdeiica, onpenensemoro napamerpom if addr.

-d Y nanenue y3na, onpezaenseMoro napamerpom inet addr.

-s JloGaBnenue y3na u cBszbiBaHue ajapeca [P inet addr ¢ ¢usnueckum
aapecoM eth addr. ®uznueckuii aapec 3agaeTcs ¢ MOMOIIBIO 6 MIECTHAAIATEPUYHBIX
quce, pa3fensieMbIX AeducaMu. 3anuch SBISETCS MOCTOSIHHOM.

eth addr 3aganue gusnueckoro aapeca.

if addr HeoOs3arenpHblit  mapamerp, ykaspiBaoomwmii  aapeca [P
uHTepdeiica, sl KOTOPOro CleyeT U3BMEHUTh TadnuIly ajapecoB. Ecnu napametp He
3aJlaH, UCIOJIb3YETCs MEPBbIM JOCTYIHBIN HHTEP(ENC.

Hanpumep:

arp —a ... BeiBogut Tabnuiry arp.

arp —s 176.16.1.400 00-aa-00-62-c6-09 ... [oOaBnsieT CTaTHYECKYIO
3aMuCh.

Komanna route VYmpasnenue tabimuiiamMyd MapumipyTH3aldd B CETH. JTa
KOMaH/1a JJOCTYITHA TOJILKO MOCJI€ YCTaHOBKHU nozaepxku rnpotokona TCP/IP.

dopMaT KOMaH/Ibl:

route [-f] [-p] [komanza [kommbroTep] [mask macka] [1utr03] [metric Mepa]]

[Tapamerpsr:

-f Vnanenue 3anmceit o Bcex nutro3ax. Eciy ucnonb3yercs B COYETaHUH C
OJIHUM U3 JIPYTUX KIIIOYEH, BHAYaje yIalAIOTCAd COOTBETCTBYIOUIME 3alUCH, a 3aTEM
BBITIOJTHSIOTCS IEUCTBUS, 3a/IaHHBIC IPYTUM KITIOUOM.

-p Ilpu ucnonb3oBanuu c¢ koMaHaoii ADD obOecrnieunBaeT coXxpaHeHUE
MapuIpyToB TMpu TMepe3arpy3ke cuctemsbl. [lo ymomuaHuiO MapHIpyThl HE
COXpaHAIOTCS NpH Tepe3anycke cucteMsl. [Ipu ucnonb3zoBanuu ¢ koManaol PRINT
BBIBOJIUT HAa DKPaH CIHCOK 3apEeTrMCTPUPOBAHHBIX TMOCTOSHHBIX MapHipyToB. [Ipu
HCIIOJB30BAaHUU C JPYTUMH KOMaHAaMH, KJI0U UTHOPUPYETCS, U KOMaHAbl pabOTar0T
C COOTBETCTBYIOIINM MOCTOSTHHBIM MapUIPYTOM.

KOMaHJ1a

OnHa U3 4yeThlpeX KOMaH/I:

Komanpga /leiicTBue

print BwiBoa mapmipyra
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add /loGaBnenue mapuipyrta

delete Y nanenue mapuipyra

change VI3MeHeHuUe CylIeCcTBYIONIETO MapIIpyTa

KOMITBIOTEP

KomrmbroTep, Ha KOTOPBIN MOCHIIAETCS KOMaH/Ia.

mask macka 3amaer Macky IMOJCETH, KOTOpas acCOLUMUPYETCS C JaHHBIM
MapuipytoM. Ecnii Mmacka He 3a7iaHa, ucnosb3yercst 255.255.255.255.

HUTI03 3a/1aeT HUTI3.

Bce cumBonMueckrue MMEHa, UCIOJIb3yEMbIE B MapaMeTpax KOMIBIOTEP U
ITI03, UIMYTCs B 0a3ax JaHHBIX CETed W KOMITBIOTEPOB, HaXOAAIIMXCsS B (haiimax
NETWORKS u HOSTS, coorBercTBenHo. [ komang print u delete moryt ObITH
MCIIOJIb30BaHbl CHUMBOJIbI MOJCTAHOBKH JUISI MAPAMETPOB KOMIBIOTEP W IUIIO3, WA
MOXET OBITh OMYIIEH MapaMeTp ILLITI03.

metric Mepa 3aiaeT IENOYUCICHHbIH mapameTrp Mmepbl (oT 1 g0 9999),
KOTOpasi MOKET OBbITh HCIOJIb30BaH ISl BBIUMCIEHUS CaMOro OBICTPOro, Camoro
JOCTYIHOI'O WK Haubosee JeMeBOro MapipyTa.

Hpyrue xomaHbl
nbtstat — ITo3BossieT O0TOOpPA3UTh CTATUCTHKY PAOOTHI U IMEPEUYCHD
Tekyuux coequnenuit mo npotokosry NBT (NetBIOS uepes TCP/IP).
netstat — Ilo3Bosiser oTOOpa3uTh mepeueHb Tekymmx 1 CP/IP-
COCTMHEHU.
3amanne
1. O3HaKOMUTBCS ¢ YKa3aHHBIMH CETCBBIMH YTHIIUTAMH.
2. BrmmomHUTE KXY KOMAaHIY C MaKCHMajdbHO  BO3MOKHBIM
yHoTpeOIeHHEeM MapaMeTPOB.
3. CocTaBUTh OTYET MO JaOOpPaTOPHOIT padoTe.
3.4 MeTtoauyeckue yKazaHus MO BBITTOJIHEHUIO 3aaHUs
Jlyist paboThI C CETEBBIMHU YTUIUTAMU BaM HYKHO 3allyCTHTh KOMaHIHYIO
ctpoky” 1.B Windows naxkath kHOmKy «Starty(Ilyck), B Menwo «Starty(Ilyck),
BBIOpaTh MyHKT «Run»(BeIOIHUTS).

ITocne storo mosiBUTCS AuanoroBoe OKHO «Run»(Bsimonnute).B mone
«Open»(OTkpbITh) BBeaUTE “Cmd” HAXXMUTE KHOMIKY OK.

[TossBUTCS OKHO KOMAaHAHON CTPOKH.

B 3TOM OKHE BbI BBOJIUTE KOMAH/IbI.

Conepxanue oT4yeTa 1o JlabopaTopHOU padboTe

OT4eT OJKEH colepkaTh CIEIYIOUTYI0 HH(OPMAIIHIO:

. TUTYIBHBIN JUCT.

. [{enb paGOTHI.

. KpaTtkoe onucanue u CKpUHILOT O KaXA0M U3 KOMAaHJ.
. BriBos.
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JlabopaTtopHast paGora Ne 2

HccienoBanue yCTAHOBKU M HAYAJIbHON HACTPOMKH CHUCTEM

Hean padoTbl: O3HAKOMUTHCS C HAYATIBHBIMU HACTPOMKAMH CUCTEMBbI

Teoperuyeckasi 4acTh.:

Yemanoska u nepsuunas nacmpouka Windows Server 2012

Nucramwsiuus Windows Server 2012.

Cpenun omepanuonubix cucteM Windows XP sBrnsercs nHaunbosee
pactnpoctpaneHHOU. [loaToMy paccMOTpUM TOCIEAOBATEIBHOCTh Pa3BEPTHIBAHUSA
CHUCTEMHBIX TPOTPAMMHBIX CPEJCTB Ha MpUMEpe ATOW cucTtembl. [[ms 3arpy3ku
Windows XP HeoOxoaum crienymomuii MUHUMAalbHBIA  Habop  (aiinos,
PacIoJIOKEHHBIX: a) B KOPHEBOM KaTajore 3arpy3odnoro awmcka (ntldr; boot.ini,
bootsect.dos, NTDETECT.C); 6) B cucteMHoMm mnojakaraiore Windows/system32
(ntoskrnl.exe, hal.dll, pa3genst peectpa System); B) B CHUCTEMHOM IOJKATaJIOTe
/system32/drivers (He0OXOAMMBIC IpaliBEPbl YCTPOMCTB).

[Iporecc 3arpy3ku KOMITbIOTEpA HAUMHAETCA C MPOIEAYpPhl HAYaIbHOTO
tectupoBanus odopynoBanus (* POST — Power-On Self Test). Koj, BeimogHsrOINiA
POST, 3amut B 6a30Boil cucteme BBoja-BbiBoAa (BIOS) kaxmoro xommeiotepa, u
MMEHHO €My Tepe/aeTcs ympaBlieHUe MpH BKIOYeHUM nutanus. Ecim B mpoiecce
TECTUPOBaHUSI OOHAPY>KUBAIOTCs Kakue-anbo ommbku, To BIOS renepupyer Kojibl
omnbok (POSTcodes), kotopbie oTinnuarotes 1 BIOS pasHbix npousBoautenei, u
3ByKOBbIE€ KOJbI. Eciim mpouenypa POST 3aBepmiaercs yenemno, To BIOS nepenaer
yIpaBJIeHWE TJIaBHOW 3arpy3ouHoi 3amucu (MBR — Master Boot Record)
MEPBUYHOTO YKECTKOTO JUCKA CHCTEMBI, Ye€M 3aBEpIIacTCs TepBas «armapaTHas»
CTaaus 3arpy3kd KOMITbIOTepa (BECh MPOIECC 3aBUCUT TOJBKO OT ammapaTypbl
KOMITbIOTEPA, HO HE OT YCTAHOBJIEHHOTO MMPOTPaMMHOT0 00€CTIeUEHU).

Ha BTopoit craguu 3arpy304Hasi 3alIuCh, ONEPUPYS TaHHBIMU O pa30MEHHUH
KECTKOTO JIMCKa Ha JIOTUYECKHE TOMA, NIEpPeIaeT YIpaBieHUE UCIOIHIEMOMY KOy,
PacroyioKeHHOMY B 3arpy304HOM cekTope. B omepannonnoit cucreme Windows XP
TUM KOJIOM SIBJISIETCSl 3arpy3dydK orepanuoHHoi cuctembl ntldr. 3arpy3umk
MEepPEXOAUT B 3AlUINEHHBIA PEXUM padOThl W TMPOU3BOAUT HEOOXOAMMBIC IS
yCcnenHoro GyHKIMOHUPOBAHUS B 9TOM PEXXHME MAHUIYJAINHA C mamMsaTbio. Kpome
GyHKIMIA, MO3BOJIAIOMIMX paboTath C mHamsAThbio, ntldr MMeer Takke HECKOJBKO
MOJIyJIeH, TIO3BOJISIONUX PaboTaTh ¢ HEKOTOPBIMU APYTMMHU 0a30BBIMU PeCypcaMu
CUCTEeMBI, B TIEpBYIO ouepenb c (aitioBoli cucteMoi. Bce npyrue npeicTBus
BBIMOJIHSIOTCS C OMOIIIBIO BbI30Ba MpepriBanui BIOS.

[Tocne  mepBUYHON  WHUIMANIHM3AIMU  3arpy34ydK  TPEIOCTaBIISACT
MOJIb30BATEI0 BO3MOXKHOCTH BBIOpATh OMEPAIMOHHYIO CHCTeMY, KoTopas Oymaer
3arpy’kKeHa U3 CIUCKa CHCTEM yCTaHOBJICHHBIX Ha koMmmbloTepe. C 3Toii 1enpro ntldr
BBIBOAUT Ha OJKpaH Haanuck: «OS Loader V5.0» u npurmamenue BbIOpaTh
omnepanuoHHy0 cucteMy. CooOIeHue BBIBOAUTCS TOJBKO B TOM CIydail €clid B
¢atine boot.ini 3aperucTpupoBaHO OoJiee OJHOM oOIeparuoHHOW cuctembl. [locie
BBIOOpA OMEpaMOHHON cucTeMbl 3arpy3unk 3amyckaetr ¢aiin NTDETECT.COM.
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OTOT KOMHIOHEHT cuuThiBaeT M3 CMOS-maMaTH CHCTEMHYIO JaTy U BpeMs H
NPOU3BOJUT TOUCK M pACIO3HABAaHUE aNNapaTHbIX CPEACTB, TMOJKIIOYEHHBIX B
JaHHBIE MOMEHT K KommbioTepy. 3aBepmmB pabory, NTDETECT Bo3Bpaiaer
yrIpaBjeHHue U cOOpaHHY0 UM UHpOpMaIKio oopaTHO B ntldr.

Jlanee 3arpykaetrcss ¥ UHUIMAIU3UPYETCS AJIPO ONEPAIIMOHHONW CHUCTEMBI
ntoskrnl.exe U ypoBeHb aOcTparupoBaHus oT oOopyaoBanus hal.dll. Ilpu cBoeit
WHUIMAIU3alMd  SIApO  TPOU3BOAMT  psAN  JEHCTBMA B CJeAyIOIen
MOCJIEIOBATEIbHOCTH:

-Mannmanu3anus gucneTyepa naMsTu.

-Mannmanuzanus gucneryepa 0ObEKTOB.

-YcTaHOBKa CUCTEMBI 0€30I1aCHOCTH.

-Hactpoiika npaiiBepa ¢aitioBoii CHCTEMBI.

3arpy3ka U WHUIMAIW3alKA JUCTeTYepa BBOAA-BbIBOAA (OOBIUHO camasi
muTenbHas Qasza).

3arpy3ka CHCTEMHBIX CEPBUCOB, KOTOPBIE PEAIU3YIOT B3aUMOJEUCTBUE C
II0JI30BATEIIEM.

3arpy3ka Session Manager (Smss.exe), KOTOpBIii:

-niepexiirouaetr Windows U3 TEKCTOBOTO peKUMa B rpaduyeCcKuii;

-3allyCcKaeT MEHeKep Bxojna B cucreMy Logon Manager (systemroot
\System32\Winlogon.exe);

-CO3/1a€T JOMOJHUTENbHbIE (Daiiiibl BUPTYaIbHOU MaMSITH;

-€CJIM YCTAHOBJIEHbl HOBBIE MPOrpPaMMbl W/WIHM JpailBEpbl, TO CIPOCHUT
nepe3arpy3uTh CUCTEMY.

-Menemxep Bxona B cucreMy Logon Manager (Winlogon.exe) 3amyckaer
MOJICUCTEMY CEpPBHUCOB (Services.exe) W JIOKalbHYyI0 cuctemy OezomacHocTH (Local
Security Authority, Lsass.exe) u JemaeT BO3MOXHBIM KOMOHWHAIIMIO KJIABHUIII
CTRL+ALT+DEL, uto0sI moka3aTh JOTUH CKPUH.

-3arpy’keHHasi  OlepalloOHHas CUCTeMa O0OecleuuBaeT ClEQYIoue
CUCTEMHbIE MPUITOKEHUSA L :

Csrss.exe — maHHBIA MOAYJIh TMpEIHA3HAYEH, TJIABHBIM 00pa3oM, s
OpraHu3allid B3aWMOJCHCTBUS MEXKIAYy KOMIBIOTEpOM M mHoJb3oBaresneM. OH
ABJIIETCS YacThlo moacucTeMbl Win32 ¥ MO3TOMY 3TOT HPOLECC HENb3sl 3aKPbITh B
meHemkepe 3amad. Csrss (client/server run-time subsystem — kiueHT /cepBepHast
MOJICHCTEMAa) OTBEYAET 32 KOHCOJIbHBIE MPUIIOKEHHU, CO3/1aHKe/yJaJIeHUE MOTOKOB U
3a 16-6utHyI0 BUpTyaibHyto cpeay MS-DOS.

VYike mocne 3arpy3kd OINEpalMOHHOW CHCTEMBI T0JIb30BaTEllb, UYTOOBI
J0Ka3aTb, YTO OH TOT, 3a KOro ce0s BBIJAET, JAOJDKEH MPOUTH MPOUEAYPY
ayTeHTU(PUKALUHU, TO €CTb BBECTU COOCTBEHHOE PErMCTPallMOHHOE UMs (JIOTHUH) U
naposib. /laHHble ACHCTBUS MPU MOHWKEHHBIX TPeOOBaHUSAX K 0€30MacHOCTU MOTYT
OBITH HACTpPOEHBI MO yMonyaHuto. [Ipoueaypa moak/IIOUEHUs K CUCTEME MO3BOJISIET
OTIPEICNUTh, K€M SIBJISICTCS TOJIb30BaTENb U 00J1aaeT JIM OH MPABOM BX0J1a U pabOThI
c cuctemoi. [Ipu BbIMoOIHEHMM 3TOH mpouedypsl ciyxk6oii WinLogon B cucreme
MPOUCXOAT CIEAYIOLINE COOBITHUSA:
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mporecc WinLogon otoOpaxkaeT Ha 3kpaHe (poH pabodero croyia (K 3TOMY
MOMEHTY OOBEKT pabodero cTojia yXe CO3/1aH, HO €Ile He OTOOpa)kaeTcs), a TakKe
NpurjanieHue K BBOJY II0JIb30BaTEJEeM JIOTMHA M TapoJjsi; BBEJACHHBIC IaHHBIC
nepenarTcs NoJIcucTeMe 0€30MacHOCTH;

nojcucTeMa 6e3omacHocTd oOparnaercsa kK 6a3e maHHeix ~ SAM (Security
ccounts Manager) u mpoBepsieT, 00JaJaeT JM MoJIb30BaTENb MOTHOMOYUSIMHU pabOThI
C CUCTEMOM;

BbazoBas Cucrema BBoaa BeiBoaga

bazoBas Cucrema BBoma BeBoma (BIOS ) — wyacte mnporpamMmmHOro
oOecrieueHNsT  BBIYMCIHMTEIILHONH  CHUCTEMBI,  TMOJACP)KUBAIOIIAS  yNpPaBICHUE
ajanTepaMy BHENTHUX YCTPOMCTB, DKPaHHBIC OIMEpaIlid, TECTUPOBAHUE, HAYAIBHYIO
3arpy3Ky M YCTaHOBKY omepaioHHo cuctembl. BIOS — 3710 cranmapTHbIN
uHTepdeiic, obecrneynBaOIUil MEPEHOCUMOCTD OINEPAIIMOHHON CHUCTEMBl MEXKIY
KOMITBIOTEpAMH C OJIMHAKOBBIM MUKpomporeccopoM. BIOS xpaHutcs B mOCTOSHHOM

3alIOMUHAIOIIEM  YCTPOMCTBE  KOMIIBIOTEpA. VYmpaBieHue — ycTpoHcCTBaMu
OCYILIECTBIISIETCS ~ Yepe3 MeXaHW3M IpepblBaHui. Pasnmuuaror  cienyromue
TIpEPBIBAHUSA:

-anmnapaTHbIC IPEPHIBAHUS — HHUIIUUPYIOTCS almapaTHBIMU CPEIACTBAMU;

-JIOTUYECKUE TPEPBIBAaHUS — HHHUIMUPYIOTCS  MHKPOIPOIIECCOPOM,
HECTaHJApTHHIC CUTYallUH B PaOOTEe MUKPOMPOIIECCOPa;

-POTPaMMHBIE  TIPEPBIBAHUSA  —  WHUIUUPYIOTCS  IPOTPAMMHBIM
oOecreueHuEM.

[Ipy BKIIOYEHMHM KOMIBIOTEpAa aBTOMATMYECKH  3arpykaercs W
BHITIOJTHsIETCS cniernranbHas nporpamma ~ POST(Power-On Self-Test) u3 cocrasa
BIOS. Ota nporpamMmma nmpou3BOAUT CAMONIPOBEPKY U TECTUPOBAHUE MPU 3arPy3KeE:

-mpoBepka  nepeximovarened  u CMOS-mamsitTh  Ha  CUCTEMHOU
(MaTepuHCKOM) TmjaTe, OmpeleieHre OOOpYyIOBaHMs, KOTOPOE MOAKIIOUEHO K
KOMITBIOTEPY;

-TECTUPOBAHUE ONEPATUBHOIO 3alIOMUHAIOLIETO YCTPOICTBA;

-BBINOJIHAET JEUCTBUS MO 3arpy3Ke ONEPALMOHHOM CUCTEMBI (3arpys3ka B
ONEpaTUBHYIO NaMATh W 3amyck bnoka HauwanbHOil 3arpy3ku oOnepanoHHOMN
CUCTEMBI);

-BBINIOJIHSAET ~ Jpyrue  crneurduyueckue JEHCTBUS 1O  MOATOTOBKE
KOMIIBIOTEPA U IOMOJIHUTEIHLHOTO 000py10BaHus K padoTe.

BIOS sBnsercst cBoeoOpa3HOW MporpaMMHONA 000JI0YKON CaMOr0 HUKHETO
YPOBHSI BOKpYT alllapaTHBIX CPEJICTB KOMIIBIOTEPA, KOTOpas peau3yeT JOCTyH K
anmnapaTHbIM CpEJICTBAM KOMIIbIOTEpA Yepe3 MeXaHu3M mpepbiBaHuil. CTpykTypa
BIOS BxirouaeT nBe riiaBHBIE YacTH:

['maBHBIM MCHOJHIEMBIA KOJ — COCTOUT M3 HECKOJBKUX MOAYJIEHM U
xpaHutcsa B Buae apxuBa LHA, kak mpaBuiio, UCIIONB3YIOTCS CIEAYIONINE HA3BaHUS
JUISL MOJTYJIEW apXvBa

original.tmp — rmaBHas 4acth pasmepoM 128K, B KOTOPOH MPOUCXOAMUT
WHUIMAIA3alMs KOMIIbIOTepa U HaxoauTcs noanporpamma BIOS Setup;
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awardext.rom — pacmmpeHue TIaBHOW YacTH, COJICPXKUT IMOAIPOTpaMMy
BBIBO/Ia KOH(pUTYpaIUK;

awardepa.bin — kaptunka Energy Star;

JApyrue BCTpevarolyecs 4actu: cpucode.bin — tabmuima MUKpOKOIOB IS
Intel-mpoieccopos  (PPro, P2/P3/P4, Celeron); acpitbl.bin — moanporpamma
noaaepkku ACPI u np.

Hoctyn k BIOS Setup (mporpamMme HacTpOMKH) OCYIIECTBISETCS
Ha)KaTHUEM ONPEACICHHBIX KOMOMHAIMM KJIaBUI, OOBIYHO HAXXaTUEM KJIABUIIU "
Delete B MOMEHT HavallbHOW 3arpy3ku cuctembl. CTPyKTypa MEHIO MPOTPamMMBI
HACTPOEK M Ha3BaHUE OJOKOB B Kaxaou u3 Bepcuid BIOS mMoryt otnuyarscesi, 01HAKO
OCHOBHBIC (Ppa3bl MEHIO MOTYT IOBTOPATHCA WM OBITh CXOXuMHU. [Iporpamma
Hactpoiiku BIOS pasnenena Ha omnpeneneHHBIE OJIOKHA, KaXIbIH W3 KOTOPBIX
MO3BOJISIET HACTPOUTH COOTBETCTBYIOIIKE rpynibl mapamerpoB. Onuuu BIOS Setup:

NpeaynpekIeHne OTKAa30B KECTKUX JUCKOB — BCE COBPEMEHHBIEC >KECTKHE
IWCKWA  moaaepkuBatoT  TexHojoruio S.M.A.R.T., mo3Bossmolyto 3apaHee
OTOBECTUTH O MOTEHIIMAIBHBIX MPOOJIEMaX C IUCKAMHU U UX BO3MOXKHBIX OTKa3aX;

AHTHUBUPYCHAS 3allUTa — MOMbITKA allapaTHOW 3alIUTHl OT BUPYCOB IIyTEM
Mepe3anucy 3arpy304HbIX CEKTOPOB IMCKOB, TPAKTUYECKH OIILIMS HE UCIIOIb3YETCS;

[EHTPAJIbHBIN TPOLIECCOP — OMIMHU, OTBEUaroIlIHe 3a (HYHKIUOHUPOBAHHUE
MIPOILIECCOPA, 33 UCKIIFOYEHUEM YCTAHOBKU YaCTOT M HANIPSIKEHUW MUTAHUS;

rapaMeTphl 3arpy3Ku — ONpeeIeHUE MOPSAKAa U CKOPOCTHU 3arPy3Ku;

KJIaBUATypa M MbIIIb — YCTAHABIMBAECT BO3MOXKHOCTH YCTaHOBHUTH
HEKOTOpbIE PEKUMbI (DYHKIIMOHUPOBAHUS KJIABUATYPbI U MBIILIN;
MMapoJM — HCHOJB3YKOTCA Ui 3allUuThl OT HECAHKIHOHHPOBAHHOU

Moupukanuu 3HaueHuit onmuii B BIOS Setup u oT HexenaTeabHOTO UCTIOIb30BaAHUS
KOMIIBIOTEPA TPETHUMU JTUI[AMU.

3aTeHeHWe oOJyiacTeld TaMsATH — IMEePEHOC B OMNEPATUBHYIO MaMSTh W3
coaepxkumoro " 113V umHTenneKkTyanbHbIX KapT paclupenus, uMeromux csoit BIOS;
MOCKOJIBKY JIOCTYNl K OMNEpPaTHBHOW MaMsITH TpeOyeT MEHbIe BPEMEHHU, YeM
obpamenune HerocpeactBeHHo k [I3Y ¢ BIOS kaptel, To M 0oOMEH JaHHBIMH
MIPOUCXOJIUT OBICTpEE;

HACTpOWKa PEKUMOB PAOOTHI ONMEPATHBHOM MAMSITH — B 3aBUCHUMOCTU OT
TOr0, MPABUJIBHO JIM BBINOJHEHb HACTPOWKU OINEpPATUBHOM NaMSTH, 3aBUCUT
CKOPOCTh U HaJIEKHOCTh PaOOThl KOMIIBIOTEPA;

JOTIOJIHUTENIbHBIE BO3MOXXHOCTH 4YHIICETa MpuU paboTe C MaMsAThi0 —
HCTIONB3YETCs JJIsl HACTPOUKH PEKUMOB OOpAIlICHHS] K MaMSITH CO CTOPOHBI JPYTUX
YCTPOWCTB;

¢yukuronupoBanue muHbl PCl — wurpator BaxkHylo poib B paboTe
KOMIIBIOTEPA, TaK KaK YyKa3aHHE HEBEPHBIX 3HAYEHUH CHOCOOHO TIPUBECTH K
HeCTaOWIBHOU paboTe KapT pacimpeHus, KOHPIUKTaM MEXKTy HUMH,

pexumMbl padoThl mHHBKL * AGP 1 BupcokapThl — B OOJBIITMHCTBE CITy4acB
BHJIeOKapTa noakiatoyaercs K muHe AGP;
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nmapamMeTphl KAIIMPOBAHUS — TMEPEHOC NAaHHBIX U3 MEJUICHHOW TaMsTH B
Oosnee ObICTpyr0 TamsATh (B JaHHOM CiIy4ae IEpPEHOC [aHHBIX B OINEPATUBHYIO
aMsITh);

JOTOJHUTENbHBIE  BO3MOXKHOCTH BIOS — 4wacte mnpousBoautenei
MATepUHCKUX IUTAT MPEAIAraloT  JOTOJHUTEIbHBIC  OIIUH, PACHIUPSIONINE
BO3MOKHOCTH MAaTEPHUHCKOM TIJIaThI;

paboTa HWHTETPUPOBAHHBIX YCTPOHMCTB — UHIICET CaM  COJCPKHUT
KOHTPOJUIEPHI HEKOTOPBIX YCTPOMCTB, TAKUX KAK: )KECTKHE JUCKU U MPUBOJbI YTEHUS
KOMITAKT-IUCKOB, MTOPTHI, JUCKOBOABI U T.II., B IONOJHEHHUE K 3TOMY MPOU3BOAUTENN
4acTO pa3MeNlaloT Ha MAaTEepPUHCKUX IUlaTaX HWHTETPUPOBAHHBIE YCTPOWCTBA,
HaIpuMep, 3ByKOBbIE KapThl;

pacupenesneHue pecypcoB — B OOJIBIIMHCTBE CJIY4YaeB paclpenesieHue
PECYPCOB MPOUCXOIUT aBTOMATUYECKHU, HO €CIIM KOMIIBIOTEP «IEPETPYKEH» KapTaMH
paciIipeHHsi, MOKET OTPEOOBATHCA U PyYHOE Ha3HAUYECHUE NPEPhIBAHUNA U KaHAJIOB
IIPSAMOTO J0CTyNa K NaMsTH;

PYYHOH KOHTPOJIb HAIPSDKEHUHM M YacTOT — HEKOTOpbIE MaTEpPHHCKHUE
IJIaThl MO3BOJISIOT BPYYHYIO M3MEHATH HANPSIKCHHs, MOJABAEMbIE Ha OTHEIBHBIC
KOMITIOHEHTBl KOMIIBIOTEpA, YKAa3bIlBaTh YACTOTY CHCTEMHOW UIIMHBI, MHOXHTEIb
Iporeccopa u T.I., HO I0JIb30BaThCSl UMHU CJIEAYET OYEHb OCTOPOXKHOCTBIO, TaK Kak
IIPU BBICTABJICHUH HEBEPHBIX 3HAYEHUI KOMIIBIOTEP MOKET HE 3aIyCTUTHCS.

3amanne

1. O3HaKOMUTBCS C YCTAHOBKOW W HAYAJIBHBIX HACTPOMKAX CUCTEMBI

2. CocTaBUTh OTUET 10 JaOOpaTOpHOIl padoTe.

3. Meroanueckue yka3aHus 110 BBIITOJHEHUIO 3a1aHUS

Conepxanue oT4yeTa 1o JilabopaTopHOU padboTe

OT4er NOJKEH CoAepKaTh CIEAYIONYI0 HH(POPMAIUIO:

. TUTYJIBHBIN JHUCT.

. [{enb pabOTHI.

. KpaTtkoe onucanue u CKpUHILIOT 110 KAXKJA0U U3 KOMaHI.
. BriBos.
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JlabopaTtopHasi paGora Ne 3

HccaenoBanue aapecanuu y3JjiaoB B |P-ceTsx

Hean paboTbi: O3HAKOMUTHCA € afapecaiueit y3noB B IP-ceTsix

Teopernyeckas 4acTh:

Anpecanust B IP cetn B IP cersx ucmonb3yiorT Tpu THHa: ¢GU3HIECKUEC
aapeca y3inoB — MAC anpeca (pusnueckuil ypoBeHb); ceTeBbie aapeca — [P agpeca
(ceTeBOM/TPaHCIIOPTHBIM ypOBEHB);, CcHUMBOJBbHBIC aapeca — DNS (Domain Name
System) uMeHa (MpUKIATHON YPOBEHb) WM JIOMEHHBIE MMEHA HCIOJIb3yeMbIE IS
yno6ctBa 3anomuHanus. Cesa3b Mmexay DNS nmenem u [P agpecom ycranaBiauBaetcs
ciayx00ii DNS. Hanpumep, nns [P aagpeca Web cepBepa Hamero dakynbrera
212.46.206.2 3akpemneHo uMsa www.fem-sut.spb.ru.. OcTaHOBUMCS Ha TOJHOM
ceteBoM [Pv4 anpece, koTOphlil mpencraBisier coOor Tpu 4-X OalWTOBBIX YHUCHA:
anpec. Hampumep, 192.168.3.11  wmacka. Hampumep, 255.255.255.0  mwmos.
Hampumep, 192.168.3.1 Ucnons3yercss Heckosibko GopM 3amnucu Oaitito [P aapeca:
Hecstuynas HoTaius (HamboJiee yHnoTpeOUTENbHAs) — 3HAYEHUS YUCEN B KaXIOM
OaiiTe 3amMCBHIBAIOTCSA Kak JaecsaThuuHble ynciaa oT 0 g0 255=28-1 BKIIOUHUTENHHO.
JIBOM4HAsI HOTAIMA - 3HAYCHHUS YUCEN B KaXJI0M OalTe 3alHiChIBAIOTCS KaK JIBOUYHBIC
yucsa ot 0000 0000 mo 1111 1111 BkmrountensHo. IllecTHanmaTupuyHas HOTALUSA -
3HAUEHUS YHCEI B KaXXJ0M OaiiTe 3alMChIBAIOTCS KaK MIECTHAALIATUPUYHBIE YHUCIIa OT
00 mo FF BxmounTensHO. Macka ciykutT i otaeneHus B [P agpece Homepa ceT ot
HOoMepa y3na. 1 cokpanieHus 3anuceil MHOrAa Macka 0003HayaeTcsi KOJIMYECTBOM
€IVHUI] B CTaplIMX paspsaax, Hampumep, s azapeca 192.168.3.11 u wmacku
255.255.255.0, yto B mBomuHO# (opme coorBercTByeT ampecy 1100 0000.1010
1000.0000 0011.0000 0011 m wmacke 1111 1111.1111 1111.1111 1111.0000 0000,
MOkHO 3anucath 192.168.3.11/24. Cwmbicn macku [P ampeca MOXHO TOHSTH,
paccMOTpEeB AEUCTBUS y3ia MpU NpUEME MakeTa. B NpPUHATOM MakeTe Ha aapec
Ha3HAYEHUs HAKIIAJIBIBACTCS Macka M OINpEAENsieTcs HOMEpP CETH Ha3HAYCHHUS.
TepMmuH «HaKIAABIBACTCS» O3HAYACT MOOUTOBOE JIOTHUYECKOE YMHOKEHUE (Oreparus
«1») 4-x OamitoBoro IP ampeca Ha 4-e¢ Oaitta macku. Hampumep, IP ampec
192.168.3.187 (1100 0000.1010 1000.0000 0011.1011 1011) Macka
255.255.255.240 (1111 1111.1111 1111.1111 1111.1111 0000) pesynbrart
HaJIO)KEHUs (HOMEP CETH) 192.168.3.176 (1100 0000.1010 1000.0000
0011.1011 0000) Ecnu HOMep ceTH HE «HalD», makeT urHopupyercs. Eciau cerb
«HAIlla», TO BBIMOJHAETCS cienytoui mar. IIpoBepsercs: coBHajeHUE CBOETO
HOMEpa y3Jla W HOMEpa Yy3Jla Ha3HauYeHHUs WU HaJu4Me TMpU3HaKa
IIMPOKOBEIATETLHON PAcChUIKU. AJpec HIMPOKOBEIIATENbHON PACChUIKM HMEET
3Ha4YeHus1 1 B OMTax, OTHOCSIIMXCS K HOMEPY y3Ja (xocta). s npumepa u3 m.1 3to
192.168.3.191 (1100 0000.1010 1000.0000 0011.1011 1111)

1.Py4ynas HacTpoiika.
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0 MoaratousHie no AokansHov cety - ceoficrsa X3
Cem
ar I
& &R ¢ o oiicrea: Mporoxon Mepreta sepcun 4 (TCP/IPYA) 2
Obiume
Omedentbie
o MapaHeTpb! IP HOryT HASHAUATBC ABTOMATHUECKH, ECTH CETH
£ ey NOAAEMKHESET STY BOSMONHOCTb, B MPOTUBHOM CNYUAE NAPAMETPE!

ENnan] || 1P woreio nonyaTe y ceTesora aanrcrpaTopa,

Foleet

& poy @) Nany-uTs [P-aapec aBTOMATHHECKH

v A | - -

Lo @ Wornons308aTh ciea yiowwi IP-agpec:

<. [pai()|

& Oreel| IP-agpec: 0 .10 .103. 20
Macxa noaceTh: 255 . 255 .255. 0

YeTarosu] OCHOBHORM Whros: 10 .10 .103. 1

Onucanne

Mporoxon ManyuTs aapec DNS-CEpBepa BETOMATHUECKH

ceTen, ofed || _
@ Mons308aTs Cieayiowue anpeca DNS-cepaepos:
MpeanouuT aemsiii DNS-cepeep: 10 .10 . 103 . 254
AnsTepHaTUEHbI DNS-cepBep:
[CMoarsepanTs napameTpel non sexone

2. ABTOMaTH4ecKasi HACTPoiiKa

A. Jlunamudeckoe pacnpenenenue IP-agpecoB — DHCP

DHCP (anrn. Dynamic Host Configuration Protocol — mnpoTokon
JTUHAMUYECKON KOHGUTYpalluu y3j1a) — 93TO CETEBOM MPOTOKOJ, MO3BOJISIOIIMMA
KOMIIBIOTEpAM  aBTOMAaTUMYECKH Tmoaydarh [P-azgpec u npyrue mapameTpsl,
HeoOxonumble i1 paboTel B cetn TCP/IP. Jlns sToro kommeroTep oOparmaercs K
CIeHHAIbHOMY cepBepy, HazbiBaeMoMy cepBepom DHCP. CereBoli agmMuHuCTpaTop
MOXET 3aJaTh AWANa30H aJpecoB, PACIPEIECIAEMbIX CpPEId KOMIIBIOTEPOB. ITO
MO3BOJISIET M30ekKaTh PYYHOM HACTPOMKH KOMIBIOTEPOB CETHU W yMEHbBIIAET
konuuecTBO omunOok. IIporokon DHCP wucnonb3yercss B OOJIBIIMHCTBE KPYITHBIX
cererr TCP/IP.

EnuenTel DHCP Cepeepsl DHCP

L -

Janpoc Ha apeHay IP-agpecs

MpepnoweHna IP-agpece

Beifop apeHgyemon IP-agpeca

_—
=l

MoaTeep e apeHasl IP-agpeca

AJITOPUTMPUTM pa3/iesieHUsI CETH HA MOJACEeTH
|. OnpenesieHne MacKu NMOJACETH
1. HeoOxomuMo OmpeIesuTh YUCI0 Pa3psaaoB B HACHTH(PUKATOPE TIOICETH
— S. Ucnone3yercd cieayroniee npaBulio:
N =278 (nBa B cTeneHu S)
N — gucio nmoacereii B 001IEH ceTH
S — gncyo pa3psAIoB B MACHTH(PUKATOPE MOJICETH
JlenuM ceTh Ha ABE MOJICETH:
2=2"1=>S=1
2. 3anumuTe S eAuHUI] TOIpsA W J100aBbTe crpaBa CTOJbKO 0, 4TOOBI
o0111ee KOJIMYEeCTBO Pa3psI0B COOTBETCTBOBAIIO PA3PSAHOCTU UIACHTU(UKATOPA XOCTA
obmeit cetu (st cetr kinacca A — 8 p; s cetn kitacca B — 16 p u 1.1.)
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Cetp kacca A: 10000000 => 128

Certs ximacca B: 10000000.00000000 => 128.0 3.

3. 3anummMTe TOJIyYeHHOe uuciio Ha wMecte ID-xocta B macke,
OTIpeICIISIONIEH 00IIYIO CETh.

Cetp knacca A: 255.255.255.128 => /25

Cetp knacca B: 255.255.128.0 =>/1

I1. Onpenenenne agpecos noacerei
Anpec cetu (mojaceTt) — aapec B koTopoM ID-xocta 3aMeHsIeTCsl HYJIAMHU.
s 3aganust uaeHTU(GUKATOPOB MOJACETEN HCIONIB3YETCs TO K€ YUCIO Pa3pslioB S,
YTO U JIJI1 COOTBETCTBYIOIIEH MACKU
3anummTe Bce TBOMYHBIC YKCIIa, 00pa30BaHHBIE N3MEHEHHEM S pa3psioB
1 100aBbTe crpaBa cToIbKO 0, 9TOOBI OOIIEe KOJMUECTBO PAa3PsA0B COOTBETCTBOBAJIO
qucay pa3psaoB B ID-xocTta Macku MoJICEeTH.
3anumyTe moydyeHHoe ynciao Ha mecte ID-xocTa B aapece oO1eit ceTu.
Certb Kn1acca A: 0 0000000 =>0
1 0000000 => 128
ITonceru: W.X.Y.0
W.X.Y.128
Cetp k1acca B: 0 0000000.00000000 => 0.0
1 0000000.00000000 => 128.0
IToncern: W.X.0.0
W.X.128.0
II1. Onpenesienne 1MANA30HOB aIPECOB JJIS Y3J10B MOJACETH
Hauano nnanaszona — yBenmyeHHbI Ha | agpec moaceru
Konen nnanazoHa — yMEHBIIEHHBIA Ha 2 aapec CIEAYIOUIEH BO3MOKHOU
moacetd (Bce 0 B aapece Xocra — ajapec ceTd; Bce 1 B aapece xocra —
ITUPOKOBEIIIAHUE)
Certb Kn1acca A: W.X.Y.1-W.X.Y.126
W.X.Y.129 - W.X.Y.254
Certb knacca B: W.X.0.1-W.X.127.254
W.X.128.1 - W.X.255.254

IV. Onpenesenue KOJIUYECTBA XOCTOB MOACETH

1. 3anmummTe MacKy TOJCETH W ONpEeAeiIuTe YHCIO pPa3psjaoB B
uneHtudukarope ysna — H

Certb kacca A: 255.255.255.128 => [25=>H =7

Cers kacca B: 255.255.128.0 => [17T=>H=15

2. Yucno BO3MOXKHBIX aipecoB — 2*H

3. Yucno noctynHsix aapecoB — 2 H-2 (Bce 0 B anpece xocta — apec CeTH;
Bce | B azpece XxoCcTa — MIUPOKOBEIIIAHUE)

Anpecanusi XOCTOB B CETH.
Kaxap1ii KOMITBIOTEDP B CETH UMEET YHUKAIBHOE UMS.
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1.B IP-ceTsix B KauecTBE YHMKaJbHOTO MMEHHM XOCTa Hcmoib3zyercs [P-
azapec.

2. JlokanbHbil (anmapaTHbiit) aapec uim MAC-aapec.

- Azpecc, TIPUCBOCHHBIM CETEBOMY aJanTePy HA 3aBOJE HU3TOTOBUTEIE.
(MAC — Media Access Control — ympasnenue mpoctynmoM Kk cpene). CioBo
JIOKQJIbHBIA O3HA4YaeT <JICMCTBYIOIIMM HE BO BCEW COCTaBHOM CETH, a JIUIIbL B
npenenax JiokanbHOU cetu (mojacetu). Buyrpu JIBC XocThl ycTaHaBiMBaloT CBSI3b
APYT ¢ IPYroMm, UCIOJIb3ys 3T ajapeca (KaHaiabHbIN ypoBeHb OSI).

3. DNS-ums1.

DNS (Domain Name System) — noMeHHast cucteMa UMeH. Peanu3yercs B
BHJIC MEPAPXHYECKOTO MPOCTPAHCTBA MMEH, B KOTOPOM HMS TPEIACTABISAET COOOMU
MOCJIEA0BATEILHOCTD MMPOCTHIX CUMBOJIbHBIX UMEH, pPa3€JICHHBIX TOUYKAMHU.

DNS (Domain Name System) — sto pacmnpexaeneHHas 0Oa3a JIaHHBIX,
KOTOpasi pachpejereHa MeXIy CHelualbHbIMU KoMIbioTepamu cetd — DNS-
cepBepaMu. [JJoMeH — TpyIllia CEeTeBbIX XOCTOB, UMEIONIasl yHUKaIbHOE nMs. DNS-
cepBep co3aaeTcs B Kaxaom gomeHe. DNS-cepBep XpaHUT JOMEHHbIE MMEHA U
cooTBeTCTBYIOIME UM [P-anpeca.

4. NetBIOS-ums (rmockoe umsi).

Nwmsi, nprcBanBaeMo€ KOMIIBIOTEPY BHYTPHU JIOKaIbHOU ceTh. COCTOUT U3
MIOCJIEA0BATEIbHOCTU CUMBOJIOB, HE Pa3/IeJICHHbIX Ha 4acTu. McHoyib3yeTcsl TOJIbKO
JUISL CBSI3U BHYTPH JIOKAIBHOW ceTH (Hampumep, JJIsl I0CTyIa K OOUMM KaTajoraM u
MIPUHTEPAM).

Paspemienue umen.

PazpernieHue uMeHM — YCTAaHOBJICHHE OJIHO3HAYHOTO COOTBETCTBUS
(oToOpaxkeHue) MeXy UMEHaMH pa3HOTO THUIIA.

1. Oro6paxenue [P-agpecoB nHa MAC-aapeca.

Kaxnprii cereBoit unrepdeiic (cereBoit amantep) umeer [P-agpec u MAC-
anpec. g onpenenenus MAC-anpeca o IP-agpecy ncnonb3yercst npotokon ARP
(Address Resolution Protocol). ITlpotoxon ARP mnoanepxkuBaer st Kaxaoro
CETEeBOTO ajanTepa wid Mapuipyrtuszaropa Tabmuiy ARP. TlepBonauansho, mpu
BKJIIOYCHUM KOMIIBIOTEpAa WJIM MapIipyTu3aTtopa B CE€Th, BCE €ro TaOJIUIIbI
MapHIpyTH3aluy MyCcThl. B HUX HakamMBaeTcst HH(GOpMaIus B X0/€ padOThI CETH.

IP-anpec

MAC-anpec

Tun 3anuck

194.85.135.65

DOEOFTTF1920

JluHaMHYECKHA

194.85.135.75

008D48EB7EGO

Junamusecknit

194.85.60.21

00B048EB7567

Cratuuecknit
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[Tycts IP-tipoTOKOJ y351a A HampaBisieT nakeT y3iay B ¢ aapecom IP1.

JInst perieHust 3Tou 3a4auu:

- IIporokon IP oOpamaercs k mpotokosry APR

«Kakoit MAC-aapec umeet y3en ¢ aapecom [P1?7»

- Pabora ARP naumnaercs ¢ npocmorpa APR-tabmuuel. Ilpennonoxum,
YTO B HEW OTCYTCTBYET 3anuch 00 aapece [P1

- IIporokon ARP ¢opmupyer ARP-3anpoc u pacchliaeT B CEThb BCEM
xocTaM (IHPOKOBEIIAHUE) CETH.

- XOCTbl HampaBJSIIOT 3anpoc cBoemy mpoTokony ARP. OH cpaBHMBaer
noxy4YeHHbIN B 3arpoce aapec IP1 co ceoum IP-agpecom.

- ARP, xoTophiif KOoHCTaTHpOBan coBmajgeHue, popmupyer ARP-oTBeT, B
kotopoMm ykaszbiBaeT cBoii MAC-anpec. IlllupokoBemanus 3xech HeT, T.K. B ARP-
3anpoce Obu1 ykazan MAC-azpec oTrpaBuTess.

3ona ARP-3arpocoB orpaHnyuBaeTcs J0KaIbHOU CEThIO, T.K.

MapLIPYTU3aTOPBI HE NEPENAIOT 3T 3aIPOCHI B APYTUE CETH.

3amanne

1. O3nakomuThCs ¢ aapecanuen y3noB B [P-ceTsix

2. CocTaBUTh OTUET 10 JaOOpaTOpHOIl padoTe.

3. Meroauueckre yKa3aHus IO BBITIOJHEHUIO 33 JaHUS

Conepxanue oT4yeTa 1o JlabopaTopHOU padboTe

Otyer AOJDKEH coAepKaTh CICAYIONIYIO HH(DOPMAIIHIO:

. TUTYIBHBIN JHUCT.

. [{enb paGOTHI.

. KpaTtkoe onucanue u CKpUHILIOT 110 KaXKA0M U3 KOMaHJ,.
. BriBos.
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JlabopaTtopHasi pabGoTa Ne 4

HccaenoBanne niaHUPOBaHUS MPOCTPAHCTBA NMEH CJIYKObI KATAJI0TOB

Hea»  padorsl:  HayuuTbecs — miaHupoBaTh,  YCTaHaBIMBATHL U
KOH(pUTYpHUpOBaTh CcIIyk0y kaTanoros Active Directory.

Teoperuyeckuil MaTepuas v 3aIaHUA.

O030p Active Directory. Active Directory — 310 ciyx06a KaTaloros
Windows 2000 Server. Active Directory pacmmpser (QyHKIHOHAIBHOCTD
npenpiaymux ciayx0 katanmoroB Windows, BKIIIOYAae€T HOBBIE BO3MOXHOCTH U
obecrnieunBaeT 6€30TKa3HYI0 paboOTy B CETAX JIOOOT0 pa3mepa: OT OJTHOTO cepBepa ¢
HECKOJIbKUMH COTHSIMH OOBEKTOB, JI0 THICSIY CEPBEPOB C MHIMOHAMU OOBEKTOB.
MuoxxectBo HOBBIX (GyHKImMA Active Directory 00Jer4aroT HaBUTAIUIO W
yIpaBiieHHE OONbIIUMHA 00beMaMu HH(POPMALIMH.

Cnyx0b1 Active Directory obecrieunBaroT uepapXuyeckoe MpeCTaBICHHE
COJIepKaHus KaTajlora, paclIupsieMOCTb, MaCIITaOUPYEMOCTh U COOJIIOJICHUE TTPaBHII
Oe3omacHocTH. Active Directory 00beIuMHSET KOHUEHIMIO IPOCTPAHCTBA HMEH
Nurepneta co cimyx060it kataigora OC. LDAP - ocHoBHO#1 ipoTokon Active Directory
— MO3BOJISIET LIEHTPAIU30BAHHO PabOTaTh ¢ KaTajmoraMu pa3nuyHbeix OC, 00beanHsIs
MHOKECTBO IPOCTPaHCTB HMeH. (CXxeMa CoIepKUT (opMalbHOE OIUCAHHUE
collepKaHUsl U CTPYKTYphl XpaHwiuia Active Directory, Bkitouas Bce aTpuOyThI,
KJIaCChl U CBOMCTBA KJIacCOB. [7100aNbHBIA KaTajdor — IEHTPAJIbHOE XPaHUIIUIIE
nHpopmanuu 00 OOBEKTaX B JEpPEBE WJIM JIECE — BBINOJHAET POJIb CIYXKObl H
(GU3MYECKOTO XpaHWININE, COACPIKAIIETO PEIUIMKY psAga aTpuOyTOB KaXA0TO
ob0bekTa B xpanwiuile Active Directory. Kak u Bce cmyxObl karaiora, Active
Directory — 3T0 mpex/ie Bcero mpoCcTpaHCTBO UMEH; KaXIblii OOBEKT B XPAHUJIHIIE
Active Directory unentudunupyercs no umenn. Ctpyktypa Active Directory
BKJIIOYAET HECKOJbKO OCHOBHBIX KOMIIOHEHTOB: CXE€MYy, MOJEIH JaHHbIX,
6e3onacHocTH U anMuHHCTpUpoBaHus. Jloctyn k Active Directory ocymiecTBisieTcs
[0 CEeTeBbIM IPOTOKOJAM, ONpeAesiomuM (GopMaTbl COOOLICHUH U TMOPSIOK
B3aMMOJICICTBHS KIMEHTOB C cepBepoM. Apxurtekrypa Active Directory coctout u3
TpeX  YpPOBHEW,  HECKOJbKHX  HWHTEp(EHcOoBH  MPOTOKOJIOB,  COBMECTHO
MIPEIOCTABIISIONINX CITYXKOBI KaTasiora.

Active Directory mno3BOJISI€T LEHTPAIU30BAHHO aJIMUHUCTPUPOBATH BCE
OMmyOJIMKOBaHHbIE pecypchl: (ailiibl, nepudepuiiHble yCTPOCTBa, XOCT-COEAUHEHMS,
0a3pl MTaHHBIX, TOCTYN K VHTEepHETY, y4eTHBIE 3aluCH TMOJIb30BaTeleH, CIyKOBl U
npyrue o0BekThl. Active Directory mnpuMeHseT B KadecTBE CIyXObl MOHCKa
peanutoBanHyto B WMHTepHeTe cuctemy aoMmeHHbIX MMeH (Domain Name System,
DNS), ymopsmounBamoilyr0 0OBEKTH B JOMEHaX B HEPAPXUI0 OPraHU3alMOHHBIX
noapazaenenud  (OIl), w mo3BonsieT OOBEAMHUTH HECKOJBKO JOMEHOB B
JIPEBOBUIHYIO CTPYKTYpPY. DTO TaKKe MOMOTaeT YIPOCTUTh aMUHUCTPUPOBAHUE 32
CueT OTKaza OT HepapXuh OCHOBHOW/PE3EpPBHBIM  KOHTPOJIEP  JIOMEHA,
npumensiBmierics B Windows NT Server, mockoinbky B Active Directory Bce

23



KOHTPOJUIEPHl pPaBHOMNpaBHBL. V3MeHEHus, BHECEHHbIE Ha JIOOOM KOHTpOJUIEpE
JIOMeHa, Oy1yT CKOMPOBaHbl HAa BCE OCTAJIbHbIE KOHTPOJLIEPHI.

[Tepen peanuzamueit cereBoil cpeanl Ha 6aze Windows 2000 Bbl 10KHBI
pemnTh, Kak BHeapuTh Active Directory. [lpu miaHupoBaHUM HYXHO Y4YECTb
CTPYKTYPY M J€ATEIbHOCTh NPEANpUATHsS: (U3HUECKOE pa3MelleHne oducos,
BO3MOXHOCTh PACHIMPEHUS] U PEOPraHu3allMd M TOPSAOK JOCTyNa K CETEBbIM
pecypcaMm. CHavana miaHupyercs mpoctpaHcTBo uMeH DNS. Bxitowass uepapxurio
JIOMEHa, TTI00aTbHBIA KaTalloT, JOBEPUTEIbHBIE OTHOIICHUSA U perunkaiuio. Kpome
TOT0, MPOCTPAHCTBO HMMEH BKJIIOYAeT oOpraHu3anuoHHble mnoapasneieHus (OI),
CTPYKTYPY KOTOPBIX TaKXe CIEAyeT YUecTh Ha 3Tale IUIaHupOoBaHus, B oanHOYHOM
JOMeHEe 0OBEKTHI TOJIB30BATENCH U PECYPCOB MOKHO YHOPSAAOUUTH B uepapxuto OI1
JUIA OTpaKeHUsl CTPYKTYpbl Kommanuu. Hano crmaHupoBaTh M rpaHUIlbl CAiTOB —
3TO YOPOCTHUT YIPaBJIICHHWE PEIUIMKAIMEW U COKPATHT TpaduK pPEerucTpariioOHHBIX
JAHHBIX MOJI30BATENICH MEXKTY MOIPA3ACICHUSIMHU.

[Togo6no DNS, B ocHoBe mpoctpanHcTBa uMmeH Active Directory mexut
MOJIHOE MMsI JOMEHa BBICIIErO YPOBHS MH(MOPMAIIMOHHOM CHCTEMBI MPEINPUSITUS,
coctosimert w3 gomeHoB  Windows 2000, xontpomiepoB gomeHoB, OIl,
JOBEPUTENIbHBIX OTHOLIEHUN U JepeBbeB AOMEHOB. Kpome TOro, BakHO cpasy
pemnTh, OyIyT M OJMHAKOBBI BHYTPEHHEE (3allUIICHHOE OpaHIMay3poM) H
BHElIHee (3a ero ImpejeinaMu) NpPOCTPAHCTBO uMeH. MHade roBops, Oyaer i
pocTpaHCcTBO MMEH Active Directory cOOTBETCTBOBaTh MPOCTPAHCTBY MMeH DNS
(xak mpaBmUIIO, UMEHU JoMeHa B MIHTepHETE), KOTOPOE, BOSMOXKHO, YXKE OIMpeeIeHO
st Bament oprannzanumn?

Bri6paB Mozens B3aMMOACWCTBHSA BHYTPEHHETO U BHEIIHETO MPOCTPAHCTB
MMEH, HaJ0 YYECTh U JApyrue (hakTopsl, HanmpuMep o0beM Tpaduka peruiMKaluu 1o
I'BC wu mnoTreHIuMandbHblE M3MEHEHUA CTPYKTypbl mnpenmnpusatus. [lomumo
BO3MOXKHOCTH co3nianus jeca B Windows 2000, agMuHUCTpATOphl JAOJKHBI OBITH
TrOTOBBl ONEPATUBHO KOPPEKTUPOBATH apPXUTEKTYypy MpPOCTPAaHCTBA HMEH C
MUHUMAaJIbHBIMU U3JEP)KKaMU U 0€3 OCTaHOBKM paloThl ceTH. Llenp — momayduTsb
MacIHITAOUPYEMYIO apXUTEKTYpy, CIIOCOOHYIO aJalTUPOBAaTbCs K H3MEHEHMSM,
o0ecreunBaroIlyl0 HEeMPEPhIBHBIA JOCTYNl K BHYTPEHHUM M BHEIIHHUM pecypcaMm U
3aIUTYy TaHHBIX.

ApXuTeKTypa MpPOCTPAHCTBA MMEH JOJDKHA OTpaXkaTb CTPYKTYpPY
OpEeNnpusITHs. W OJHOBPEMEHHO OOECleunBaTh CTENEHb aJMUHHCTPATHBHOU
AeTanu3alni, HeoOXonuMyro sl 3((EKTHBHOTO YIpaBICHHUS KOPIOPATUBHOW H
riobanbHON ceTbto mocpenctBoM Active Directory. CoOmocTH 3TH  yCIIOBHSA
MO3BOJIICT HAIMYUE TPEX YPOBHEH TOMEHOB:

KOPHEBOH JIOMEH; JIOMEH TMIEPBOTO YPOBHSI; TOMEH BTOPOTO YPOBHSI.

OTa CcTpyKTypa 00ecleYrBacT TPaHyISAPHYIO TOTOJOTHIO PEIUIHKAIUN U
MO3BOJIAET TpPU HEOOXOAMMOCTH OrPAaHUYUTh  MOJHOMOYMSI  HUKECTOSIIUX
aJIMMHHCTPATOPOB.

Buenpenne Active Directory. Jlns ycranoBku Active Directory Ha
kommbioTep Windows 2000 Server mpumensiercs wmactep Active Directory
Installation (Mactep ycranoBku Active Directory). DToT MacTep Takke MO3BOJISIET
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100aBUTh KOHTPOJUIEP B CYIIECTBYIOIIMHA JIOMEH, CO3[aTh MEPBBIA KOHTPOJIIEP
JIOMEHa, JOYepHU JOMEH M HOBoe JepeBo aomeHoB. [lpu ycraHoBke Active
Directory aBTOMaTU4YeCKH CO3/Jar0TCsl 0a3a JaHHBIX, (ailyibl ee KypHajla U OOIIuid
cucteMHbli ToM. BJ[ karamora Haxomutcs B ¢daiie Ntds.dit, KoTOpsIi sSBISETCS
xpanunuiieM Active Directory. OOuuii CHCTEMHBIN TOM — 3TO CTPYKTypa KaTajora,
CylllecTByIOllass Ha BceX KoHTposuiepax aomeHa Windows 2000. OH XxpaHUT
CIIEHAPUH U HEKOTOPbIE 00BEKTHI IPYINOBOM MOJUTUKY IS TEKYIIETO JOMEHA U JIJIs
npennpustus B 1enoM. JloMeH MoxkeT paboTaTh B CMEIIAHHOM WJIM OCHOBHOM
pexxume. Ilpu mepBoHayanbHOM yCTaHOBKE WMJIM OOHOBICHHHM KOHTpPOJUIEpa JOMEHA
10 Windows 2000 Server KOHTpOJIJIEPHI 3aITyCKAIOTCSI B CMEIIAaHHOM pexuMe. Ecim
BCE KOHTpOJUIephl nomeHa nepeBeneHsl Ha Windows 2000 Server u Bwr Oonbirie He
coOupaerech M00aBIATh K JIOMEHY KOHTPOJUIEpHI Ha 0a3e MpeAblAylINX Bepcuid
Windows, nepeBennute JOMEH B OCHOBHOW PEXKUM.

Mactep Active Directory Installation (Mactep ycranoBku Active
Directory) nmo3Bouiser:

* 100aBUTh KOHTPOJUJIEP JOMEHA K CYIIECTBYIOIIEMY JIOMEHY;

* CO31aTh MEPBbII KOHTPOJIEP HOBOT'O IOMEHA;

* CO3JaTh HOBBII JIOUEpHEU TOMEH;

* CO3JaTh HOBOE JIEPEBO JJOMEHOB.

Jlns 3amycka mactepa Active Directory Installation packpoiite MeHro
Start\Programs\Administrative Tools (ITyck\[IporpaMMbe\ATMUHUCTpUpPOBAHUE) U
menkaute spasik Configure Your Server (Hactpoiika cepepa). Ha neBoit nanenu
OTKPBIBIIETOCS] OKHA IIEIKHUTE CChUIKY Active Directory, MpoKpyTUTE COAEPKUMOE
OKHa BHM3 M BBIOGpUTE CCBUIKY BBI30Ba MacTepa. Mnm 3amycture yTWUIHTY
dcpromo.exe U3 okHa Run mnm 3 kKoMaHaHO# cTpoku. B mo0Oom citydae oTKpoeTcs
OKHO MacTtepa, KOTOpbli moMoxkeT Bam yctaHoBuThH Active Directory Ha KOMIIbIOTED
Y CO3/1aTh KOHTPOJIJIEP JOMEHA.

[Ipu ycranoBke Active Directory Bwl cmoskere BbIOpaTh: 100aBUTH JIU
HOBBI KOHTPOJUIEP K CYIIECTBYIOLEMY JOMEHY, UM CO3AaTh MEPBbI KOHTPOJLIEP
111 HOBOTO JJOMEHA.

3ananue 1: moBbICKTE U30JIMPOBAHHBIN cepBEP 0 KOHTPOJUIEpa JOMEHA

C momomipto mporpammbl dcpromo.exe ycraHoBuTe Active Directory u
ciyx0y DNS nHa uzonupoBannsiii ceppep (Server(O1) u npeBpaTuTe €ro B KOHTPOJLIEP
n DNS-cepBep HOBOTO TOMEHA.

1. 3apeructpupyiirecs Ha Server0l kak Administrator (AAMUHUCTpPATOP) C
naposiem password.

2. Ecmu otkpoetrcs okHo Windows 2000 Configure Server (Hactpoiika
cepBepa Windows 2000), 3akpoiiTe €ro, Tak Kak JJis BRIOTHEHUS STOT0 YIIPaXHEHUS
Bbl ucnonbzyere yrunuty depromo.exe.

3. BcraBbre ycranoBouHbI KommakT-nuck Windows 2000 Server B
npuBoa CD-ROM Hna Server(1l. Kommnakr-nuck HEOOX0IUM ISl YCTAHOBKH CITYKOBI
DNS B xozae pabotsl dcpromo.exe.

4. Ecnu cpaboTaeT mporpamMma aBTO3aIlyCKa, 3aKpOTe ee OKHO, LIEIKHYB
cceuiky Exit (Beixon).
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5. B menro Start (ITyck) BeiOepute komanay Run (BemomHuTs).

6. B nuanoroBoM okHe Run (3amyck mporpammsl) Habepute dcpromo.exe u
menkuute kHomky OK. Otkpoercs okno mactrepa Active Diiectory Installation
(Mactep ycranoBku Active Directory).

7. Ulenkuute kHomky Next (danee).Otkpoercs okHo Domain Controller
Type (Tumn KoHTpoJLIepa JOMEHA).

8. Bribepure Domain Controller For New Domain (KouTtposiep nomeHa B
HOBOM JioMeHe) U menkauTe kHonky Next ([anee). Otkpoercst okHo Create Tree Or
Child Domain (Co3manue aepeBa win JOUYSPHETO JOMEHA).

9. Y6enurech, uro BeIOpaH mepekmtouarenb Create A New Domain Tree
(Co3nats HOBOE TOMEHHOE JAepeBo) U menkHuTe kHomky Next ([anee). OTkpoercs
okHO Create Or Join Forest (Co3nanue neca wim NpUCOSTUHEHHE K JIECY).

10. Hlenkaute mepexmodarens Create A New Forest Of Domain Trees
(CoznaTh HOBBIN Jiec TOMEHHBIX JAepeBbeB) U mienkHuTe Next ([anee). Otkpoercs
okHO New Domain Name (Mms DNS-nomena).

11. B mone Full DNS Name For The N*w Domain BBeaute microsoft.com
u menkHute kHomky Next ([amee). Otkpoercs okHo NetBIOS Domain Name
(NetBIOS-ums nomena).

12. Y6emgutech, uto B mosie Domain NetBIOS Name (NetBIOS-ums
nomeHna) BeiBeeHO MICROSOFT u menkuaute xkHomky Next ([lamee). Otkpoetcs
okHo Database And Log Locations (MecTomnosioxeHue 0a3bl JaHHBIX U KypHAJIa).

13. Yb6enurech, 4To 11l pa3melieHust 0a3bl JaHHBIX U IPOTOKOJIA BHIOpaH
nyte C:\Winnt\ Ntds u menkaure kHonky Next ([lamee). Otkpoercst okHo Shared
System \blume (OOmuii TOCTYI K CHCTEMHOMY TOMY ).

14. W3yuutre wundpopmamuioo B 3TOM OKHE U YOeauTech, 4YTO I
pasmeniernst SYSVOL ykazan myts C:\WINNT\SYSVOL.

15. lllenkuute kHonky Next ([anee). [losiBuTca coobiienue, 4To Macrep
He MOXeT cBsizatbest ¢ DNS-cepBepoM, oOpabaTsiBaro-

UM UM microsoft.com.

16. Hlenkuute kHomky OK. IlTockosibky mactep He Hamen DNS-cepsep,
otkpoetcst okHo Configure DNS (Hactpoiika DNS).

17. Yo6enurech, uro BeiOpan mepexnmtovarens Yes, Install And Configure
DNS On The Corhputer (Recommended) (/la, aBTOMaTHuecKuM YCTaHOBUTH U
Hactpoutb DNS) u menkaure kHonky Next ([Janee). Otkpoercs okHo Permissions
(Pazpemenus).

18. TlepBoHAUaIbHO KOHTPOJUIEP JOMEHA 3alyCTUTCS B CMEIIAHHOM
pexuMe, Mo3ToMy yoenuTech, YTo BbIOpaH nepekiouarens Permissions Compatible
With Pre-Wmdows 2000 Servers (Pa3pemiecHusi, COBMECTHMBIC C CEepBEepaMHUIIPE/I-
Windows 2000) u menkaute kHomky Next (Ianee). Otkpoercs okHo Directory
Services Restore Mode Administrator Password (ITaposns aamuHHCTpaTOpa Iis
pEeXKrMa BOCCTAHOBJICHUS).

19. U3yunte mHboOpMaIio B 3TOM OKHE, a 3aTeM Habepute password B
oboux momsx W MenkHu Te KHomky Next ([amee). Otkpoercs okHO Summary
(CBopxka), mpecTaBISIONIEe CIIMCOK BRIOPAaHHBIX Bamu mapaMeTpoB yCTaHOBKH.
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20. U3yuuTe comepxaHue 3TOro OKHa M HieJkHUTE KHONKY Next (lanee).
[TosiBuTcss wHgukatop xoxa ycraHoBku Configuring Active Directory (Mpet
HacTpoiika Active Directory). DToT mpoliecc 3aiiMeT Heckoyibko MUHYT. [IpoBepbTe,
BCTaBJICH JIU yCTaHOBOYHBIM kKommakT auck Windows 2000 Server B Server0l — on
MOHAI00UTCS I yCTaHOBKHU cy>k061 DN S.

21. Korna otkpoercs okHo Completing The Active Directory Installation
Wizard (3aBepmienue paboTbl Mactepa yctaHoBKM Active Directory), BBIHbTE
KOMITaKT-TUCK W3 MpuBOja, menkHu Te KHomnky Finish (I'otoBo) m mepesarpysure
komnbiotep. [lepseiii 3amyck Windows 2000 Server B ponu KOHTpoJiepa JOMEHa
MPOXOJIUT MEJICHHEE OOBIYHOTO.

AnmunuctpupoBanue Active Directory. [locne ycranoBku Active
Directory Bbel Moxere ymnpaBiaTh 00beKTaMH, XpaHUMBIMH B Kartajore. llepen
nobasienneM oOBeKTOB B Active Directory nHamo cosmate OIl, roe oHm Oynyt
conepxatbcsi. Bel moxkere co3nath OIl Ha ypoBHE JOMEHA, KOHTPOJIJIEpa TIOMEHA WK
BHyTpu apyroro OIIl; mpu sTtom Bbl momkHBl 001a1aTh COOTBETCTBYIOIIUMHU
paspenieHUsIMU. YTpaBiieHue oObekTamu Active Directory BKIIIOUaeT MX TOWCK,
M3MEHEHHUE, TMEPEeMEIleHUe U YJaJeHHe. DTH 3aJladyd Bbl TOJHAIOTCS B OCHACTKE
Active Directory Users And Computers (Active Directory — mnosb3oBarenu u
KOMITBIOTEPHI), APJIBIK KOTOPOM PacCIiONOkKEH B MporpaMMHoit rpymie Administrative
Tools (AnmunuctpupoBanue). FEile oauH acmekT aJaMUHHCTpUpoBaHuUs Active
Directory - ympamieHue AOCTYIOM K oOBbeKTaM Karanora. PaspemeHust Active
Directory oOecrneunBalOT 3allUTy PECYpCOB, MO3BOJSAS KOHTPOJMPOBATH JTOCTYH K
WHJIUBUAYAJIbHBIM OOBEKTaM M MX aTpuOyTam, a Takxke BUJA gocTyma. Kpome Toro,
Bel MokeTe nenernpoBaTh TOJHOMOYHWS AIMUHUCTPUPOBAHUS OOBEKTOB APYTUM
JUIAM JUTS  BBITTOJTHCHUS aJMUHUCTPATUBHBIX 3a7ad B OTHOIICHUM YKa3aHHBIX
o0bekTOB. Hmke mnpuBeAcHB pPEKOMEHAAIMH 110 aAMHUHUCTPHPOBAHUIO Active
Directory:

B kxpynHBIX opraHu3amusax 3apaHee COTJIACOBBIBANTE CTPYKTYpy Active
Directory ¢ apyrumu aiMHUHHCTpAaTOpaMH. BBl cMOXeTe mepeMecTUTb OOBEKTHl U
M03Ke, HO 3TO MOTPEOYET AOMOTHUTEIbHBIX YCUITUH.

[Ipu cozmanum Ttakux o06bekToB Active Directory, kak User, 3amonHsiite
BCe aTpuOyThl, BaxHble s Bamielr opranmzamuu. Yem Oonbine aTpulyToB
OTIpE/IENICHO, TEM IIMPE BO3MOKHOCTH IMOUCKA.

OcCTOpOXKHO aHHYJIUpPYWTE paspemeHus. l[Ipy npaBUIbHOM Ha3HAYCHUU
paspeiiennii Bam, BO3M0XXHO, HUKOT/1a HE MOHAI00UTCA UX OTMEHATh. Yale Bcero
aHHYJIMPOBAaHUE pa3pelIeHUH CBUACTEIBCTBYeT 00 OmMUOKaxX TPYNIHUPOBAHUS
00OBEKTOB.

Bcerma mpoBepstiiTe, dYTOOBI MHHMMYM OJIMH  IIOJIb30BaTeIb HMET
paspemenne Full Control (ITomubiit goctym) st Bcex o0bekToB Active Directory,
WHa4Ye O0BEKTHI MOTYT OKa3aThbCsS HEJIOCTYITHBI.

Y6enutech, 4TO YIIOJTHOMOYECHHBIE TTOJIH30BATEIM OTBETCTBEHHO OTHOCSITCS
K BO3JI0’)KEHHBIM Ha HUX (QYHKIUSIM U CIIOCOOHBI MPAHUIILHO MX BBITIONHATh. B KOHIIE
KOHIIOB, KaK aJJMUHUCTpATOp, UMEHHO BBl 0TBeUaeTe 3a BCe M3BMEHEHHsSI B CUCTEME, U
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€CJIM MOJIb30BaTeN1, KOTOPbIM Bbl TOBEpUIM BBHIMOJIHEHUE P/l 3a/1a4 B UX CETH, HE
CIPABJISIIOTCA, OTBEYATh 3a MX OIIMOKHU npujerca Bam.

NHcTpyKkTUpyHTE YIOJIHOMOUYEHHBIX MOJb30BaTeNel. YOeauTech, 4YTO OHU
MOHUMAIOT BaKHOCTh UX PA0OTHI M YMEIOT BBIIOIHATH 3aJ]a4H aIMUHUCTPUPOBAHUSI.

Coneprxkanue oTdeTa 1o J1abopatopHou padboTe

OT4er 0JDKEH coliepkKaTh CIEAYIONTYI0 HHPOPMAIIHIO:

TUTYJIBHBIN JTUCT.

[{enb pabOTHI.

Kparkoe onucanne U CKpUHIIOT 110 KaXXJI0W U3 KOMaHJI.
BriBos.
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JlabopaTtopHasi pab6ora Ne 5

HccaenoBanue ynpasJjieHUs 0Jb30BATEJIAMHA U TPYNIIAMHA

Hear padorbli: O3HAKOMHUTBCA C YIPABICHUEM IMOJb30BATEISIMA U
rpymnmamMu

Teopernyeckas 4acThb:

AJIMHHHCTPATOP 0€30IACHOCTH KOMIILIOTEPA

JIro6o#t monb30BaTeNh KOMIBIOTEPA, MPH COOIIOJCHUH TMEPEUUCICHHBIX
HIDKE YCIOBUH, MOXET OBITh Ha3HAY€H AaJMUHUCTPATOPOM  O€30MacHOCTH
KOMIIBIOTEPA 110 YMOITYAHHUIO:

MOJIb30BATENIb ~ JOJDKEH  o0JajgaTh BCEMH  NPHUBWICTHSAMH  HA
aIMUHUCTPUPOBAHUE CUCTEMBbI 3aIIUThI, U JIJI1 HETO JOJDKEH OBITh BKJIIOUEH PEKUM
3ampoca mapoJsi Ipu BXOJ€ B CUCTEMY.

MOJIb30BATElNb, SABJISIOMIMICS AAMUHUCTPATOPOM IO YMOJIYAHHUIO, HE
MOKET OBbITh YJaJIeH U3 CIUCKA MMOJIb30BaTEIeH KOMITBIOTEpPA.

Jiist BBIOOpa aqMuHKCTpaTOpa 6€30MaCHOCTH KOMITbIOTEpa HEOOXOIUMO:

1. Br3BaTh Ha DKpaH OKHO yIpaBJICHUS OOIIMMU MapaMeTPaMHU.

2. AKTUBU3UPOBATH AUANOT «JlOTMOJTHUTETBHOY:

Puc. 1. JInanor «J{onoaHUTEIbHOY

3. BriOpath B cnucke «AIMUHUCTPATOP IO YMOJYAHHUIO» HYKHOE HMS
MOJIb30BaTENS.

4. Haxatb kHOTIKY «OK».

2. ITosaib30BaTeIn

B cucreme Secret Net kaxaoMy pearbHOMY MOJIb30BATEII0 KOMIIBIOTEpA
CTaBUTCSl B COOTBETCTBUE OOBEKT CUCTEMBI 3aluThl - «Ilomp3oBaTenby. Jlanee moj
YIPaBJICHUEM MOJIb30BATENEM Oy/IeM MOHUMATh YIPABICHUE 3TUM OOBEKTOM.

Jlnst co3manusi (perucTpalvu) Wik yJIajdeHusl MOJIb30BaTeNIsl HEOOXOIUMO
o0nagaTh MPUBWICTUSIMU Ha aIMUHUCTpUpOBaHUE rpyIiibl «Iloap30BaTenu u rpynimbl
I10JIb30BATEIEN».

Co3nanue noab3oBareJis

UtoObl BKIIOYUTH HOBOTO TMIOJBK30BAaTENsl B COCTaB IOJIb30BaTeeH
KOMITbIOTEPA, HEOOXO0AMMO c0o3/1aTh 00beKT «Ilomp30BaTemn.

J71st co3anust moJIb30BaTessi HE0OOXO0IUMO:

1. OtkperTh manky «lIlons3oBarenu» B okHe mporpaMMsl [I[poBogHUK niu B
okHe nanku Secret Net.

2. YcTaHOBUTH KypcOp MbIIIM B OOJIACTH CIIMCKA TOJIb30BaTeNiel Tak,
yTOOBI OH HE TIOMaJaJl HU Ha OJMH U3 DJIEMEHTOB CIIMCKA, U HAXKATh MPABYIO KHOIIKY
MBIIITH.

3.B KOHTEKCTHOM MEHIO aKTUBU3UPOBATh KOMaHy
«Cosznatp\lTonp30Barens». B crucke mosap30BaTeiel MOSBUTCS HOBBIH O0BEKT.

Ha ums nonb3oBartesis HaKJIa bIBAIOTCS CAEAYIOIINE OTPAHUYCHHUS:
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UMsI T0JIb30BATENSl MOMKET COCTOSITh TOJBKO W3 JIATUHCKUX CUMBOJIOB,
udp U CIyKeOHBIX CUMBOJIOB (CUMBOJIBI JIATUHCKOM PACKIIaJIKU KJIABUATYphl) U HE
MOXkeT npeBbImaTh 20 CHMBOJIOB;

* UM TIOJIb30BaTelIs He JOJIKHO COJEpKaTh CUMBOJIOB Mpooe';

* UM TIOJIb30BaTeNIs JOJKHO ObITh YHUKAIBHBIM B CUCTEME;

* CITMCOK TI0JIb30BaTeNIe KOMIIBIOTEpa MOXKET cojepkaTth He Oonee 1020
00BEKTOB.

IIpy co3maHuu  MOJB30BATENs  MAapaMeTpel  €ro  padoTel  OyayT
ABTOMATHYECKU TPUBEACHBI B COOTBETCTBHUE CO 3HAUYCHUSIMH, XPAHAIIMMUCS B
nrabJoHe, YCTAaHOBJIEHHOM B KauecTBE MIa0I0Ha IO YMOJIYAHHUIO.

Ecnu B m1abi0He N0 yMOJYAHUIO YCTAHOBIIEH MapaMeTp «3ampoc Mapoiish»,
Ha HKpaHe MOSIBUTCS AUAJIOT OIPENENICHUs TapoJis MOJIb30BaTENS:

4. Ykazarb napoJib JUisl BX0Ja N0JIb30BATEIIS B CHCTEMY.

[Tocne TOro Kak HOBBIM MOJB30BATENb CO3JaH, HEOOXOAMMO TEPEUTH K
OTIPEJICTICHUIO MapaMeTPOB U PEKHUMOB €ro padoThl Ha KOMIIBIOTEPE M, €CIIH ITO
HEOOXOJMMO, BKIIIOUUTh HOBOTO TMOJB30BATENI B COOTBETCTBYIOIIHUE TPYIIIBI
[10JIb30BATEIIEH.

IlepenmMeHoOBaHUE MOJIB30BATEIS

J1Jist ©3MEHEHUs UMEHH T0JIb30BaTeNsl HE00XO0IUMO:

1. OtkpeiTh manky «lIlons3oBaTenu» B okHe mporpaMMbl [IpoBOIHUK WK B
okHe manku Secret Net. Ha oskpane nosiBUTCSI CIMCOK MOJIB30BATENEN KOMITBIOTEPA.

2. BbI3BaTh KOHTEKCTHOE€ MEHIO [Jisi SIpJiblKa C HUMEHEM HYXHOTIO
MOJIb30BaTEIsl M aKTUBU3UPOBATh KOMaH1y «llepenMeHoBaTh.

3. BeecTH ¢ K1aBHaTypbl HOBOE UMS ITOJIb30BATENS.

4. Haxxatp xiaBuiy <Enter>.

Ynaajenue noJib30BarTeist

JI7ist ynaneHus mojib30BaTesiss HeOOXOAMMO:

1. OtkpeiTh manky «lIlons3oBaTenu» B okHe mporpaMmbl [I[poBOIHUK MK B
okHe manku Secret Net. Ha skpaHe nosiBUTCSI CIUCOK MOJIB30BaTENEH KOMIIBIOTEPA.

2. BpI3BaTh KOHTEKCTHOE MEHIO MJis SIpJblKA C HMEHEM YAAlIsieMOro
MOJIb30BATENSl M aKTHUBU3UPOBATH KOMaHIy «Ypanmutby. Mnu BwIOpaTh SPJBIK U
HaxkaTh KiaBuiny <Delete> (Uu 0THOMMEHHYIO KHOIIKY MaHed HHCTPYMEHTOB).

3. IloaTBepauTh yJajae€HUE B MOSIBUBIIEMCS HA SKpaHE OKHE 3a1mpoca.

3anpeneHo yaaneHue MOJb30BaTeNs, SBISIOWErocs aIMUHUCTPATOPOM
0€30MacCHOCTH KOMIIbIOTEPA M0 YMOJYAHMIO, a TaKXKE IOJIb30BaTelIe ¢ MMEHaMHU
SUPERVISOR u NETWORK.

IIpenocraBieHue npuBHICTHH

B cucreme Secret Net mnonp30Barent0o MOTyT ObITh MPEAOCTABICHbI
MIPUBWIETUU JIBYX THIIOB:

1. IlpuBunernun Ha pabOTy C CHUCTEMOH - 3TH MPUBHWIECTHU Pa3PEIIAIOT
M0JIb30BATENI0 TMPEBBIIATh CBOM IpaBa Ha JOCTYIl K pecypcaM KOMIBIOTEpA H
UTHOPUPOBATH HEKOTOPBIC IPYTHUE OTPAHUYCHHS €r0 PaOOTHI B CUCTEME;

2. IlpuBwierun Ha aJIMUHUCTPUPOBAHUE CHUCTEMBI 3alIUTBI - 3TH
MPUBUJIETUH PA3pPEIIalOT MOJIH30BATENIO YIIPABIATH PAOOTON CUCTEMBI 3aIIUTHI.
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J7i mpeiocTaBlIeHUs] IPUBHIIETH MOJIB30BATEII0 HEOOXOANMO:

1. BrI3BaTh Ha DKpaH OKHO YIPaBJICHUS CBOMCTBAMU MOJIb30BATENS.

2. AxktuBu3upoBath auaior «lIpuBuieruny:

3. IlpenocTaBUTh MOJB30BATENI0 HEOOXOAUMbIEC MPUBWIETUU HA PadOTy C
cuctemoit (cm. t1abn. 1 u 2). Cnmcok «llpuBmierun Ha pabOTy C CUCTEMOI»
COJIEPKUT MEepeUYeHb BCEX MPUBWIIETUH 3TOro Tuna. [lpuBuieruu, npenocTaBieHHbIC
M0JIb30BATEIIO B TAHHBIA MOMEHT, UMEIOT OTMETKY CJIeBa OT Ha3BaHUS MPUBHUIICTUH.

[IpuBmierun Ha JOCTYH K pecypcaMm KOMIIbIOTEpa, MPEI0CTaBICHHBIC
MOJIb30BATEII0, WMEIOT BBICHIMM TPUOPUTET TMPH OMNPEACNCHUH TMpaB AOCTyIa
MOJIb30BATENS K pecypcam.

4. TlpemocTtaBUTh TOJB30BATENIO HEOOXOJUMbIE TMPUBUJIETUM  HA
aJIMUHUCTPUPOBAHUE  CHCTEMbl  3allUTHI. Crucox  «IIpuBuierun  Ha
aJIMUHUCTPUPOBAHUE CHCTEMBD» COICPXKHUT TIEpEeYeHb BCEX TNPUBUIICTUN Ha
aIMUHUCTpUpOBaHuEe cucteMbl Secret Net, KOTOpble MOTYT OBITh TPEIOCTaBICHBI
noJsib3oBarento. [IpuBuieruu, npeaocTaBiIE€HHbBIE I0JIB30BATEN0, MUMEIOT OTMETKY
CJIeBa OT Ha3BaHUS IPUBUJIETUH.

5. Haxartp kHOnIKy «OK».

Tabauya 1
IIpuBuiernu Ha padoTy ¢ CUCTEeMOM
IpuBuieruun Hasnayenue
Bugumocrs Bo Bcex mporpammax, OTOOpa)karoIlMX  CIIMCOK
JAUCKOB CYLIECTBYIOILUX JIOTUYECKHUX JICKOB, IIOKa3bIBaTh
M0JI30BATENI0 JIOTUUECKHE JHUCKHU, JaXe €CIIH JIOCTYyH K 3TUM
JIMCKaM €My 3alpelleH (orpeaeneHbl IpaBa Ha JOCTYI K JTUCKY
«Her gocrymay)
Buagumocrs Bo Bcex mporpammax, OTOOpaKaroImUX  CIUCOK
KaTaJI0roB CYHIECTBYIOIIMX  KaTaJoroB, IIOKa3blBaThb  IOJIb30BATEIIO
KaTaJjory, JJaXke eClIM JOCTYI K 3THM KaTajloraM €My 3alpelleH
(onmpeneneHsl MpaBa Ha AOCTYH K Katajory «Het noctymnay)
Buagumocrs Bo Bcex mporpammax, OTOOpaKalIIMUX  CIHUCOK
(paiiios CyIIECTBYIOIUX (ailioB, IMOKa3bIBaTh MOJIb30BATENI0 HMEHA
(haiinoB, maxe eciau JOCTYN K 3TUM (daijgaM eMmy 3arpelieH
(onpeneneHsl MpaBa Ha AOCTYH K Qaiiny «Het noctynay)
be3 OTMEHUTh JAJI T0JIb30BATENsl BCE OrpaHUYEHHUs Ha
aTtpulyToB Ha | JIOCTYII K JJOTHYECKUM JTUCKaM
AUCKAX
be3 WUrnopupoBaTh NPUCBOCHHBIE KaTajoram arpuOyThl
aTtpulyToB Ha | noctyna u BianeHus. llomp3oBarens Hanenserca IpaBaMu
KaTajaorax MOJIHOTO JIOCTyNla KO BCEM KarajoraMm, HaXOASIIMMCS Ha
JIOKQJIBHBIX JUCKaX KOMIIbIOTEpA (€CIM 3TO HE 3aIpelieHO
aTpuOyTaMu AOCTYIA K TUCKAM)
Okonuanue
maon. 1
Ha3nauyenue Hasnauenue
be3 UrnopupoBaTh  aTpuOyThl JOCTyNla U  BIIAJCHUS,
arpulyToB Ha | TpHucBOeHHbIe aitnam. Ilonb3oBaTens Hajensercs IpaBaMu
(daiinax MOJTHOTO JO0CTynma Ko BceM (hailylaM, HaXOAAIIMMCS Ha
JOKJIBbHBIX JUCKaX KOMIIbIOTEpA (€CIM ATO HE 3aIpelieHO
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aTpuOyTaMu JOCTyIa K TUCKaM M KaTajaoraMm)

be3 WrHopupoBaTh OrpaHUYEHHS U 3aMPEThI, YCTAHOBJICHHbIE
OorpaHuYeHu i Mo | Ul IOJIb30BATEI:
HaCTpoiikam © NpH BBIKIIOYEHUH MATKOTO pEXUMa pPaOdOTHI s
3aMKHYTOM MNpOrpaMMHON Cpeabl W MSITKOTO peXuMa JJis
aTpuOyTOB;

P HACTPOMKE CBOICTB MOJb30BATENsl B JAMATIOTE

«3anpeTsl»;

* pactiucanueM paboThI MOJIb30BATENS HA KOMITBIOTEPE

II1a6,10HbI HACTPOMKH CBOMCTB MOJIb30BaTeJIei

JUtst ynponieHus: npoueaypbl HACTPOMKHA CBOMCTB IMOJIb30BaTENEl yI00HO
HCIIONIb30BaTh 11a0N0Hbl. Hampumep, ecnu TpeOyercs oONpeneinuTb OAMHAKOBBIE
CBOMCTBAa I HECKOJBKMX IIOJIb30BATEJICH, COXpPAHUTE HACTPOMKH CBOMCTB B
m1absoHe ¢ 3aJaHHbBIM UMeHeM. [locie 3Toro 10CTaTOYHO yCTaHOBUTH 3TOT 111a0JI0H B
KauyecTBE TEKYILEro JJis JO0ro Moyib30BaTessl KOMIBIOTEPA, U HACTPOUKU CBOMCTB
ATOr0 IOJIb30BaTedsl OyAyT aBTOMAaTHYECKH IMPUBEACHBI B COOTBETCTBUE CO
3HaYEHUSIMU, XPAHALIUMUCS B I1a0JIOHE.

. HacTpoiika cBOHCTB M0J1b30BaTE/Ifl C MOMOIIbIO IIA0JI0HA

J1J1st HACTPOIKK CBOMCTB IMOJIH30BATENS UCIIOJIB3YETCA OJNH U3 CIIOCOOOB:

Croco0 1:

1. Be13BaTh Ha DKpaH OKHO YIIPABJICHUS CBOMCTBAMH I1OJIb30BATEINS.

2. B rpynne noneit «lllabnoH HAcTpoek» HaXaThb KHOIKY W BBIOpaTh
Ha3BaHUE M1a0J0HA U3 OTKPBIBLIErOCs CIKCKA.

3. Haxxatp xHONIKY «OK».

B pesynbraTe BBITOJTHEHHBIX ONEPALIHAN:

B COCTaB MalKU C UMEHEM IIOJIb30BaTeNsl JOOABUTCS SIPJIBIK-CChUIKA C
Ha3BaHUEM I1a0JIOH HACTPOEK;

B COCTaB MallK{ C Ha3BaHMEM IIa0JOHA - SIPJBIK-CCbUIKA C HMMEHEM
COOTBETCTBYIOILIETO ITOJI30BATEIS;

HACTPOMKHU CBOWCTB MOJIb30BaTENsl OyIyT aBTOMAaTHYECKH INPUBEICHBI B
COOTBETCTBHUE CO 3HAUCHUSIMH, XPAHSALIUMHUCS B I1a0JIOHE.

Cnenyer NOMHHUTb, 4YTO TIOCJIE Ha3HAUEHHUS IOJb30BATENIO0 IabJIOHA
HAaCTPOWKH, KOHTPOJUPYIOTCS HU3MEHEHHUsS J000ro U3 CBOMCTB MOJIb30BATENS,
3aIaHHOTO 3TUM 1absoHoM. IIpu mMoONBITKE COXpaHEHHUs HU3MEHEHWH cucTteMa
MPEJIOKUT BHIOPATh BAPUAHT BBIMOIHEHUS 3TOW ONIEPALIUH.

Jlns mpocMoTpa CIHCKA TMOJIb30BaTENEH, 11 KOTOPBIX IIA0JIOH SIBISETCS
TEKYLIUM HEOOXOIUMO:

1. 3anmycturs nporpammy IIpoBogHuk. Halith n OTKpbITh manky «Secret
Net 9x».

2. OtkpoITh nanky «l11a610HBI HACTPOEKY.

3. BriOpats sipiibik ¢ HA3BaHUEM I11a0JI0HA.

Ha »skpane oroOpa3uTcsi CIUCOK  SIPJIBIKOB-CCBIJIOK C  MMEHAMH
M0JIb30BAaTENeH, 111 KOTOPHIX BEIOPAHHBIHN 11a0JIOH SIBJISETCS TEKYIINM.

Co3nanne maodJona
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J5s co3aanust HOBOTO 11a0JI0HA UCTIONIb3YETCSl OJIUH U3 CIIOCOOO0B:

Crnoco0 1:

1. BeI3BaTh Ha SKpaH OKHO YITPABJICHHS CBOMCTBAMU MOJIb30BATEII.

2. B rpynne noneit «Illa6ion HacTpoek» HaxaTh KHOMKY «Co3natb». Ha
sKpaHe NnosiBUTCA quanor «Co3aaHue 1madioHa HAaCTPOCK»:

3. Brectu B none «Ha3Banue mabioHa» Ha3BaHHE HOBOTO I111a0JOHA, a B
noJie «Onucanuey - JOMOJHUTEIbHYIO HH(POPMAIIUIO O HEM.

4. Haxatp kHOmKy «OK» mid coxpaHeHHs HOBOTO IIa0JiOHa B CITHMCKE
111a0JIOHOB.

5. 3aKphITh OKHO YIIPABJICHUS CBOMCTBAMHU I10JIb30BATEIS.

YupasieHue mad10HAMU HACTPOKH

Jlnia ynpaBieHus madioHaMu HEOOX0AUMO:

1. 3anyctuts nporpammy IIpoBogHuK.

2. Halitu 1 oTKpbITh NanKy «Secret Nety.

Jist  ynpapiieHuss 11abjioHAMU  HACTPOMKKM  CBOMCTB  IMOJIb30BaTeseH
HeoOxoaumo obnagars npuBuieruedl «lIlpocmotp um u3menenue (YpoBeHb 3)»
rpynnsl npuBmieruii «[lapamMerpsl paboThI IPYTUX MOJIb30BaTENICH».

3. BeBBaTh Ha dKpaH JUaAJOr YOpPaBJICHHUS IIa0JOHAMH OJIHUM U3
CJIEYIOIIUX CIIOCOO0B:

aKTHUBU3MPOBAaB B KOHTEKCTHOM MEHIO manku «Secret Net» komaHIy
«I11abs10HBI HACTPOEKY;

aKTUBU3UPOBaB B KOHTEKCTHOM MeHIO manku «lllabmoHsl HacTpoex»
KomaHy «CBOMCTBaY.

Ha skpane mosiBUTCA AMANIOT yNpaBiieHUs 1a0JOHAMH HACTPOUWKHU CBOWCTB
ITOJIb30BATENEH:

4. BBITOJHUTS HEOOXOUMBIE JE€HCTBHSL.

5. Haxatsp kHOnKy «OK».

Jlist HasHadeHusi mabjioHA MO YMOJTYAHUIO HCIIONB3YIOTCS CIIEIYIONTUE
CIIOCOOBI:

- IlocTaHOBKa OTMETKH B TOJIE MEPEKIIOYATENS, COACPIKAILEr0 Ha3BaHUE
mabJioHa.

Bribop HaszBanus mabioHa B cCOHCKe, Haxkathue Ha KHomky «llo
YMOJTYaAHUIOY.

Kpome cnoco0oB, H3JI0KEHHBIX BBIIIE, MOXKHO YCTAaHOBUTH IIA0JIOH MO
YMOJIYAHUIO CJICAYIOIIMM 00pa3oM: BbI3BaB KOHTEKCTHOE MEHIO SIpJiblKa C Ha3BaHUEM
mabjoHa, KOTOphIM TpeOyeTcsi Ha3HAUUTh IMIAa0JIOHOM TI0 YMOJYaHUIO, W
aKTUBU3UPOBaAB KOMaHy «CrenaTh mablIOHOM 110 YMOTYAHUIOY.

Jlns nepeuMeHoBaHus 11abI0Ha HEOOXOAUMO:

1. BeiOpaTh Ha3BaHMeE 1M1a0JI0OHA B CIIHUCKE.

2. Haxatp kHONIKY «3MEHUTHY.

3. Bsectm HeoOxomumyro wuHpopmarmuio B mone  «Ha3Banwme
mabnona/Onucanue.

4. Haxxatp kHONKY «OK».
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Kpome cniocoba, n310KeHHOTO BbIIIE, MOXHO U3MEHUTH JOMOJHUTEIBHYIO
uHpopMaIMI0 O IA0JOHE CleayomuM o00pa3oM: BbI3BaTh KOHTEKCTHOE MEHIO
ApJblKa C Ha3BaHWEM IIA0JIOHA, ONMHUCAHHME KOTOPOro HEOOXOAMMO H3MEHUTh, U
BbIOpaTh KoMaHay «CBoiicTBay. M3MEHUTH OMOJHUTENBHYI0 WHGOPMAIUIO O
m1abJI0He B TEKCTOBOM MoJie Tpyninbl «O01I1e CBeICHUsD.

Jlns ynanenus mabsioHa He00X0IUMO:

1. BriOpaTh Ha3BaHMeE 11A0JIOHA B CITUCKE.

2. HaxaTp KHONKY «Y TAJIATHY.

3. [loaTBepauTh yaajacHue madIoHa.

3ananme 1. U3MeHeHHe HACTPOEK, COXPAHECHHBIX B IIa0JI0HE

J171s1 uBMEHEeHUsI HaCTPOEK HEOOXOUMO:

1. 3anycturs nporpammy IIpoBonnuk. HailTu u OTKpbITH manky «Secret
Net».

2. OtkpoiTh nanky «lllabmoHbl HACTPOEK» M BHIOPATH SPJIBIK C HA3BAaHUEM
11a0JI0Ha, HACTPOMKH KOTOPOTo TpeOyeTcsi U3BMEHUTb.

Puc. 11. Inanor «CBolicTBa mabI0HOBY

3. BbI3BaTh KOHTEKCTHOE MEHIO sIpjblka IIa0JIoHAa M aKTHUBU3UPOBATH
KOMaHy «CBOMCTBa».

4. Yka3aTp HEOOXOAMMbIE 3HAYEHUS TapaMETPOB B AUAJIOTE, TOSBUBILIEMCS
Ha DKpaHe.

5. Haxarp kHOnIKY «OK».

Hactpoiiku CBOMCTB MOJb30BaTeNe, Al KOTOPBIX ATOT IIa0JOH SIBISIETCS
TEKYLIUM, OYyT U3MEHEHbI B COOTBETCTBHH C HOBBIMU 3HAYEHUSIMU [1aPaMETPOB.

3aganue 2. I'pynnsl nojib3oBartesiei

JUist ynpaBieHus TpynnamMu 1oJib30BaTesied HE0OXOAMMO PaCKpPbITh CITUCOK
IpyII OJTHUM M3 CIEIYIOUIUX CIIOCOOOB:

- 3anyctuth nporpammy [IpoBognuk. HailTu u oTKpbITH mamky «Secret
Net». OTKpbITh Nanky «[pymnmsl moab30BaTENCH.

- BoIOpaTh B KOHTEKCTHOM MEHIO sipiibika Secret Net, pacroiioKeHHOro Ha
PaGouem crone Windows, komanmy «OTKpbeITE». OTKpeITh manky «[pymisl
I10JIb30BATEIEN».

Puc. 12. KoHTEKCTHBIE MEHIO JJIsl YIIPABIICHHS TPYIIIaMH MOJIb30BaTENEH

3ananue 3. Co3nanue rpynmnsl

JIist co3ianust HOBOM TPyHITbl HEOOXOAUMO:

1. YcTaHoBUTH KypcOop MbIIIM B OOJACTH CHUCKA TPYMHN IMOJIb30BaTENeH
TaK, YTOObl OH HE MOMNaJajl HU HA OJIMH U3 AJIEMEHTOB CIHCKA, U HAXaTh MPABYIO
KHOTIKY MBIIIIH.

2. B KOHTEKCTHOM MEHIO aKTUBU3UPOBaTh KoMmaHIy «Cozmare\lpymimyy.
B cnircke rpynn noss3oBaresiel MOsIBUTCS HOBBII OOBEKT.

3. V3MeHuTh Ha3BaHUE IPYMIbI, €CIU 3TO HEOOXOIUMO, PYKOBOJCTBYSChH
CJIEIYIOLMMH MPaBUJIAMU:

* Ha3BaHUE IPYIIIbI OJIb30BATEIEH MOKET COCTOSTh TOJIBKO U3 JIATUHCKUX
CUMBOJIOB, LH(QpP U CIYXKEOHBIX CHMBOJOB (CHMBOJIBI JIATUHCKON pacKIaIKu
KJIAaBUATYPbI) U HE MOXKET MpeBbIaTh 20 CUMBOJIOB;
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* Ha3BaHUE TPYIIBI HE JOKHO COJIEPKaTh CUMBOJIOB «IIPOOEID U JTOJKHO
OBITh YHUKAJIbHBIM B CUCTEME.

Yucno rpynn orpaHUYEHO U HE MOXKET NPEBbIIATh 49.

3ananue 4. U3MeHeHne CBOMCTB rpynnbl

J11st ©3MEHEHUs CBOMCTB IPYIIIbI HEOOXOIUMO:

1. BbI3BaTh KOHTEKCTHOE MEHIO IS SIPJIbIKA C HA3BAHWEM HY>KHOU TPYIIIIbI
Y aKTUBU3UPOBaTh KoMaHAy «CBoiicTBa». Ha skpaHe mosiBUTCS IHAJIOT:

Puc. 13. Inanor «CBoiicTBa rpynibl MOJIb30BATEIC

2. OTpenakTupoBaTh TEKCTOBOE TOJIe «3aMETKH», KOTOPOE MOKET
coJiepKaTh 10 255 CHMBOJIOB CHPaBOYHON MH(OpPMAIMKM O TPYIIE MOJIb30BATENICH.
OTH CBEJIEHUS OTOOPAXKAIOTCS B KOJIOHKE «3aMETKW» CIUCKa TPYII MOJIb30BaTENCH.

3. Haxxatp kHONKy «OK».

3ananue S. YnpaJjieHHe COCTABOM I'PYNIIbI

JJ1st mpocMoTpa cocTaBa IpyMIIbl OJIb30BaTENEH HEOOXOIUMO:

BriOpaTe B cnucke rpymn IOJb30BaTeNell ApJbIK C HAa3BAHUEM HYXKHOU
rpynnsl. Ha skpane 0TOOpa3uTcs CHHCOK — SIPJIBIKOB-CCBUIOK C  MMEHaMH
II0JIB30BATENEH, BXOJSIIMNX B COCTaB JAHHOW I'PYIIIIBI.

JUist mpocMoTpa CIHCKa TPYII, B KOTOpPBIE BKIKYEH I0JIb30BATEIb
HEO00X0UMO:

1. Haittu u oTKpbITh NAnKy «llomp3oBaTenmny.

2. BoIOpath sIpiblK ¢ UMEHEM M0JIb30BaTeNs. B mpaBoil (wiM jeBoil) yacTu
okHa [IpoBogHMKa OTOOPA3UTCS CHHUCOK SAPJBIKOB CCHUIOK C HAa3BAHMSIMHU TPYIII
ITOJIb30BATENEN, B KOTOPBIE BKIIFOUEH I10JIb30BATENb.

Jlnst noOaByieHUS TTOJIH30BATEIISI B COCTaB IPYIIbI HEOOXOIUMO:

1. OtkpeiTh manky «lIlons3oBarenu» B 0kHE mporpaMMsbl [IpoBogHUK niu B
okHe manku Secret Net.

2. BpiOpaTh U3 crucKa HOJb30BaTENEN SIPIBbIK C UMEHEM MOJIb30BaTeNs,
KOTOpPOT0 HEOOXOIMMO BKJIFOUUTH B COCTAB IPYIIIIHI.

MoxxHo 1100aBUTH B COCTaB TPYIIIBI HECKOJbKO IOJb30BaTEICH
OJTHOBpeMeHHO. /)11 BEIOOpa HECKOJIBKUX 00BEKTOB UCTOJB3YIOTCS KiaaBumu <Shift>
n <Ctrl>. Takxe MOXHO HCIOJB30BaTh CTaHAapTHyio omepannio DRAG-AND-
DROP nnis konmupoBaHus U BCTaBKH 0OBEKTOB B IATIKY.

3. BpI3BaThb KOHTEKCTHOE MEHIO JUIS sIpJblKa ¢ MMEHEM IIOJIb30BaTeNsd U
aKTUBU3UPOBaATh KoMaHAy «KomupoBaTey.

4. OTkppITh NanKy «[ pymnmsl moas3oBaTeEne.

5. BbI3BaTh KOHTEKCTHOE MEHIO [UIsl SIPJIbIKA HY)XHOW TpPYINIbl H
AKTUBU3UPOBATh KOMaHAY «BcTaBUTHY.

B pesynbrare BBINOJHEHHBIX JCUCTBUM B MKy C UMEHEM I10JIb30BATENA
N00aBUTCS SPJBIK-CChUIKA C Ha3BaHUEM TIPYIIbI MOJb30BaTENel, a B MaNKy C
Ha3BaHWEM TIPYIIBl - ApJBIK-CCbUIKA C HWMEHEM TMojib3oBarens. Ilpu sTom
M0JIb30BaTENb HAJAEseTCsl MpaBaMM JIOCTyHa K pecypcaMm, KOTOpPbIMH 00Jagaer
JaHHAsl TpyMIa.

JUJ1 UCKITIOYEHMSI TT0JIb30BATENsl U3 COCTaBa IPYMIIbl HEOOXOAUMO:
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5. Haiitu wu BbIOpaTh SPJBIK TPYINIBI MOJb30BATENIEd, W3 KOTOPOU
HEOOXOAMMO UCKIIIOYUTh [10JIb30BATEIS.

6. BblOpaTh SApIBIK-CCBUIKY C HMEHEM IIOJIb30BaTENsl, KOTOPOTO
HEOOXOAMMO UCKIIIOYUTh U3 COCTaBa IPYIIIIHI.

7. BpI3BaTb KOHTEKCTHOE MEHIO JUIS SPJIBIKA-CCBUIKM C HMEHEM
II0JIB30BATEIIl U AaKTUBU3UPOBATh KOMAHY «Y JAIUTHY.

B pesynprare BBINOJHEHHBIX JEUCTBUM W3 CIHCKA I0JIb30BaTElEH,
BXOJAILIUX B TPYIILY, YAQIUTCS SIPJIBIK-CCBIJIKA C UMEHEM II0JIB30BATENA, 4 U3 CIIUCKA
IPYIII ITOJIB30BATENEN, B KOTOPBIE BXOAUT JAHHBIM IOJIB30BATEINb, YAAIUTCS SPIbIK-
CCBUIKA C UMEHEM TPYIIIIBI.

3ananme 6. YaajeHue rpynnsl noJjib3oBarteseu

JUist yaaneHust rpymibl 0JIb30BaTeNIed HEOOXO0AUMO:

l. OtkpeiTh mnanky «['pynmbl IONb30BATENE» B OKHE MPOrpaMMBI
IIpoBonHuk wim B okHe mnanku Secret Net. Ha skpaHe MosBHTCS CIIMCOK TPy
I10JIb30BATEIIEH.

2. BbI3BaTh KOHTEKCTHOE MEHIO Ul SIpJIBIKA C HA3BaHHWEM YJaIsieMOM
rpynnbl U aKTUBU3UPOBATh KOMaHAY «YOanutb». Min BbIOpaTh sIpiablK M HaxaTb
knapuiny <Delete>.

3. [logTBEepANTH yAAJIIEHHE B ITOSBUBLIEMCS HA SKPaHE OKHE 3aIpoca.

Buumanme! [Ipy  ynameHun rpynmel IOJIB30BATENIEM  yHAIAIOTCS  BCE
APJIBIKA-CCBIJIKM C HMMEHAMH II0JIb30BaTENICl, BXOIMBIIMX B OTy TIpPYINIy. OTH
MOJIb30BATENH TEPSIIOT MpaBa JI0CTyNa K pecypcam (paillioBoi cUCTeMbl KOMIIBIOTEPA,
JUIS1 KOTOPBIX yIAJICHHAS TPYIIA ABJISAIACh TPYIION BIIAJIENBLEB pecypca.

ConeprxkaHue oT4eTa 1o J1adbopaTopHOr padoTe

OT4eT OJKEH CoAepkKaTh CIEAYIOLLYI0 HH(DOpMALUIO:

. TUTYJIBHBIN JHUCT.

. [{enb paGOTHI.

. Kparkoe onmcanve u CKpUHIIOT O KaXJI0W U3 KOMaH/I.
. BriBos.
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JlaGopaTopnasi pabora Ne 6

HccaenoBanue YHpPaBJCHUA OPraHu3allHOHHbIMA IMOAPA3ACTCHUAMMU,
AeJIErnpoBaHus MOJTHOMOYHH

Hear padorbl: O3HAKOMUTBCA C YNOPABICHUEM OPraHU3ALMOHHBIMU
MO/IPa3ICIECHUSIMH, JEJIETNPOBAHUE TTOJTHOMOYNI

Teopernueckasi 4acTh:

AJIMUHHMCTPHUPOBAHME YYETHBIX 3alUCeil rpynn

Mp1 paccMoTpuM rpymnbl U uX peanu3auuto B cpeae Windows 2000. Ber
Y3HAETE, UTO TAKOE IPYIIbI U KAK OHU YIPOIIAIOT aAMUHUCTPUPOBAHUE YUETHBIX
3anuceil moap3oBareneit. Kpome Toro, Mbl 00CYIMM THUITBI TPYIIN U PEATU3AIIUIO
TPYIII B IOMEHE, a TAKKE PEATU3ALMIO JJOKAJIbHBIX U BCTPOEHHBIX TPYMII.

I'pynna (group) — 310 HAOOP YYETHBIX 3aIUCEH MoJIb30BaTeNeH. [ pyIbI
YIPOIIAIOT aAMUHUCTPUPOBAHKE, IO3BOJISISI HA3HAYATh PA3pPEILICHUS U IIPaBa rPYIINE
II0JIb30BATEIIEH, @ HE KAXI0M OTAEIbHOU yueTHOU 3anucu. [lomp3oBarenu Moryt
OBITh WIEHAMH HECKOJIbKUX TPYIIIL.

Hasnauas pa3pemenusi, Bol mpeocTaBisieTe nojb30BaTeNsIM TOCTYII K
ONPENEIICHHBIM pPECypcaM U ONPEAENsIETe IpaBa focTyna. Ecim, Hanpumep,
HECKOJIbKUM MOJIb30BATEINSAM TPEOyeTCs CUUTATh OJIMH (Daiisl, 100aBbTE UX YUETHBIE
3aMucH B Tpynmy. 3aTeM JailTe rpyIre pa3pelieHre Ha cuuTeiBanue ¢aiina. [Ipasa
JAI0T BO3MOYKHOCTH BBIMOJHATH CUCTEMHBIE 337]a4H, HAIPUMEP, U3MEHATh CHCTEMHOE
BpeMs, apXUBUPOBATH UM BOCCTAHABIMBATH (DAIIIBI, @ TAKXKE JIOKAIBHO
PETHCTPUPOBATHCS B CUCTEME.

Kpome nonib3oBaTesneid, B rpyIiiny MOKHO J00aBIsATh KOHTAKThI, KOMITBIOTEPHI
u Apyrue rpymnmnbl. J[00aBiss KOMIIBIOTEPHI B TPy, Bl MOXKeTe YIIPOCTHUTH
IIPEIOCTABIIEHUE AOCTyIa CUCTEMHOM 3a7a4y€ OJJHOIO0 KOMIIBIOTEpA K pecypcam
IpYroro.

Peanu3anus rpynm B J0MeHe
J17ist BHEApEHUS TPYII B TOMEHE Ha/I0 TOHUMATh TUIIBI TPYIIT, 00JACTH ICUCTBUS
IpylnI ¥ NpaBWia YICHCTBA B Tpynie. JTU 3HaHUs MOMOTYT Bam co3aBath rpymniibl,
100aBJISATh B HUX HOBBIX YUaCTHUKOB, U3MEHSThH 00JIACTh JACHCTBUSI TPYIIIBI U
YAQIATD UX.

Tunsl rpynn
WNHorna rpynnsl co31at0TCs B LENSIX 3allUThI, HAPUMEp, JJI1 Ha3HAUYCHUS
paspenieHuil. B apyrux ciayyasix co3gaHue rpyIi He CBSI3aHO C COOOpaXEHUSIMHU
0€30MacCHOCTH, U OHU UCTIOJIb3YIOTCS, HAPUMED, AJI1 OTCHUIKH COOOIIECHUI
ANEKTPOHHOM TouThl. Takum oOpazom, B Windows 2000 Server nBa Tuma rpyiit:
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0€30macHOCTH U pactpocTpaHeHus. THI TPyIITbI OMPEESET MOPSIOK e
UCIIOIb30BaHus. [ pyIinbl 000UX THUIIOB pa3MeNaloTcs B XxpaHuiuiile Active
Directory, 4T0 MO3BOJISIET UX MPUMEHSTH B JIIOOOM CErMEHTE CETH.
I'pynnbl 6e30macHOCTH
B OC Windows 2000 1oCTyImHBI TOJBKO IPYIITbl 0€30MaCHOCTH, UCTIOIb3YEMBbIE IS
Ha3HAYCHUS pa3pellICHU U MpeI0CTaBICHHS JOCTYIa K pecypcam. [Iporpammbl
noucKa B XpaHwiuiie Active Directory Takyke MOTYT MCIIOJIb30BaTh IPYMIIbI
0€30MacHOCTH B IIEJISIX, HE CBSA3aHHBIX C 0€30MaCHOCTRIO, HAIIPUMED, IS
OJTHOBPEMEHHOM OTCHUIKU COOOIICHHH 3JIEKTPOHHOM MOYTHl HECKOJIBKUM
nojb3oBaressiM. CiaegoBaTelbHO, TpyIina 0€301MacHOCTH 001aaeT BCEMH
BO3MOKHOCTSIMHU TPYTIIBI PACIIPOCTPaHEHUSI.
I'pynnbl pacnpocTpaHeHust
[TpunoxeHus NCMONB3YIOT TPYIIIBI PACIIPOCTPAHEHUS B KAUECTBE CITHCKOB
MOJIH30BATEJICH JIJIs1 OCYIIECTBICHUS (DYHKIIMM, HE CBA3aHHBIX C CUCTEMOM 3aIllUTHI.
['pynmel pactipocTpaHeHus CaeayeT IPUMEHSTh JIUIIb JJIsl BHIMOJIHEHUS OTIepallnid,
HE CBS3aHHBIX ¢ 0€30MaCHOCTHIO, HAIIPUMED, JJISI OJHOBPEMEHHOU OTCHUIKU
COOOIICHUI 2JIEKTPOHHOM MOYTHI HECKOJIBKUM IOJIb30BaTessiM. HazHauath
paspenieHus 4yepes3 rpyIiny pacinpoCTpaHEHUs HEIb3sl.
ObJacTb geiicTBUS TPYNIIbI
[Ipu co3ganuu rpymnibl HAJAO0 OMPEIETUTh €€ TUIT U 00JIaCTh JEHCTBUA, KOTOpas
MO3BOJISIET TIO-PAa3HOMY MCTOJIb30BAaTh IPYMIIBI 1J11 HA3HAYEHUS pa3peIIcHUH.
OO6macTh IEeHCTBHSI TAKKE OMPEACIISICT, B KAKUX CETMEHTAX CETH TPYIITy MOXHO
MCITONTB30BaTh. [10 00macTu MedCTBUS TPYIIIBI ACTATCS HA JJOKAJIbHBIC TPYIIITHI
JIOMEHA, TJI00aIbHbIE U YHUBEPCAIIbHBIC.
JlokaJjibHasI TpyIIa JoMeHa
Yamre Bcero uCnonap3yeTcs I Ha3HAYEHUsI pa3pelIeHu TOCTyma K pecypcam. Ee
XapaKTEPUCTHUKHU:
OTKPbITOE YJIEHCTBO — MOKHO JOOABJISITh WICHOB U3 JTI0OOOT0 JIOMEHA.
JOCTYI K pecypcaM 0JIHOT0 IOMeHa — I03BOJISICT HA3HAYaTh Pa3peIieHus
JI0CTyIIa K pecypcaM TOTO K€ JIOMEHa, T/ie Obljia co3aHa rpyrna

I'mo0anbHas rpynna

Yamie Bcero npuMeHsETCs 11 OPraHU3aluu MOJIb30BATENIEN C OMHAKOBBIMU
TpeOOBaHUSIMU J0CTyNA K CeTH. Ee XapakTepuCTHKU:

OrpaHNYeHHOE YIEHCTBO — MOXHO JOOaBJISITh YJEHOB JIMIIb W3 TOTO
JIOMEHA, rjae CO3/1aHa rpynna;
AOCTYIl K pecypcaM Jiro00ro 10MeHa — I03BOJIIET HA3HAYATh Pa3pelIeHUs 10CTyna
K pecypcam 100010 JIOMEHa.
YHuBepcajbHan rpynmna

‘—Iame BCCTO IPHUMCHACTCA IJII HA3HAYCHMA paspemeHHﬁ A0CTyIla K CBS3aHHBIM
pecypcam, HaxoaAIMuMcCH B HCCKOJIbKHNX JOMCHax. Ee XApaKTCPUCTHUKHU
OTKPLITO€ YJICHCTBO — MOXKHO I[O6aBJ'I$ITB YYaCTHUKOB M3 JF000T0 JOMCHA,
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JAOCTYII K pecypcam JIlo00ro 10MeHa — MO03BOJISIET HA3HAYATh pa3pelieHus JocTyna
K pecypcam B JI000M JIOMEHE;
AOCTYNHA JIMIIb B JIOMEHAX OCHOBHOI0 peKMMa — B JOMEHAaX CMEIIAaHHOTO
pekuMa ATH TPYMIbl HEJOCTYIHBI; MOJHBIA Ha0op Bo3MmoxkHocTer Windows 2000
JOCTYIICH JIUIIIb B OCHOBHOM PEXKHUME.

Bi1okeHHOCTH rpynn

JloGaBreHre OTHUX TPy B APyTHE (BIOKEHHOCTH TPYII) TIO3BOJISIET HA TTOPSI0K
CHU3HTDH YMCJIO ONIEPAIHH 110 HA3HAYCHUIO pa3pemeHuid. Mzyunre motpedHOCTH
YJICHOB TPYIII U CO3JalTEe COOTBETCTBYIOIIYIO HEPAPXUIO TPyIil. B ocHOBHOM
pexume Windows 2000 gormyckaeT HeOTrpaHHUEHHYIO BIOKEHHOCTh Tpymil. Tak,
MOKHO CO37IaTh TPYIITY IS KaXKJ0TO PErHOHA, B KOTOPOM UMEIOTCS (DHITHAITBI
OpraHU3aIllH, 3aTeM JI00aBUTh MEHEHKEPOB 13 BCEX PETHOHOB B OTACIIbHBIC TPYTIIIHL.
Bce pernonanehblie Tpynmnsl MOkHO 100aBuTh B rpynny Worldwide Managers. Eciu
PErHMOHANLHBIM MEHEKepaM MOTpeOyeTcs TOCTYN K HEKOTOPOMY pecypcey, 3ajanTe
cooTBeTCTBYIOIMME paspemieHus rpynne Worldwide Managers. biarogaps
BJIO’)KEHHOCTH, 3Ta TPYIINA BKIIOYAET BCEX YJICHOB PETHOHAIBHBIX TPYIII, TOATOMY
MEHEJIXKEPHI U3 BCEX PETHOHOB CMOTYT 00OpAaTUTHCS K TpeOyeMomy pecypcy. ITo
oOecrieunBaeT yInpoleHHOE HepApXUUHOE Ha3HAYCHUE Pa3peIlICHUH, a TaKkKe
JEIEHTPAIU30BaHHBIA KOHTPOJIb YJICHCTBA.
[Tpu nobGaBneHUYN OTHUX TPYTI B IPYTHUE MOMBITANTECh CHU3UTh YPOBEHD
BJIO)KCHHOCTH. BI0’KE€HHOCTB TTO3BOJISET HAa TOPSAIOK CHU3UTH YUCIIO OTIEPAITHHA 110
Ha3HAYCHUIO paspemeHnii. OgHaKo Ipu OOJBIINX YPOBHSIX BIOXKEHHOCTH KOHTPOJIH
paspetiennil ycnoxusiercs. Hauboinee s3pdhexkTuBeH nepBblil ypoBeHb — OH
MTO3BOJISIET CHU3UTD YUCIIO OTIEPAIIMA 110 HA3HAYCHUIO Pa3pelieHU, OTHOBPEMEHHO
yrporias KOHTPOJIb pa3pernieHnii. KpoMe Toro, B IeNIsIX KOHTPOJIS 32 Ha3HAYCHUEM
paspenieHuil peKOMEHIYeTCsl OTIebHO TOKYMEHTUPOBATh COCTaB rpymi. [Jomyctum,
aIMUHUCTPATOP 100aBIISIET BPEMEHHBIX COTPYAHUKOB B TPYIITY, CO3/IAHHYIO IS
Pa3pabOTUYMKOB HEKOTOPOTO MpoekTa. JIpyroi aqMUHUCTPATOP, HE 3HAS O
BPEMEHHBIX COTPYJIHUKAX, J00ABISET TPYMITy MPOCKTA B TPYIITY, 00J1aJa0IIyI0
JOCTYIIOM K KOH(pHIeHIInanbHON HHGOPMAIINH, U BPEMEHHbBIE COTPYAHUKA
MOJIYYarOT K HEel JOCTYI, YTO HEMPHUEMIIEMO.
B cMmemanHOM pekuMe TOCTYIICH JUIIh OJJUH BUJ] BJIOKEHHOCTH — TJI00AJIbHBIE
TPYIIBI TI000TO JOMEHA MOTYT BXOAWTH B JIOKAJIBHBIE TPYTIIBI JOMEHOB; B
CMEIIaHHOM PEXUME YHUBEPCATBHBIE TPYIIIBI HEJOCTYITHBI,

B ocHOBHOM pekrMe JOCTYITHBI BCE TIpaBUIIa YICHCTBA B TPyIIax, J0-
MTyCKAIOTCSI MHOKECTBECHHBIC YPOBHH BIIO)KCHHOCTH.

Crparerum rpynn

st abpexTuBHOM pabOTHI HAAO ONPEASTUTH MOPSAOK UCTIOIb30BaHUS IPYIIN a
TaK)Ke TUIIBI TPYTII, KOTOPbIC OyIyT 3aJ€iICTBOBAHBI B KOHKPETHBIX CUTYaIUsX.

Hcnoab3oBanue T1J100aJbHBIX M JIOKAJBHBIX TpPynm JOMeHa
[IpaBuna peanuzanuu T7I00aTBHBIX W JIOKATBHBIX TPYHI JOMEHA WCHTUYHBI
PEKOMEHAIMSM TI0 CO3AaHui0 cTpateruil rpynm mis romeHoB Windows NT 3.x/4.0.
Hapno:

39



MOJIb30BaTENe CO CXOXHUMH OOS3aHHOCTSMH OOBEIWHUTH B OAHY TPYIIY;
HampuMep, B OyXrajaTepuu MOXKHO OOBEIUMHUTH YUYETHBIE 3alUCU OYyXTaJTepoB B
rpynny Accounting; ONpenenuTh, K KakKUM pecypcaM WIM TpynrnaM pecypcoB
oOpalaroTcs COTPYIHUKH, U CO3/1aTh JJIA 3TOTO pecypca JIOKAIbHYIO IpyIIy JoMe-
Ha; HalpUMep, €CIU B OpraHMU3allMi HECKOJIBKO I[BETHBIX INPUHTEPOB, CO3JailTe
JIOKaJIbHYIO rpyniy JIOMEHA Color Printers;
BBISIBUTH BCE II00AJIbHBIE TPYIIbI, 0Opallaouecs K OJHUM U TEM XKe pecypcam, U
BKJIFOYUTh 3TH TPYINIBI B COOTBETCTBYIOLIYIO JIOKAJIBbHYIO TPYIIy JOMEHA; Tak,
MOXXHO J100aBUTH TJI0OanmbHBIE Tpynmbl Accounting, Sales u Management B
JIOKaJIbHYIO rpyniy JIOMEHA Color Printers;
Ha3HAYNUTh JOKAIBHOW TPYyMIE JTOMEHA COOTBETCTBYIOLIME pa3peLCHHUs; HAIPUMED,
rpynne Color Printers Hago Ha3HAUUTH pa3pelieHUsT Ha JOCTYH K I[BETHBIM
MIPUHTEPAM.
Kome Toro, nomenias y4eTHbIE 3alIMCH NIOJIb30BATENEN B JIOKAJIbHBIE TPYIIIBI TOMEHA
Y Has3Haydas MOCIEIHUM pa3pelieHHs,, Bl HE MOKeTe MPeNOCTABIATh PA3PEIICHUS
BHE JoMeHa. ['MOKOCTh cTpareruu Trjo0aJbHBIX M JIOKAJbHBIX TPYII JOMEHa
CHUKAETCS C pocToM CETH.
Hecmotpss Ha mnpeumyniecTBa JaHHOW CTpaTeruu, NpU pabdoTe C HECKOJbKUMHU
JOMEHaMU pa3MeUICHUE YYETHBIX 3aucell B INI00aJbHBIX IpyNNax U Ha3HAYeHUE UM
pa3peleHuil MOXKET YCIOKHUTh aIMUHUCTpUpOBaHUE. Eciau riiobanbHeIM IpynnaM
HECKOJBKHX JOMEHOB HY>KHbI OJIMHAKOBBIE pa3pelleHHs, MPUIETCS Ha3HayaThb HUX
KK 01 rpynmne B OTJIETbHOCTH
OObenMHUTE TIOJIb30BATENIEd CO CXOXKHUMHU OOS3aHHOCTSMU B OJAHY TPYIIILY
Cozpaiite ni COBMECTHO HCIOJIb3YEMbBIX PECYpPCOB JIOKAJIBHYIO TPYMIy JOMEHa
JloOaBbTE B JIOKAJBHYIO TPYIITY JOMEHA TJI0OAIbHBIE T'PYIIIbI, KOTOPBIM TpedyeTrcs
I0CTyI K pecypcam
Ha3naubTe TOKaIbHOM IrpyIe JOMEHa pa3peleHus JOCTyIIa K pecypcam
BHeapenue rpynmn

Pa3paboTaB 1ru1aH, rpynmbl MOKHO BHEJPSTh.
OObnacTh IeNCTBUS CIIElyeT ONPEENITh B COOTBETCTBUU C TEM, Kak Oyner
UCIOJIb30BaThCs Tpymnmna. Tak, rio0anbHble TpyNIbl pEKOMEHIYI0TCS AJIs
IPYNIUPOBKY YYETHBIX 3alIMCEN NOJIb30BaTeei. JIOkambHble JOMEHHBIE U
YHUBEpCaJIbHbIE TPYMNIbI YOOHBI ISl HA3HAUEHUS Pa3pellieHUH 10CTyIa K PECypCaM.
['oGanibHbBIE TPYNIBI CIAEAYET BKIIOYATH B JIOKAJIbHBIE IOMEHHBIE U YHUBEPCAJIbHBIE
IPYIIIBI.
J100aBiATH y1ansTh NOJb30BaTeNIel U3 YHUBEPCAIbHBIX TPy HE PEKOMEHAYETCA,
MOCKOJIBKY 3TO MOKET CUJIbHO YBEJIMYUTh TPAPUK PETUIUKAIUH.

[Tepen co3manmeM TpyIIBl B ToMeHe yOeIuTech B HAIMYUN y Bac cOOTBETCTBYIONTUX
npaB. Ynenwsr rpynn Administrators u Account Operators JaHHOTO JOMEHa TIO
YMOJTYAHUIO O0JaJaf0T BCEMH HEOOXOJAMMBIMHU pPa3pelICHUsIMU. AJIMUHUCTPATOP
MOKET TPEIOCTABIAThH MOIH30BATEISAIM pa3pelieHus] Ha CO3/IaHHue TPYII B JOMEHAX
WU B OIl.
Wms rpymnmbl JOKHO ObITh MHTYUTUBHBIM, OCOOCHHO €CITH aJIMUHUCTPATOPHI IPYTUX
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JIOMEHOB OynyT MCKaTh ero B Active Directory. Eciin B HECKOIBKUX JOMEHAX €CThb
napasuieJbHble TPYMIbI, yOeAUTeCh, YTO UX MMEHA TakkKe MapauielbHbl. CKaxkeM,
€CIi B JIOMEHaX HMEIOTCS OTIENbHBIE TPYMIBI Ui MEHEKEPOB, CHUCTEMa HX
MMEHOBAaHUS JOJKHA OBITH COTJIAaCOBaHHOM, Hampumep, Managers USA u Managers
Australia.

Co3nanue rpynm
Jlns co3panus rpymnn ciykuT ocHactka Active Directory Users And Computers. Ux
cnenyet coznaBath B OII Users unu B OIl, co3ganubIx crienuaibHo AJig rpyni. B
MIPOIIECCE POCTA U PA3BUTHS OPraHU3AIUMN HEKOTOPHIE TPYIIBI MOTYT OKa3aThCs
HEHY>XHBIMH. Takue rpyIIibl HAI0 yAalsaTh. ITO TOMOXET Bam rapaHTUpOBaTh
0e30MacHOCTb, T. €. BbI He prcBOUTE pa3pelIeH s JOCTyIa K pecypcaM IpyTie,
KOTOpas 00JIblle He UCTIOoNb3yeTcss. YTOOBI co3aTh IPyIITY, 3allyCTUTE OCHACTKY
Active Directory Users And Computers. B mento Action ([leiictBue) Boibepute New
(Coznats), a B Hem komanay Group (I'pymnma). OTkpoeTcs: auanoroBoe okHo New
Object — Group (Hogsrii 00bekT — I'py1ima), mapaMeTpbl KOTOPOTO TAKOBBI
AJIMUHUCTPUPOBAHNE TPYIIT
Ocnactka Active Directory Users And Computers 1mo3BoJisieT J00aBJIsSTh YICHOB B
TPyIIy, U3MEHATh 00JIACTH ACHCTBUS U yIAJSATh TPYIIIBIL.

Jlo0aBJieHUEe YIE€HOB B IPynimy
B co3pgannyto rpynmny MOKHO J00aBJISTh YIEHOB — YUYETHBIE 3aIUCH M0JIh30-
BaTesiel, KOHTAKTHI, IPyTHe TPYIIBI U KOMITbIOTEPhI. KOMITBIOTEpHI 100aBISIOTCS B
TPYIIY JUIsl TPEAOCTABICHUS UM JIOCTYIIA K pa3AesisieMbIM PECypcaM JAPYTUX CUCTEM,
HarnpuMmep, JUIis yIaJIeHHOTO Pe3€pPBHOIO KOMUPOBAHUS
YtoOsI 106ABUTH HOBBIX WICHOB, JBAXK/IBI IICIKHUTE HYXKHYIO Tpynmny. B
JMAJIOrOBOM OKHE CBOMCTB nepenauTe Ha BKIaaKky Members (UneHsl rpyniibl) u
mienkauTe kHonky Add (lo6aButs). OTkpoeTcs nuanoroBoe okHo Select Users,
Contacts, Or Computers (Bei6op: [Tonb3oBatenu, Kontaktel u Kommnbrorepsr)

N3MeHeHune 00J1aCTH AeCTBUS TPy
B nporiecce pa3BuTHs ceTd MOKET BOSHUKHYTh TOTPEOHOCTh B U3MEHEHUH 00J1acTh
neucTBug rpymmbl. HanmpuMep, 9To0bI TPEI0CTaBUTh MOJIH30BATEISAM JOCTYII K
pecypcaM Ipyrux 10MeHOB, BaM MOKeT moHaaoOUuThes mpeodpa3oBaTh UMEIOITYIOCS
JIOKaJIBHYIO IOMEHHYIO TPYIITY B T100anbHy10. U3MEHUTh 001aCTh N1EUCTBUS TPYIIIHI
no3BoJsieT Bkiaaka General (OOmue) 1MagoroBoro OKHa CBOMCTB IPYIIIIHL.
IIpumevanue M3meHATh 0051aCTh JEHCTBUS TPYIIIBI MOKHO JIMILb B TOMEHAX
OCHOBHOTO pexuMa. B 1oMeHax cMelaHHOTO pekuMa Takasi onepaius He
nonyckaercs. Kpome Toro, Windows 2000 He noaaepKuBaeT u3MeHeHue 00J1acTu
NeNCTBUSl YHUBEPCAILHOU TPYIIIbI, TOCKOJBKY OFPaHUYEHHUS H YJIEHCTBO U 00J1aCTh
JENUCTBUS APYTUX TPyMIl 60Jiee CTPOTH.

Ynajienue rpymnm

Kaxxnas rpymnma obmagaeT yHUKaIbHBIM UAeHTHU(UKaTOpOM Oe3omacHocTH, SID,
ITOBTOPHO 3aJ1eliCTBOBATh KOTOPBIM HEBO3MOKHO. SID B Windows 2000 ciry>kuT miis
UAeHTU(UKAIIIY TPYII U IPUCBOEHHBIX e pazpemieHuii. Windows 2000 ue
HCIIOJIB3YET MOBTOPHO UIACHTU(DUKATOPHI YIATCHHBIX TPYII, Jaxe eciu Bo
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CO3JauTEC rpyuiry ¢ MMCHCM, daHAJIOTMIHBIM UMCHU YI[aHeHHOﬁ TPYIIIIBI.
CJ'IC,Z[OBaTeJIBHO, BOCCTaHOBHTDL JOCTYII K pE€CypCaM, BOCCO3AaB I'PYIIITY, HCJIb3A.

[Ipu ynaneHuu rpymnibl yaansercs JUIIb cama IPYIIa U CBsI3aHHbIE C HeH
paspenieHus. YUeTHbIE 3allMCH MOJIb30BATENIEeH — WIEHOB IPYIIIBI HE
3aTparuBaroTCs. Y JainsieMyro TpyIny MEIKHUTE TPaBOil KHOMKOM U BhIOEpUTE B
KOHTEKCTHOM MeHI0 komanay Delete (Y ganuts).
BHeapenue JIOKaJbHBIX TPy

JlokanbHas rpymnmna MOXeT BKJIIOYATh YUETHBIE 3alICU KOMITbIOTEpPA, HA KOTOPOM OHA
HaxoauTcs. Ee pekoMeH1yeTcs MpUMeHsITh JJIsl Ha3HAUEHUsT Pa3pellieHu 10CcTymna K
pecypcaM, pacioJIOKEHHBIM Ha TOM K€ KOMIIbIoTepe, uTo U rpynmna. Windows 2000
CO3JIA€T JIOKAJIbHBIE TPYIIIIbI B JIOKanbHOU b/l cucteMbl 3anuThl. JIOKambHbIE TPYIIIbI
OBIBAIOT JOMEHHBIMHU U U30JMPOBAHHBIMU.

Co31aHue JJIOKAJIbHBIX FPYNII
N3onupoBaHHbIe JOKAIbHBIE TPYIIIHI MO3BOJISIET CO3/1aTh ocHacTka Computer
Management. JIokanbHble Tpymnmbl co3natorces B nanke Groups (I'pymnmsr). UToOb
CO3J1aTh JIOKAJIbHYIO TPYIITY, pacKpoiTe B aepeBe koncou manky Local Users And
Groups (JIokanbHbIE MOIB30BATENN U TPYIIBI) U MICIKHUTE nmoananky Groups
(I'pymnmst). 3ateM B MeHio Action BeiOepute komanay New Group (Co3gath rpymiry).
B oTkpbIBIIIEMCST AMAIOTOBOM OKHE BBEAUTE UMsI M onucanue rpynimsl. [Tapamerpsl
nuanoroBoro okHa New Group (Co3maHue rpyIbl) ONKUCaHbl HIX

BcTrpoenHbie rpynmnbl
B Windows 2000 yeTbIpe THa BCTPOSHHBIX TPYMII: TJI00aTbHbIE, TOMEHHBIE
JIOKaJIbHBIC, N30JUPOBAHHBIC JIOKAIBHBIC U CUCTEMHBIE. BCTpOCHHBIE TPYTIITBI
o0aaroT npeaonpeacaeHHBIM HaOopoM wiieHoB 1 rmpaB. Windows 2000
aBTOMATHUYECKU CO37ACT TaKWE TPYIIIBI, YTOOBI BaM He MpUXOAMIOCH BPYUHYIO
co3/1aBaTh IPYIIBI U Ha3HAYATH PA3PEIICHUs ISl 4aCTO HUCTIOIB3YEMbIX (DYHKITUH.

BceTrpoennbie 17106ajbHbIE TPYHIIBI
[To3Bomsit0oT 00BENUHATH YUeTHBIC 3anucH obiiero Tuna. Windows 2000 o
YMOJTYaHUIO TOOABIISIET YJICHOB B HEKOTOPHIE BCTPOCHHBIE TTI00aNbHBIE TPYIIIbI. BbI
TaK)Ke MOXETE J100aBJIATh B HUX HOBBIX YJIECHOB, YTOOBI IPEIOCTABUTH UM IIpaBa u
paspenieHus TPymIbL.

[Tpu cozpanuu nomena Windows 2000 co3ziaet BCTpOEHHbIE TTI00AIbHBIE TPYIIIHI B
xpanuiuuie Active Directory. UToObI NpUCBOUTH BCTPOEHHOM I100aibHOM IpyIie
npaBa, e MOXKHO T0OABUTH B JIOKAJIBLHYIO TPYIITY JOMEHA WUJIH SIBHO HA3HAYUTH €1
HY>KHBIE TTpaBa M pa3pericHus.
OII Users conep>KUT BCce BCTPOEHHBIE IPYINbI JoMeHa. Huke nepednciensl
CTaHJIaPTHBIE YIACTHUKH HanOoJiee paclpOCTPaHEHHBIX BCTPOSHHBIX TJI00aThHBIX
rpyMI:

BceTrpoeHHas okajibHasi TPyIIa 10MeHa
Windows 2000 co3naet BCTpOSHHBIC JTOKATBHBIC TPYIIIBI IOMEHA, YTOOBI
MPEIOCTABUTD MOJIH30BATENSM MPaBa U pa3pelIeHMs Ha BBITIOJHEHHE 3a/1a4 B
xpanunuie Active Directory, a Takke Ha KOHTposUiepax gomeHa Berpoennast
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JIOKaJIbHAs TPYMIa B EJI0OM pab0TaeT aHAIOTMYHO JIOKAJIBHOM TPYIINe JOMEHa,
€UHCTBEHHOE OTJINYME B TOM, YTO €€ HENb3sl YIAIUTh.

BcetpoeHHbie oKaabHbIE TPYIIIBI IOMEHA TPEIOCTABISAIOT 1OOABISIEMBIM B HUX
YUETHBIM 3aMKCSIM MOJIb30BaTENE! U TJI00ABHBIM TpynnamM Habop
npenonpeneNeHHbIX MpaB u paspenienuil. Hanboiee pacnpocTpaHeHHbIe
BCTPOCHHBIE JIOKAJIbHBIE TPYIIIBI, & TAKXKE MPUBUIIETUH, KOTOPHIMU 00JIaJIal0T UX

YJICHBI, TAKOBBEI:

JlokanbHas rpynna

Onucanue

Account Operators
(Oneparopsbl yuera)
Server Operators
(Oneparopsl cepBepa)
Print Operators
(OnepaTopsbl me4aTn)

Administrators

(AIMHMHHCTPATOPHI)

Backup Operators

(onepaTopsl apxuBa)

Qests (I'ocTn)

Users (Ilosib3oBatesin)

Co3naBarh, yalisTh ¥ W3MEHATH MpaBa TPYII U YYECTHBIX 3aruceit
nosib3oBareseil. UneHsl TPyNmbl HE WMEIOT pa3pelieHus Ha
n3MeHeHue rpynnbl Administrators ¥ JIFOOBIX TPYIIN ONEPaTOPOB.

[IpenocTaBisiTh B COBMECTHOE HCIOJB30BAaHUE JUCKOBBIE PECYPCHI,
aApXUBHUPOBATH U BOCCTAHABIUBATE (hailyIbl HA KOHTPOJUIEPE TOMEHA.

HacrtpauBars u ynpaBisTh CETEBBIMH IPUHTEPAMH Ha KOHTpOJLIEpAX
JIOMEHa.

BeimonmHATe  BCE  agMUHHUCTPATUBHBIC  3aJauyd  HA  JIFOOBIX
KOHTpOJUIEpaX JOMEHa, BKJIO4Yas caM JOMeH. [lo yMmoiuaHuio
YWICHAMH JIAaHHOW JIOKAJILHOW TPYNIBI SBISIOTCS y4YeTHAs 3aIucCh
Administrator, rmoGanbuble rpynnsl Domain Admins u Enterprise
Admins.

ApXHBHpPOBATh U BOCCTAHABIMBATh BCE KOHTPOJUIEPHI JOMEHA IPH
nomontu yrunutel Windows Backup (ApxuBanus).

OOparmarbest UMb K TEM PecypcaM M BBITIONHSATH JIMIIb TE 33J[a4H,
Ha KOTOPbIE Y HUX UMEIOTCS pa3perieHus. YaeHsl rpyInbl He MOTYT
BHOCHUTB TMOCTOSIHHBIE U3MEHEHUSI B KOHPUTYpaIHio pabodero cToJa.
[To ymonmyaHuio 4jieHaAMH 3TOH TPYIIIBI SIBISIOTCS Y4YE€THAs 3aIuch
Guest u rnobanpHas rpynna Domain Guests. Ilpu ycraHoBke
HEKOTOpBIE CIYXObl aBTOMAaTHYECKH T00ABISIOT MOJb30BaTelei B
3Ty JOKanpHyl0 rpymnmy. Hampumep, ciayx0s1 Microsoft Internet
Information  Services (IIS) aBTomaruyecku [00aBISAIOT  BO
BCTpOCHHYIO rpymmy Guests y4YeTHBIE 3aluCH  AHOHHMHBIX
II0JIb30BaTENEN.

OOparaTbest JUIIB K TEM pecypcaM U BBINOJIHATH JIMIIbL T€ 3a]auu,
Ha KOTOpPbIE Y HUX UMEIOTCS pa3perieHus. YiaeHsl rpymibl He MOTyT
BHOCHUTH MTOCTOSIHHBIE U3MEHEHHs B KOH(PUTYpaIHIo paboyero croa.
[To ymomyaHuiO YjeHaMH 3TOM rpynmsl ABIsAOTCA rpymnna Domain
Users, cneunanshbie rpynnsl Authenticated Users (Ilpormenmue
npoBepky) u INTERACTIVE (MutepaktuBnsie). Ilomnepikka
cucTeMHbIX Tpynn ocymiectBisgercs Windows 2000; ymamuthe ux
Henb3s. ['pynmy Users pekomeHAyeTcs MNPUMEHATh I Ipe-
JIOCTaBJICHUS] BCEM YYETHBIM 3aIllMCSAM JOMEHA IPaB U pa3pelleHui,
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KOTOPBIMHU JOJDKEH 00J1a1aTh KaX bl IMOIh30BaTEb.

BceTpoeHHbIe JT0KATbHBIE TPYNIIbBI
Ha Bcex n301MpoBaHHBIX U PSAIOBBIX CEpBepax U kKommbloTepax ¢ Windows 2000
Professional ecTs BcTpoeHHBIE JOKaIbHBIC TPyHIEl. OHU MIPEAOCTABIAIOT
pasperieHus Ha BRITIOJTHEHUE 3a/1a4 (BOCCTAHOBIICHUE U apXUBHPOBaHUE (HANMITOB,
M3MCHCHHE CHCTEMHOT'O BPEMECHH, aIMUHUCTPHUPOBAHUE PECYPCOB CHCTEMEBI H JIp.) Ha
otneapHoM Kommbrorepe. Windows 2000 rmomerniaeT BCTPOSHHBIC JIOKAIbHBIC TPYIIITHI
B maniky Groups (I'pynmsr) ocHacTkn Computer Management. Kak 1 BCTpOCHHBIC
JOMCHHBIC JIOKaJIbHBIC, YIaJTUTh BCTPOCHHBIC HEJJOMCHHBIC JIOKAIBHBIC TPYIIIIBI
HEJB34.

[TpaBa, koTOpBIMHU 00J1aAAOT WICHBI BCTPOCHHBIX JIOKAIBHBIX TPYIIII,
TAKOBBI:

BcTpoenHble cucTeMHBIE TPYIIIBI

Ha Bcex Windows 2000-koMmbrOTEpax €CTh BCTPOCHHBIE CHCTEMHBIE TPYTITHI
(8 Windows NT — cnenuanbshbie rpyiibl). CUCTEMHBIE TPYIIBI HE UMEIOT
OTIPEICTICHHOTO CIMCKA WICHOB, KOTOPBIM MOYKHO ObLTO OBl M3MEHSTH; B pa3HOE
BpEMs COCTaB WICHOB TAKHX TPYII MOXKET Pa3IudaThCs B 3aBUCUMOCTH OT METO/1a
JI0CTYyIIa TI0JIB30BATEINS K pECYpCy WM KoMIbloTepy. [Ipyu anMuHuCTpUpOBaHUH
CUCTEMHBIE TPYMIbl HEAOCTYITHBI, OJJHAKO OHU OTOOpaXKaroTCs MPU Ha3HAYCHUU TIPaB
U pa3pelieHni TOCTyIa K pecypcam.

CocraB cucremHbIx Tpyti B Windows 2000 ocHoBaH Ha crioco0e JocTyna K
KOMITBIOTEPY, a HE Ha TOM, KaKH€ MOJIb30BaTEIN padOTAIOT C KOMIIBIOTEPOM.
Haubouee pacnpocTpaHeHbl BCTPOSHHBIE CHCTEMHBIE TPYTIIIBI:

3aganme 1: co3nanue rpynin
Bbl co3naanTe rio0anbHy0 Tpyniy 3alllUThl U 100aBUTE B HEE WICHOB — JIBE
paHee co3aHHbie yueTHble 3anucu Jane Doe u John Smith. 3atem Boi coznanure
JIOKaJBHYIO TPYMIY JOMEHA U Ha3HAYUTE €l pa3pelieHus J0CTyna K OT4eTaM o
nponaxax. [Tocie aroro Bel mpepocraBute wieHam riao0aabHOM IPYIIbl 3alUTHI
JOCTYI K OTYETAM O Ipojaxax, J00aBHUB 3Ty TPYMIY B JOKAJIbHYIO TPy JTOMEHA.

3ananue 2: co3paiiTe rjo0ajbHYK TpyIiy, 100aBbTe YYACTHHUKOB H
OPraHU3yHTe yYeTHbIE 3alMCH M0JIb30BaTe el

Coznaiite T700abHYIO TPYIIY 3allUTHI, 100aBFTE B HEE WICHOB U TEPEMECTHUTE
MOJIb30BATEINS U3 OJHOTO OpraHu3aloHHoro noapasnenenus (OID) B apyroe.

1. Yoenurech, uto ocHacTka Active Directory Users And Computers ot-
KpbITa U B OKyCe

2.B nepeBe KOHCOJIN IIECIIKHUTE y3ein OIl Sales.
Ha npaBoii manenu nosiBUTCS y4eTHas 3anuch noJibzosarens Jane Doe.

3. B mento Action Beibepute New (Co3nats), a 3ateM — koMany Group.
OTtkpoetcs nuanoroBoe okHo New Object — Group (HoBblit 00bekT — ['pynma).
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4. Yoenutech, uto BbIOpansl mnepekitodarenu Global (I'moGanbhas) u
Security (I'pynna 6e30macHOCTH)

5. B mone Group Name (Mms rpymmsr) BBeaute Sales u menkaute OK.
Ha npaBoii manenu y3ia nosiBUTCSL HOBasi Tpymia.

6. Ha npaBoit maHenu  ABaxkabl — IIENKHUTE — rpymmy  Sales.
OTtkpoetcs nuanoroBoe okHo Sales Properties (CoiicTBa: Sales).

7. Tlepeiiaute Ha BKiIaaKy Members (UneHBbI TPYIIIbI).

8. lllenkauTe KHOTIKY Add ([lo6GaBuTh).
OTtkpoetcs auanoroBoe okHO Select Users, Contacts, Computers, Or Groups (Beioop:
[Tonb3oBarenu, Kommnetorepsl, Kontaktel wiu ['pynmer); B ciucke Look In (Mckate
B) Oynet BeiOpaHo study.bmstu.

9. B cmmcke y4YeTHBIX 3alyCel, TPYMI W KOMITBIOTEPOB IIMEITKHHUTE
Jane Doe m, ynmepxwuBas  kmaBumry — Ctrl,  menkaute  John Smith.
Bynyt BeiOpaHbl 00e yueTHbIe 3anucu. YdeTHas 3anuch Jane Doe nHaxoautcs B Ol
study.bmstu /Sales, a John Smith — B OIT study.bmstu / Users.

10. enkuute kHOmKy Add ([lo6aButh). Yuernwie 3amucu Jane Doe u
John Smith ctanu unenamu rmo6anbHOM TPyNIbI 3aUTHI Sales.

11. [lenkuute kHOTIKY OK.

12. Cuosa menkaute kHONKY OK, 4TOOBI 3aKpBITh UATIOTOBOE OKHO Sales
Properties (CpoiicTBa: Sales). B opranuzanuonssix nesnsx Bel pemmnu nepeMecTuthb
yueTHyto 3anuck John Smith B OII Sales.

13. [llenkuure OIT Users.

14. Ha npaBoii maHenu meJKHUTE YYeTHYIO 3anuch John Smith.

15. B mento Action ([lefictBue) BoiOepute koMmanay Move (Ilepemectute)
OTKpoeTCst OTHOMMEHHOE OKHO.

16. BriGepure OIl Sales 151 LIETKHATE KHOIIKY OK.
VYyetnas 3anuch John Smith Gonbie He oroOpakaercs B npaBoi nanenu Ol Users.

17.B TiepeBe KOHCOJIU HICJIKHUTE OIl Sales.
B mpaBoit manenu oroOpaxkeHbl yderHble 3amucd John Smith u Jane Doe u
riiobanbHas rpymnma 0e3omnacHoctu Sales.

18. JIBaxxib1 HIECTTKHUTE rJI00aJbHYIO rpynmny Sales.
OTtkpoetcs nuanoroBoe okHO Sales Properties (CoiicTBa: Sales).

19. Tlepeitnure Ha  BkjIaaky  Members (Unensl TPYIIIIBI).
VYyernas 3amuck John Smith nmo-npexxnemy uneH rpynnbl Sales, HO HaxoAMUTCS
terneps B nanke study.bmstu /Sales.

20. [lenxaute kHOMIKY OK.

3aganme 3: co3jgaliTe W HMCHOJB3YHTE JIOKAJBHYK TPyNmy JOMeEHA
Co3znaiite JOKaNIbHYIO TPYINTY JOMEHA JUIsl MPEIOCTABICHHS JIOCTYMa K OTYeTaM O
nponaxax. B nee Bbl jo6aBute rinobanbHYIO rpymimy 0€30MacHOCTH, CO3JaHHYI0 Ha
JTarne l.

1. IlenkHUTE TPaBYIO MaHEIh KOHCOJIH, YTOOBI CHATH BBIJCIICHUE C TPYII-
bl Sales.
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2. B wmenio Action BwiOepuTe New, a 3atem — xomanay Group.
OTtkpoetcs nuanoroBoe okHo New Object — Group.

3. B none Group Name (Mms rpynmsl) BBenute Reports.

4. lllenxuute nepexirouatenu Security (I'pymnmna 6e3omacHocTi) 1 Domain
Local (JlokanpHas B TOMEHE).

5. lllenkuure xHonky OK. Ha npaBoit manenu mnsa OII Sales mosButcs
JIOKaJbHas Tpymma J0MeHa.

6. Ha mpaBoit mamenw  JBaxAwpl IIEAKHWTE Tpynmy  Reports.
OTtkpoeTtcs nuanoroBoe okHO Reports Properties (CpotictBa: Reports)

7. Ilepelinute Ha BKIaaKy Members (UYieHbl rpyIib).

8. lllenkauTe KHOTIKY Add ([loGaBuTh).
Otkpoetcs nuanoroBoe okHO Select Users, Contacts, Computers, Groups.

9. B cimcke Look In (Mckate B) BeiOepute myHkT Entire Directory (Bes
marka).

Bbynyr oroOpaxeHbl ydeTHBbIE 3alMCH M TPYMIbl BCEX JOMEHOB, a TaKke
PaCIOJIOKEHHUE ITUX YUYETHBIX 3aUCeil U TPYIIIL.

10. B cniucke y4deTHBIX 3alMCei, TPYHI U KOMIBIOTEPOB IIECIKHUTE 3aro-
JIOBOK Name (Nms).
[Tone Name (Mmst) OyaeT oTcopTUpOBaHO 1O alihaBUTY B yOBIBAIOIIEM MOPSIIKE.

11. CHoOBa MIENKHUTE ATOT 3aroJI0BOK, YTOOBI OTCOPTHPOBATH IOJIE MO aj-
(haBUTYy B BO3pacTaroIeM MOPSIKE.

12. B cmucke YYEeTHBIX 3amucedd, TPyNm W KOMITBIOTEPOB BBIICIHUTE
rofaneHyto rpynmny Sales u menkaute kHonky Add (Jlo6aButs). lllenkHuTEe KHOMKY
OK. I'pynnia Sales ctana 4ieHOM JIOMEHHOU JIOKaJIbHOU rpymnimbl Reports.

13. Hlenxaute kHOMKY OK.

14. 3akpoiite ocaactky Active Directory Users And Computers.

3ananme 4: HazHaubTe paspemenusa NTEFS
Brl HazHauuTe noKkanbHOU rpymnne noMeHa Reports paspemennss NTFS u mpoepute
J0CTy K narnke sales. BoimonHsiiTe yrpaxHeHue Ha KOHTpoJuiepe JoMeHa (10 CETH).

1. Coznaiite Ha qucke C: manky ¢ umeHem Dept.

2. Cuenaiite 3Ty narnky oouieit ¢ umenem pecypca Dept, a B mosie Comment
(KommenTapwmit) BBeauTe Department share.
Jlns ob1iiero pecypca 3aaBath pa3pelieHuil He HaJl0, TaK Kak namnka Dept co3mana Ha
tome NTFS.

3. Coznaiite B manke Dept monkaTanor Sales.

4. Beigenute nanky Sales.

5.B wmenw File (®aiin) BeiOepute komanay Properties (CBoiicTBa).
OTtkpoetcs nuanoroBoe okHO Sales Properties (CoiicTBa: Sales).

6. [lepeitnure Ha BKJIAJIKY Security (be3omacHocTs).
Cucremuoit rpynne Everyone (Bce) mpenocTaBieHbl NMOJIHBIE MpaBa yHIpaBICHUS
JTAaHHOM MAaIIKOH.
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7. Canmute ¢naxok Allows Inheritable Permissions From Parent To
Propagate To This Object (IlepeHocuTh HaciaegyeMble OT POAUTEIHCKOTO 0OBEKTA
paspenieHus: Ha 3TOT 00bekT). IlosiBuTCs cooOmenue Security (bezomacHocTh) c
OTHMCaHWEM JIOCTYITHBIX BapHAHTOB BHIOODA.

8. lenkauTe KHOTIKY Remove (Y nanmuts).
OTtkpoetcs nuanoroBoe okHo Sales Properties (CBoiicTBa: Sales).
9. Ulenxkaute KHOTIKY Add ([oGaBuTh).

OTtkpoetcs auanoroBoe okHO Select Users, Computers, Or Group.

10. B crucke Look In (Mckate B) BeiOepuTe myHKT Entire Directory (Bes
Tramnka).

11. B cnicke y4eTHBIX 3alKCei, TPy U KOMIIBIOTEPOB BbLaennuTe Reports
U menkHuTe KHomKy Add.

12. lllenkuure KHOIIKY OK.
B nuamoroBoM okHe CBOWCTB mamku Sales MOKa3bIBa€TCs, YTO JOKAIBHOW TpyIIe
Reports ipegocraBnensl paspemenns Read & Execute (Utenue u BeimonHeHue), List
Folder Contents (IIpocmotp conepskumoro manku) u Read (Utenue).

13. ITomeTbTe hnaxkok Write (3anucs) u mienkaute kHonky OK.

14. 3akpoiite okHo Dept u 3aBepmure ceanc Administrator (AaMUHHUCT-
patop).

15. 3apeructpupyiitech B cucteme kak Jane Doe ¢ maposiem student u ot-
kpoiite B okHe My Computer (Moit kommsrotep) manky C:\Dept\Sales.

16. B menro File BeiOepure New, a 3atem — Text Document (TexcToBbIit
JIOKYMEHT).

B okne Sales nosiButcst aitn New Text Document (HoBbIif TEKCTOBBIN TOKYMEHT).

17. JIBaxx b1 HICTIKHUTE ATOT daiin.
OTtkpoetcst okHO nporpamMbl Notepad (BiokHOT).

18. Brenure HECKOJIBKO CHMBOJIOB u 3akpoiite  Notepad.
[TostBUTCS 3amTpOC HA COXPAHEHUU U3MEHEHUN.

19. [llenkuurte kHOMKY Yes (Ja).

20. 3akpoiite okHO Sales.

21. 3aBepmute ceanc Jane Doe u 3apeructpupyiitech kak Bob Train 6e3
MapoJIs.

B ciyuae ommbku yoeautech, 4to Bl mbITaeTech 3aperucTpUpOBATHCS B UHTEPBAT
BpEMEHHU, Korja nojis3oBarento Bob Train paspemeno padoraTte B cucrteme. Bbl
3aJ1a]ii ATOT UHTEPBAI B OJJTHOM M3 TIPEABIAYIUX YITPAKHECHUH TaHHOMN TJIaBhI.

22. TlonpoOyiite 00paTUTHCS K narnke C:\Dept\Sales.
CooO1ieHue Dept U3BECTUT 00 OTKa3ze B JOCTYIIE.
Jleno B ToMm, uto Bob Train — He uiieH riobaibHOM rpymmbl Sales, kKoTopas B CBOIO
odepeab BKIIOYEHA B JOMEHHYIO JIOKaIbHYIO Ipymnmny Report. JlocTyn K JI0KaJIbHBIM
MafnKkaM TOXKE€ HEBO3MOXKEeH, Tak kak paspemieHuss NTFS pacnpocTtpaHstoTcss U Ha
CETEBOM, U HA JIOKAJIBHBIN JTOCTYIL.

23. lllenxkaute kHOMKY OK U 3akpoiiTe okHO Dept.

24. 3aepmute ceanc Bob Train.
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ConeprkaHue oTdeTa 1o J1abopatopHoi padoTe
OT4eT MOJKEH colepkaTh CIEIYIONTYI0 HH(OPMAIIHIO:

TUTYJIBHBIN JUCT.

[{enb paGoOTHI.

Kparkoe onucanne U CKpUHIIOT MO KaXXJA0W U3 KOMAaH/I.
BriBos.
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JlabopaTtopnas paGora Ne 7

HccaenoBanue rpynnoBoi moJUTUKHA

Hean padorhl: M3yunTs pa3paboTKy IpyIIIOBON MOIUTHKH

Teopernyeckas 4acTh:

['pynmnoBeie TOJUTUKH — CpPEICTBA UEHTPAIU30BAHHOTO YIPaBICHUS
HACTpOMKaMH KOMIIBIOTEPOB TMoJjb3oBareneld. OHM MOTYT TPUMEHSThCA IS
VOpaBJICHUS TapamMeTpamMu pabodyero CTojia MOJb30BATENs M PAa3IMYHBIX
MPWIOKEHUH, HAOOPOM pa3pelIeHHBIX MPUJIOKEHUH, CUCTEMHBIMU TPUBUICTHSIMH,
napamMeTpaMH CUCTEMbI 0€30IIaCHOCTH, aBTOMAaTUYECKON YCTaHOBKOM MPOrPaMMHOIO
oOecrieueHus U T.1.

OObIYHO TpYNNOBBIE MOJUTUKA  HCIONB3YIOTCS Ui YIpPaBJICHUSA
HaCTPOWKaMU KOMIBIOTEPOB B IOMEHE, OJHAKO CYIIECTBYET BOZMOXHOCTh PaOOTHI C
JOKQJIbHOM TOJUTUKOM KOMIIBIOTEPA, YTO IO3BOJSET HCIOJIb30BAaTh 4YacTb
BO3MOKHOCTEH TPYMIOBBIX TMOJUTHUK TPU  aJIMUHUCTPUPOBAHUHU  OTIECIHHOTO
KOMIIBIOTEDA.

KoHuenumu rpymmnoBoi NOJIUTUKH

['pynmoBble  MONMTUKM TMPEACTaBIAOT €000l  Habop mapaMerpoB
KOH(pUTypalli KOMIBIOTEPOB U OKPYKEHHUS IOJb30BaTENs, XpaHALIUECS B BHUJE
OTJENbHBIX 00BEKTOB. [IONMUTHKYN MPUMEHSIOTCS K KOMIIBIOTEPY U TMOJIB30BATENIO BO
BpeMs 3arpy3Kud KOMIIbIOTEpPA M BXOJa IOJIb30BaTENsl B CUCTEMY COOTBETCTBEHHO.
Kaxxnp1ii mapameTp MOJUTUKH BBI3bIBAET ONpPE/IEICHHBIE U3MEHEHHS B CHCTEMHOM
peectpe Windows, TakuMm 00pa3oM, Jit000€ U3MEHEHUE, KOTOPOE BbI OCYIECTBIISIETE
Ha KOMITBIOTEPE MPH MOMOIIM TPYIMIOBBIX MOJMUTUK, BB MOXKETE OCYIIECTBUTH MpPHU
MoMoIlIM penakropa peectpa. OAHAKO TPYNNOBBIE TOJUTUKH MPEIOCTABISAIOT
ropazfo OoJsiee THOKKME M yAOOHBIC CPEACTBA JJIs YNPABJICHUS, CHUXKAS TEM CAMbIM
U3JIEP’KKH Ha HaCTPOMKY KOMITbIOTEPOB MoJib3oBareneil. OJHUM U3 caMbIX OOJIBLINX
NPEUMYIIECTB TPYNIOBBIX MOJUTHUK SBISIETCS LIEHTPAJIM30BaHHOE IPUMEHEHHE
ONPENEIEHHBIX HACTPOEK IS BCEX (MJIM YaCTH) KOMIBIOTEPOB MM IOJIb30BATENEHN B
JIOMEHE.

OOBEKTHI TPYIIOBON MOJIUTHUKH

Jlnst ompeznenenuss mapaMeTpoB KOH(UTypammu [jisi HEKOTOPOW TPYIIIbI
M0JIb30BaTENEH W/UIM KOMIIBIOTEPOB CO3/aI0TCSI OOBEKTHI TPYIIOBOM IMOJUTUKU
(Group Policy Objects, GPO) — 3akoH4YeHHBIE HAOOpPHI MApaMETPOB IOJUTHKH.
Kaxnplii 00BbeKT IrpynmnoBoid MOJUTUKM XpaHUTCS B Kartajore Active Directory B
KoHTelHepe rpynnoBoi noautuku (Group Policy Container, GPC). Kpome Toro,
OOBEKTHI TPYMNNOW TOJUTHKH XPAHATCA B BUAC CTPYKTYpPHI IaroOK, Ha3bIBAEMOMU
mabsoHom rpymnmnoBoil noautuku (Group Policy Template, GPT). O6suno B GPC
XpaHITCS PEAKO HM3MEHseMble W HeOosbllive Mo pasmepy mnapamerpol, a B GPT
XPaHSITCS 9aCTO U3MEHSIEMBIC TApaMETPhI U OOJIBIIINE MACCUBHI JAHHBIX. BHYTpeHHsIs
CTPYKTypa KOHTEHMHEpOB M IIA0JIOHOB TPYIIOBOM TMOJUTUKH CKpbITa OT BCEX
II0JI30BATENIEN CUCTEMBI, AK€ OT AIMUHHUCTPATOPA.
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OOBeKThl TPYNIOBOM MONUTUKM MOTYT TNPUMEHSTHCS Ha CIEAYIOLINX
ypoBHsX uepapxuu qomena Windows Server 2008 R2:

CaWT;

JIOMEH,;

OpraHU3alMOHHOE MOpa3/IeICHHE.

Heckonbko koHTeliHepoB Active Directory MOryT OBITh CBSI3aHBI C OJJHUM
00BEKTOM TpYyNMHOBOW TNOJUTUKH. B cBOlO ouepenb, ONUH KOHTeHHEp Active
Directory mMoeT OBITh CBsSI3aH C HECKOJBKUMHU OOBEKTaMU TPYIIOBONM MOIUTHUKH.
Takum 00pa3oM, Ha KOMIBIOTEP B JIOMEHE MOKET PacCIpOCTPAHATHCS JEHUCTBHE
HEOTPAHMYEHHOTO YHCIIa JOMEHHBIX 00BbEKTOB IPYIOBON MOJUTUKH, XPAHSIIUXCS B
Active Directory.

JlokanbHbIe OOBEKTHI TPYIIIIOBOM MOJIUTUKA

Ha xaxngom xommeiorepe Windows wuMeeTcs JIOKaJIbHBIH OOBEKT
IPYNIOBOM TOJUTUKHU, KOTOPBIA MPUCYTCTBYET HE3aBHCHUMO OT TOTO, SIBJIETCA JIU
KOMIIBIOTEp WIEHOM JIOMEHA U €CTh JIM CBeeHus1 0 HeM B Active Directory. Oanako
napamMeTpbl JOMEHHBIX OOBEKTOB TPYMNIOBOM TMOJUTUKHA MOTYT TEpPEKpPhIBAThH
napaMeTpbl JIOKAIbHBIX OOBEKTOB, MOATOMY IpH paboTe KOMIIBIOTEpAa B JIOMEHE
napaMeTpsl JOKAJIBHOTO OOBEKTa IPYNIOBOM MOJIMTUKM MEHbBILE BCEro BIMSIOT Ha
KOH(UTYpaI1IO OKPY>KEHHUS M0JIb30BATE.

[To ymon4aHuIO B JTOKaJIbHOM OOBEKTE TPYIIIOBOM MOJUTUKU OINPENETICHBI
TOJIBKO MapaMeTpbl 0€30M1aCHOCTH.

JlokanbHBIA  OOBEKT TPYNIOBOM TMOJUTUKM  XPAHUTCS B  TMAIKe
%systemroot%\system32\GroupPolicy. Bce ayreHTHGHUIIMPOBAHHBIC IOJIH30BATEIN
KOMITBIOTEPA UMEIOT IPABO HA YTEHUE U NPUMEHEHHUE JIOKATbHOU MOJMTUKH, OJTHAKO
MIPaBO €€ U3MEHEHUSI UMEIOT TOJIbKO WIEHBI IPYIIbl AMUHUCTPATOPBHI.

KoHTeitHeps! rpynnoBoil NOJUTHKA

Konteitnep rpynmoBoii nmomutuku (GPC) sBasercs oObeKTOM KaTajora
Active Directory, XpaHsIIuM CBOWCTBa 00BEKTa TPYIIIOBOM MOMUTUKHU. J{JIs1 KaX10r0
rnapameTpa TpYNIOBOM IOJIUTHKMA XPAHUTCS HOMEP BEPCHH, IO3BOJISIOIINN
OTCJIe)KMBATh M CHUHXpPOHM3UpPOBaTh M3MeHeHus kak mexay GPC u GPT, tak u
MEXy pa3iINuyHbIMH KOHTPOJIJIEpaMU JIOMEHA M CepBEpaMu II0OATBLHOIO Karajora.
Taxxxe GPC xpanut nndopmariuio 06 aKTHBHOCTH 00HEKTa TPYITIOBOM MOJUTHKH.

Taxxxe GPC comepxutT nansele xpaHwimima kiaaccoB Windows Server
2003, ucnosb3yeMoro sl LUEHTPAIW30BAHHOTO pPAa3BEPTHIBAHUS IPUIIOKEHUM Ha
KOMITbIOTEPaX JOMEHA.

Konrelinep rpynmnoBoil monutuku (takxke, kak u GPT), comepxut nBa
OCHOBHBIX MOJKOHTEHHEPA, XPaHAIIUX MapaMeTpbl IPYNIOBOUN MOIUTHKU:

Kondurypauuss xommnpiorepa — B 3TOM KOHTEWHepe cOOpaHbl Bce
napameTpbl, JEHCTBYIOLME Ha BCeX TIoJib3oBarelied Kommbiotepa. I[lapamerpsr
MPUMEHSIOTCSI TOJIBKO K OOBEKTaM KOMIIBIOTEPOB, HAXOMSIIMXCS B KOHTEHHepe ¢
HACTPOECHHOM I'PYNIOBOU MOJATUKOU.

Kongurypanus nonp3oBaress — B 3TOM KOHTeWHepe coOpaHbl mapaMeTphl,
JNEUCTBYIOUIME TOJBKO Ha OTAEJBHOIO IOJIb30BaTeNs Kommbrorepa. I[lapamerpsr
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MPUMEHSIOTCS] TOJIBKO K 0OBbEKTaM YYETHBIX 3allMCell MOJb30BaTENeH, HaXOASIIUXCS
B KOHTEHHEPE C HACTPOCHHOM IPYIIIIOBOX IMOJUTHUKOM.

Co3panue 1 IpUMEHEHUE TPYIIIOBBIX MOJUTHK

JIiist co3anusi 0ObEKTOB TPYNIOBOM MOJUTUKH, MPUBSI3KU K KOHTEHHEpam
Active Directory ucnosib3yercsi KOHCOJIb YTpaBji€HHE TPYyNNOBOM MOJUTUKH. Jliist
3almycka KOHCOJM YTpaBjieHUE TPYNIOBOM MOJUTUKUA HEOOXOJMMO BBINOJHUTH
CIEAYIOIIYIO TTOCJIEA0BATENBHOCTD AEHCTBHIA:

BrimonHuTe BXOA B OMEPalMOHHYIO CUCTEMY MMoA yrnpasieHueM Windows
Server 2008 R2 oz y4ueTHoi 3anuckio Administrator.

Haxxmure KHOIIKY Ilyck u BbIOEpUTE IIOCJIE0BATEIBHO
AJIMUHUCTPUPOBAHNE U Y IIPABICHUE TPYIIIOBOM ITOJIUTHKH.

B oxHe YmnpaBneHue rpynioBor MOJUTUKOW PACKPOUTE MOCIIEIOBATEIBHO
y31sl Jlec: school.local, lomens, school.local u Bei6epute y3en OObEKTHI TpyIOBOM
HOJINTUKH.

OOpatute BHUMaHMe Ha JBa OOBEKTAa TIPYNIOBOM  IOJUTUKH,
cymecTByromux 1o ymoidanuio: Default Domain Controllers Policy u Default
Domain Policy. IlepBbiii U3 HUX NPUMEHSTCS KO BCEM KOHTPOJUIEpAM JIOMEHOB,
BTOPOM — KO BCEM KOMIBIOTEpaM M  IIOJb30BATENSAM, HAaXOMAIIAMCS B
COOTBETCTBYIOILIEM JIOMeHE. M3MeHuM napamerpsl rpymnmnoBoil moiautuku Default
Domain Policy, OTK/II0UYMB HCIIOJIb30BaHUE TOJBKO CIIOKHBIX Maposei B fomene. s
3TOrO:

[llenkHUTE MpPaBOKW KHOMKON MBIIHM MO OOBEKTY TPYNIOBOM MOJUTUKH
Default Domain Policy u B mosgBUBLIEMCSI MEHIO BBIIIOJIHUTE KOMaHAy V3MEHUTH.

B oxne Pepaktop ymnpaBineHHs TpPyNIIOBBIMH TIOJUTHKAMU PAaCKPOWTE
nocnenoBareabHo y3ibl: Kondurypauusa xommnerotepa, [lomutuku, Kondurypanus
Windows, Ilapamerpsr 6e3omacHoctH, [lomuTuka ydeTHBIX 3amuceid M BHIOEpUTE
nanky Ilonutrka naposei.

[Ipumeuanue. OOpaTuTe BHUMAaHHE Ha CYIIECTBYIOLIUE IapaMeTphbl,
KOTOPBIM JIOJIKEH YAOBJIETBOPATH MAPOJIb MMOJIb30BaTeNsA. OTKIIFOUUM UCIOJIb30BaHHE
CJIOKHOTO MapoJIs:

B mpaBoii yacTu okHa B CHHCKE MOJUTUK BhIOepuTe MOIuUTUKY «Ilaponb
JOJDKEH OTBeYaTh TPeOOBAaHUSIM CIIOKHOCTU» M B MEHIO JlelicTBUE BBINOJIHUTE
komanay CBolcCTBa.

B okne CgoiictBa: Ilapons qoikeH oTBedaTh TpeOOBAaHUAM CIHOKHOCTH
YCTAaHOBHUTE MEPEKIOYATEIb B MOJ0kKEHNE OTKIIOUEH U HaxkMuTe KHONIKY OK.

3akpouTe OKHO PeakTop ynpasiieHHs TPYNITOBBIMA ITOJUTUKAMMU.

JI1s1 OOHOBJICHUS TIOIUTUK TpeOyeTcst onpeaesieHHoe BpeMs: oT 15 mun. Jlo
HECKOJBKHX dYacoB. YToObl (dopcupoBaTh OOHOBICHHS MMAPAMETPOB TOJUTHUKH

HEOOXOIUMO:

B xomanHOM CTpOKE BRIMOTHUTH KOMaHy gpupdate /force.
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Y6enurech, 4TO OOHOBJICHHE TPYMIOBBIX MOJIUTHUK MPOU3OILIO YCIEITHO U
M3MEHUTE MapoJib MOJIb30BaTENs petrovpp Ha MPOCTOM mapok, Harpumep, 11111111,

CornacHo pexkoMmeHnanusM kKommnaHuu Microsoft He pexomeHayeTcs
U3MEHITh OOBEKTHI TPYIIOBBIX MOJUTHUK, CO3JaHHbIX MO0 yMmonuanuto (Default
Domain Controllers Policy u Default Domain Policy), a co3naBath HOBble OOBEKTHI,
JaBasg WM 3HauMMble Ha3BaHWs (Hampumep, Ilapamerpel pabodero cromna
nosib3oBatessi). Co3naguM HOBBIM OOBEKT TPYNIOBOM TMOJUTUKH M HACTPOUM
nonuTuky «He orobpaxars mocieaHee UM MOJIb30BATEIN:

OTtkpoiiTe OKHO YIpaBieHue rpynnoBOM MOJTUTHKOM.

B oxHe YmnpaBneHue rpynioBor IMOJUTUKOW PACKPOUTE MOCIIETOBATEIBHO
y31sl Jlec: school.local, [lomensl, school.local u Bei6epute y3en OOBbEKTHI TpyIOBOA
MOJIUTHUKH.

B oxHe YnpasneHue rpynmnoBoi NOJUTUKON B MEHIO /[€HCTBUE BBIIIOJIHUTE
komanay Co3narte.

B okne HoBblif 00BEKT IpyInoBoil NOJUTUKHA B cTpoke MMs BBeauTe UMs
HOBOTO O0BEKTa IpyIIOBOM MOJIUTUKH, HanpuMmep, He oToOpaxaTh nocnennee nMms
IIOJIB30BATENS U HAKMHTE KHONKY OK.

[IlenkHKUTE MPaBOM KHOMKON MBIIIN MO OOBEKTY IpyInoBod noautuku He
0oTOOpakaThb IOCJIEHEE MM IOJIb30BATEIS M B IOSBUBLIEMCS MEHIO BBIIIOJIHUTE
KOMaHy MI3MeHHTSD.

B oxne Pepaktop ymnpaBieHus TpyNHoOBBIMU IIOJUTUKAMU PACKPOWTE
nocienoBateabHo y3ibl: Kondurypanusa xommnerorepa, [lomutuku, Kondurypanus
Windows, [lapamerpsl Oe3onacHocTH, JIOKalbHbIE MOJUTUKU W BBIOEpUTE MAIKy
[TapameTpbl 6€30MACHOCTH.

[Ipumeuyanne. OOpaTuTe BHUMaHHE, YTO 3HAYEHHE BCEX IOJIUTUK
HaxoJuTcs B coctosinue He onpeneneHo, To €CTh B 00bEKTE IPYNIIOBOM MOJUTHKU HE
yKa3aHO 3Ha4CHHE MMapaMeTpa.

B mpaBoii uacTh OKHa B CIKCKE TMOJUTHK BBIOGPUTE TMOIUTHKY
«MHTepaKTUBHBIN BXOJ B CUCTEMY: HE OTOOpa)xaTh MOCJIEIHEE UMS MOJIb30BATEIS» U
B MeHIo JlelicTBue BeIoHUTE KoMaHAy CBoiiCTBa.

B oxne CgoiictBa: VMHTEepakTHBHBIM BXOJ B CHUCTEMY: HE OTOOpaXkaTh
NOCJIEIHEE MMs TM0JIb30BaTesl MOMeThTe (uakok OmpenenuTs CleIyromnui
rnapameTp IOJIMTHKM, YCTAaHOBUTE NEPEKIIYaTeNb B I0J0XKEHUWE BrirodeH u
Haxxmute KHONKy OK.

3akpoiite OkHO PegakTop 00bEKTOB IPyHIOBOM MOJTUTHKHY.

Crnenyronum maroM sIBJISIETCSl MPUBsI3Ka 00BEKTa TPYNIOBON MOJUTHKH K
nomeny school.local:

B 1neBoii yacth oOkHa VYIpaBiieHUME TIPYNIOBOM IIOJUTUKOM IIEIKHUTE
MpaBOil KHOMKOW MBI 10 uMeHu nomeHa (school.local) u B mosiBuBImIEMCcS MEHIO
BBINIOJTHUTE KOMaHy CBs3aTh CyHIECTBYIOMNUNA O0BEKT IPYNIOBOIl MOTUTUKH.

B okne BpiOop o0bekra rpymnmnoBoil MOMUTUKH B coucke OOBEKTHI
IpyNIOBOM TMOJUTUKH BBIOEPUTE CTPOKY C HMMEHEM CO3JaHHOro paHee OOBeKTa
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rpynnoBoil nonutuku (He oToOpaxkars mocrnenHee uMs MOJIb30BATENs) U HAKMHUTE
kHonky OK.

[Ipumeuyanue. OOpaTtuTe BHMMaHHE, YTO B cnucke CBsi3aHHBIE OOBEKTHI
IPYNIOBOM TOJUTUKHA MOSBWICS HOBBIA 00BbeKT He oToOpaxkarh mociemHee ums
MOJIb30BATEIIA.

Boinonaute  gopcupoBaHHOE OOHOBJIEHHE MapaMeTpoOB  TPYIIIOBOM
HOJINTUKH.

[Iepe3arpy3ute BUPTyaIbHBIA KOMITBIOTEP MO YIIPABICHUE ONEPAMOHHON
cucteMbl Windows 7 u o0paTtute BHUMaHHE, 9TO VIS BXOJa B CUCTEMY HEOOXOIMMO
yKa3aTb HMs TI0JIb30BaTelid W Mapoyib (@ ATOr0 MOMEHTa UM MOJb30BaTENs
YKa3bIBaTh HE HaJ0 ObLIO, OHO COXPAHSIOCH C TTOCJIEIHETO CEaHca MOJIb30BaTENs).

OpraHu3aluoHHbIE €IUHUIIBI

J1o cux mop Mbl HACTPAUBAIM MOJUTUKH, KOTOPbIE TPUMEHSIIOTCS ISl BCEX
MOJIb30BATENIE M KOMIIBIOTEPOB B JoMmeHe. HMHorga BO3HHMKAaKOT HACTPauBaTh
pa3JIMYHbIEC 3HAYEHUSI OJJHOTO M TOTO K€ MapaMeTpa I Pa3jIMYHbIX MOJb30BaTEIeH
(HanmpuMep, HACTPOUTH pPa3UYHbIC JOMAIIIHUE CTPAHUIIBI B Opay3epe Uisl YYEHUKOB
10 u 11 xmaccoB). [lis perieHrs MOCTaBICHHOMN 3a/1aud HEOOXOJIMMO HMCIOJIb30BaTh
opraHu3anMoHHble  enuHuinbl.  Opranuzanuonnele  eauHuil  (OU),  win
MOApPA3AEICHUsA, MOTYT COJAEpP)KaThb IMOJb30BATENEH, TPYNNbl, KOMIBIOTEPHI,
npuHTEpbl U oOmme mnanku, a Takke japyrue OU. OU — 3T0 MHHHMMaJIbHAs
«EIVHUIA» aIMUHUCTPUPOBAHUS, IIpaBa YIPABJICHUS KOTOPOH MOXKHO JEIETUPOBATH
HEeKoTOopoMy moJib3oBarento win rpynne. C momomnipto OU MOXKHO 00€ecrneuuTh
JOKAJIbHOE aJMUHHUCTPUPOBAHHUE TMOJb30oBaTeNnel (co3ganue, MoauduKanus u
yAaJeHUE YUYETHBIX 3alIUCeH) WU PECYPCOB.

[Ipumeuanne. OpraHu3allMOHHBIC E€IUHUIBI W TOAPA3JACICHUS — 3TO
TEPMUHBI-CHHOHMMBI; MbI OyJiIeM dYallle HCI0JIb30BaTh TMOHSTHE OpraHu3allMOHHAas
eAUHUIIA, TOBOPS O CTPYKType Karajora Active Directory u ero nepese, u
nojpasziefieHne — Korja peub ujaer o0 aamMuHucTpupoBanuu Active Directory,
NEJIErUPOBAHUM YIIPABJICHUS U T. 11

B xaranore Active Directory opraHu3zalvOHHbIE €JUHUIIBI MIPEICTABISIOT
co0olf OOBEKTHl THIA «KOHTEMHEpP» M OTOOpa)x)arloTcs B OKHE OCHACTKH Active
Directory — nmosp30BaTeny ¥ KOMIBIOTEPHI Kak manku. MIX OCHOBHOE Ha3HA4YeHUE —
rpynnupoBaHre OOBEKTOB Karajora ¢ IENbI0 Mepefayd aJIMUHUCTPATUBHBIX
GyHKIUI OTACTBHBIM MOJIH30BATEIISIM.

HepeBo OU moxkeT oToOpaxaTh peajbHYIH CTPYKTYpy OpraHu3aluu —
aJIMMHHACTPATUBHYIO, PYHKIIMOHAIBHYIO U T. T. [Ipy 3TOM y4HTBIBatOTCS Hepapxusi
MOJTHOMOYHI OTBETCTBEHHBIX pAOOTHUKOB U HEOOXOAMMBIE (DYHKITUH YIIPABICHUSI.

OpranuzaiilioHHass €IWHUIA — MHHUMAaIbHAs CTPYKTypHas eIUHHIIA,
KOTOpPOM MOXHO Ha3HAYUTh COOCTBEHHYIO TpymmnoByio noautuky. Onnako OU He
ABIIIETCS CTPYKTYPHBIM JJIEMEHTOM 0Oe€30macHOCTH (T. €. HeIb3sd Ha3HAYUTh
MOJIpa3/IeJIEHUI0 HEKOTOpbIe MpaBa JOCTyNa K OMPEIEICHHOMY OOBEKTY), a CIIYKUT
TOJIKO Uil TPYNIUpOBaHUsl OOBEKTOB KaTtanora. [[ns Ha3HaueHus MOJHOMOYHMM U
paspellieHuil J0CTyma K pecypcaM CledyeT HPUMEHSTh Tpynnbl O€30MacHOCTH
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(security groups). /[lns co3maHust OpraHW3AaMOHHOW EAWHHIIBI  HEOOXOIMMO
BBIITOJTHUTH CIEAYIOUIYIO MTOCIEA0BATEIbHOCTD JEUCTBUM:

OTtkpeITh OKHO Active Directory — moJsib30BaTesid U KOMITbIOTEPHI.

B okne Active Directory — mojbp30BaTenu U KOMIBIOTEPHI BHIOPATh Y3€I C
uMeHem paomeHa (school.local), B menwo JleiicTBus BBIOpaTh IOCIEAOBATEILHO
Co3snats u [loapaznenenue.

B oxne Hogwiii 00bekT — Iloapaznenenus B ctpoke Mms: ykakuTe UMs
CO37aBaeMoro nojpasneneHus, Hanpumep, 10-ii kiacec n Haxmute kHonky OK.

OOpatuTe BHUMaHHE, 4YTO B CTPyKType KaramoroB Active Directory
MOSIBWJICS HOBBIH anemeHT 10-i kiacc.

Panpmie orMeuanmoch, YTO B MOJPA3ACICHHUSIX MOTLYT XPaHUTHCA
MOJI30BATENH, TPYIIIBI, KOMITBIOTEPHI, TPUHTEPHI U OOIIME MANKH, a TAKXKE APyTHe
OpraHU3allMOHHbIE EAWHUIBI. B  OpraHu3allMOHHBIX MOJPA3JECICHUSIX MOXKHO
co37laBaTh HOBBIC JJIEMEHTHI (MOJb30BaTENed M T.JA.), a TakKKe MEPEeHOCUTb
CYILIECTBYIOIIME 3JIEMEHTHI (IOJIb30BATEM W T.J.) W3 APYIHMX OpPraHU3allMOHHBIX
equnull. [lepenecem mosb3oBaTens ivanovii U3 nanku Users B OpraHU3allMOHHYIO
enunuity 10-i kimacc:

B oxne Active Directory — moyib30BaTeN i U1 KOMITBIOTEPHI BHIOEPUTE MATKY
Users, B mpaBoi yacTy OKHa BhIOEpHUTE yueTHyo 3anuch MBan MBanosuu MBaHoB, B
MeHI0 JlercTBUE BBINOJIHUTE KOMaH1y Bripe3ars.

B oxne Active Directory — moJjib30BaTeidi U KOMIBIOTEPHI BbIOEpUTE
OpraHu3alMoHHyI0 eauHuily 10-i knacc U B MeHIO JIeliCcTBHE BBINOJHUTE KOMAaHY
BcraButs, B okHe [flomeHHbIe cnyk0bl Active Directory HaxxmuTte KHOTKY [la.

OOparure BHMMaHUE, 4YTO B OpraHU3alMOHHON eauHune 10-i kacc
nosBuUJICS noJib3oBaTenb MBan MBanoBnu MBaHOB.

CoznanuM HOBBIM OOBEKT TPYNIOBOM MOJIUTUKH, HACTPOUM IapameTp
«lomamusiss manka 0003peBaTeNs» U NPUBSIKEM CO3JAHHYIO TOJUTHKY K
opraHu3alvoHHOM equHuie 10-i kiacc:

OTtkpoiiTe OKHO YNpaBieHUE IPYIIOBON MOJTUTUKOM.

B oknHe YmpasneHue rpynroBo MOJIUTUKON PACKPOUTE IMOCIEA0BATEIBLHO
y31sl Jlec: school.local, lomensl, school.local u Beibepute y3en OOBEKThI TPyIIOBOM
MOJIUTUKH.

B oxnHe YmnpasneHue rpynnoBoi NOJUTUKON B MEHIO J[€HCTBUE BBITIOJIHUTE
komanny Co3nars.

B okne HoBblil 00BEKT rpyIInoBoil NOJUTUKH B cTpoke MMs BBeauTe UM
HOBOT'O 00BEKTa IPYIIOBOM MOJIUTHKHU, HalpuMep, JloMaliHsAs CTpaHHIa U HAKMUTE
kHoTKy OK.

[lenkHuTEe MpPaBOW KHOMKONW MBIMIM MO OOBEKTY TPYNIOBOM MOJUTHUKH
JlomaniHsig cTpaHuila U B TOSIBUBLIEMCSI MEHIO BBIMIOJIHUTE KOMaHly I3MEHUTb.

B okne PepakTop ymnpaBieHHs TpPyNIIOBBIMU MOJUTHKAMHU PaCKpPOUTE
nocienoBaTeabHo y3ibl: Kondurypanus nons3oBatens, [lomutuku, Kondurypanus
Windows, Hactpoiika Internet Explorer u Beibepute nanky URL-anpeca.
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B mpasoy wactn okna Pemakrop ymnpasieHus IpynnoOBBIMHU IOJUTHKAMU
JBAXIbI IIEJIKHUTE N0 nnapameTpy Baxknbie URL-anpeca.

B okne Baxusie URL-aapeca mnomersTe ¢naxok WM3menuts anpec
noMamHen crpanuibl, B crpoke URL-agpec pomamiHed CTpaHHUIBl BBEIUTE
http://school-collection.edu.ru u Haxkmute kHONKY OK.

[Tpumeuanue. http://school-collection.edu.ru — OecrmuaTHass KOJUISKIIHS
(G POBBIX 00pa30BATENLHBIX PECYPCOB, KOTOPbIE MOMOTYT yueHukam 10-Tro kiacca B
OCBOEHUE MATEPHUAIIA IIKOJIBHBIX IIPEAMETOB.

3akpoiite okHO Pegakrop ynpasieHUs TPYHIIOBbIMH ITOTUTHKAMHU.

B neBoi yacTu OKHa YmnpaBieHHE TPYINIIOBOM ITOJMTUKOM IIEJIKHUTE
IPAaBOM KHONKOM MBIIIM II0 MMEHHM OPraHU3alMOHHOM eauHuubl 10-i knacc u B
MOSIBUBLIEMCSI MEHIO BBIMIOJHUTE KoMaHay CBs3aTh CYIIECTBYIOIIMM OOBEKT
IPYIIIOBOW IOJUTHKH.

B okae BpiOop o00bekTa rpynmnoBol MOMUTUKM B coucke OOBEKTHI
IpyNIOBOM MOJUTUKH BBIOEPUTE CTPOKY C HUMEHEM CO3[JaHHOrO paHee OOBeKTa
rpynnoBoi noauTuku (JomamnHss ctpanuna) u Haxmure kHonky OK.

Beimonnute  gopcupoBaHHOE OOHOBJIEHHME MApaMeTPOB  IPYNIOBOMH
ITOJINTHUKH.

Ilepesarpy3ute BUPTyaIbHbII KOMIBIOTED IO YIIPABIECHUE ONEPALIMOHHOM
cucteMbl Windows 7 U BBIIIOJHUTE BXOJl B CUCTEMY MOJI YYETHOM 3alMChIO 1vanovii,
3amyctute obo3peBatenb Internet Explorer. Kakas crTpanuma 3arpyxaercsa 1O
YMOJIYAaHUIO?

PesynbTupyromas nmonuruka

JUiss npoBepKH MMapaMeTpoB TPYNIOBOW TMOJUTHUKA Ha KIHMEHTCKOM
KOMITBIOTEPE HCIIONIBb3YETCsl OCHAacTKa PesynpTupyromas nonuTtuka. s 3amycka
ocHacTku Pe3ynbTHpyromias moauTuka He0OX0AUMO:

Boiitu B cucreMy moj ympaBieHueM omepanuoHHot Windows 7,
BOCITOJIb30BAaBIINCH JIFOOOM JIOMEHHOM YUETHOH 3aMHCHIO.

Haxatp xHomky Ilyck, B ctpoke Haittu mporpammbl v ¢haiiabl BBECTH mmc
Y HaXaThb Kiasuiny Enter.

[Mpumeuanne. mmc — Microsoft Management Console.

B oxne Koncoinbl — [Kopenb koHCONMM| B MeHIO Daiisl BBINOJIHUTE KOMaHIY
Jlo0aBUTh UM yIaJTUTh OCHACTKY.

B oxne JlobaBieHue wuinu yJajeHHe OCHACTKM B cmucke JlocTyrnHbie
OCHACTKM BblOepuTe Pe3ynpTupyromias MOJUTUKA, HaXMUTE KHONKY JloOaBuTh, a
3ateM kHonKy OK.

B oxne Konconnl — [Kopens koHcomu ]| BeiOepuTe nanky PesynbTupytoias
MIOJINTHKA, 3aTeEM B MeHIO [lelicTBre BbInonHUTEe KoMaHay Co3narh nanabie RSoP.

B okHe Macrep pe3ynbTUpyIOLIEH ITOJUTUKNA HAXKMUTE KHOMIKY Jlanee.

B okne Bribop pexuma nHaxmute KHOTIKY Jlasee.

B okne Bribop kommbroTepa HaxkmuTe KHOTIKY Jlanee.

B okne Bribop monp3oBarens HaxxMuTe KHOTIKY Jlamee.
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B oxnme CBoaka BBIOpaHHBIX JAaHHBIX O3HAKOMBTECh CO CITMCKOM
BbIOpaHHBIX [MApaMETPOB U HAKMUTE KHOTIKY [lanee.

B okne OmmOka rpynmnoBoi MOJUTUKU 03HAKOMBTECH C TEKCTOM OIIMOKHU U
HaKMUTE KHONIKY 3aKpbITh.

B oxHe 3aBepuieHne Mactepa pe3yJbTHUPYIOIIEH IMOMUTHKA HAXMUTE
KHOIIKY ['0TOBO.

B okne Konconb 1 03HaKOMBTECH C MapaMeTpaMH TPYIIOBOW MOIUTHKH,
MPUMEHSIEMOU ISl TEKYIIETO MOJIb30BaTES.

CamoCTOSITENBHO

Co3path OpraHu3alMOHHYIO efauHuily 11-ii kimacc, MOMECTUTh B Hee
MOJIb30BaTeNsl petrovpp, co3aaTh OOBEKT TPYNIOBOM MOJUTUKH, 3aJalOlIUi aapec
JIoMalmHeW — crpaHuWIel  http://ege.edu.ru  (odpurumanpHBIA  CaWT  €QUHOTO
roCyJIapCTBEHHOTO SK3aM€Ha), MPUBSI3aTh CO3JaHHBIA OOBEKT IPYNIIOBOM MOJTUTUKHU
K OpraHu3anuoHHou enuaune 1 1-i knacc.

Haittu mapameTpsl TpyIIoBON MOJWTUKHA, OTBEUYAIOLIME 34 HACTPOUKHU
pabouero croja MOJIb30BATENsl M HAa MX OCHOBAHHMM CO3JaTh OOBEKT TIPYIIOBOM
MOJIUTUKH, PUMEHUB K JIFOO0M OpraHu3aIllMOHHON eMHUIIE.

JIOTIOTHUTENIBHBIN MaTepUal

3amanue 1. Co3paiiTe JOKYMEHTbI, ONHCHIBAKOIINE IOJUTHKY
HHGpOPMALMOHHOI 0€301ACHOCTH JJIfl IIKOJbI, H COXPAHUTE UX B JIMYHOU NaNKe.

o TMpaBuUia aAMUHUCTPATUBHOTO OOCITYKUBAHUS;

o IEpeYeHb NPAB U 00S3aHHOCTEN MOJIb30BATEINEH;

e TMpaBuia AJisl AAIMUHUCTPATOPOB;

e TMpaBuUja CO3JAHUS «TOCTEBBIX» YUETHBIX 3aMUCEH.

3ananue 2. Co3nanue M peJaKTHPOBaHKMeE IPYNIIOBOM MOJIUTHKH.

1. Otkpoiite nuanoroBoe okHO ocHacTku IloJib30BaTE M M KOMIIBIOTEPHI
(ITyck/Aomunucmpuposanue/Active Direcory — Ilonv3oeamenu u komnoviomepet).

2. BeinonHuTe pejakTupoBaHUE TOJUTUKH 0€30MaCHOCTH JOMEHA,
CO3/IaHHYIO aBTOMATHUYECKHU:

o OTKPOMTE AMAJI0roBOe OKHO CBOMCTB AoMeHa example.edu.ru
(koHTeKCcTHOE MeHI0/CBOMCTBA);

o TIepeuanTe Ha BKIAAKy I'pynnoBasi HOJIMTHKA;

B cnucke 6yoem pacnonoscena nonumuxa oomena no ymonvanuro Default Domain
Policy.
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o OTKpoOHTE nuanoroBoe okHO (PegakTop 00beKTOB rpynmnoBoi
noJIMTHKH) n3Menenus noautrku Default Domain Policy (aBoiiHol 1iem4oK 1mo

MOJIUTHKE);

CeolicTea: example.edu.ru

Dﬁu.tuel Unpaensetca  [PYNNOBEA nomuTika |

Yrofel YayuWHTE YIPAENEHWME MPYNNOE0H NOAWTHEDH, 0GHOEWTE KOHCONE

YNPEEAEHKA MpYnNosol NoaHTHEM [GPMC).

example

CChinku TEKYWETD OFLEKTA FOYNNOE0A NOMMTHEH 418

2

CobiNkW Ha OFbEKTEI rPYNNOB0N NOAMTHEW
D efault Domain Policy

O tEkTEl FPYNNOE0H NOAWTHEM PACMOAArSTCA ND YOLIESHWIO NPUOPMTETA.
ATOT cnWCoK NonyveH or: “win2003. example. edu.ru™

Heneper... | OTkni...

Lospare | JofaeuTe. . | MHarerure | EEepy |
ﬂapamerpb\...l Ypanute... | CeolicTea | BHuz |
[~ ENOKWPOBATE HACABOBAHKE NOAMTHKM

Ok I OTMeHa | [EHMEHHTE |

Pucynok 2. CBoiicTBa JOMEHa.

"Hi PepakTop 06 beKToB rpynnoBoi NoAMTHEW

=101

KoHcone  fdeficTeve  Bua  Cnpaska
e d ElERENE,
= I 1A |

KoHEHrypawma KoMne Tepa
(3 KondHrypauma nparpant
(L] Kontmrypauma Windows

i -] AAMMAMCTRaTHEHEIE Watinom
E@ KoHbHrypauma nones0eaTEna
([ KoHbHrypaurs nparpan
[ Kondwmrypauma Windows
-] AAMMAMCTRATHEHBIE WabnoH

1 | i

KochmrypaLLm FOMMEHOTERS
ﬁKochHrypaLan NoNE30EATENA

PacluHpeHHEIR >\ CTaHASPTHEIR

Pucynok 3. Penaktop 00b€KTOB rpyNIoOBOM MOJUTHKH.
o BHCCUTC B UIBMCHCHHS B ITIOJIMTUKY Haponef/'l:

. nepeiaute B pazaen [oauruka naposen (Kouguzypauus
komnosromepa/Konguzypauus Windows/Ilapamempur 6e3onacnocmu/Ilonumuxu

yuémnmnoix 3anuceii/Ilonumuxu naponeit);

i PepakTop 06 bEKTOE FPYNNOBOH NOAKTHIkK

foHoone  AefcTers  Bwa  Cnpaeka

=101 x|

= |E[m| % B[ E

j:j MNonuTHka Defaulk Domain Palicy [winz003 &
El@ KOHDHMYPELHA KoMNEHTEpa

[-[Z] KoHdmrypauma nporpar

E|D KoHdKrypauma Windows

|| Cuerapm (zanycr/zaeepwen
MNapameTpel HEsonacHoCTH
El@ MOAMTHICH YHETHELX 3anMc

- Hd

[ERF-8 o nHTHIKa Naponed
-2 NonmTika Bnokkpask
- MonuTHia Kerberos

; ﬁ MokaneHele I'IDJ'IHTHKH_ILI
A I I »

MonkTHES  /

I

MaKc. CpOK AEACTEMA Napons
MHH. AnMHA Napons

MHH. CpoK AeACTEMA Napona
I'Iapc-nb AONueEH OTEEYSTE Tf
TpeﬁoBaTb HEMOBTOPASMOCT
xDaHHTb NapoM, MCNonesyA

i

Pucynok 4. [lonutuka naponei.




. YCTaHOBHTE MUHHUMAJILHYIO JUIMHY MAPOJIsi: OTKPOHTE OKHO
M3MEHEHHsI [TapaMEeTPOB MaposIst (IBOMHOM IETYOK MO Hamucd MUH. JJIHHHA
napoJisi) u BBeaute B nojic JliiuHa napoJisi He menee — 5 (OK);

- OTKJIFOUYUTE COOTBETCTBHE NMAPOJisi TPEOOBAHUSM CJI0KHOCTH:

- OTKPOMTE AUATIOTOBOE OKHO CBOWCTB TPeOOBaHHMS
CIIOKHOCTH (JIBOWHOM I1eJIOK 10 Haanucy ITapoJib 1o/KeH 0TBeYaTh
TPeOOBAHUAM CJIOKHOCTH);

. YCTAHOBUTE PATMOKHONKY OmKI0uumy;

. MOATBEPAUTE U3MEHEHUSI KHONIKOU OK;

. OTKJIFOUUTE BO3MOKHOCTh UCIOJIb30BAHMUS IKPAHHBIX
3aCTABOK:

. nepenaure B pazaen Jxpan (Konguzypayus
nonv3oeamens/AOmMunucmpamugHvle wao10nvl/IKpan);

. OTKPOMTE IMAJIOrOBOE OKHO CBOKCTB Mcmo/ib30BaTh
JKPaHHbIE 3aCTABKHU U BbIOepuTe OmKitouen;,

. NOATBEPAUTE U3MEHEHUS KHONIKOU OK.

o 3aKpoiite PemakTop 00beKTOB rpynnoBoi NOJIUTHKHA
(Konconv/Buixo0);

o 3aKpOMTE THAIOTOBOE OKHO CBOMCTB JIoMeHa KHonkoi OK.

3. Co3paiiTe HOBYIO MOJIUTHKY JIJISl yUYUTEICH:

o OTKPOMTE AMAJIOroBOE OKHO CBOWMCTB AoMeHa example.edu.ru
(konmexcmnoe menio/Ceoiicmea) v iepeiiuTe Ha BKIaKy I pynmnoBasi moJMTHKA,

o aKTUBU3UPYWUTE CO3AaHUE HOBOM ITOJUTUKH KHONIKOU Co3z0amb;

o BBEIIUTE HA3BaHUE IMOJIUTUKY - Teachers;

o CAMOCTOSITEJIbHO U3MEHUTE CO3AaHHYIO MOJUTUKY, OTKIFOUHB
MOJIb30BaTENISIM BO3MOXKHOCTh MEHATH (JOH paboyero croJa.

4. 3akpoiTe peakTop 00BEKTOB TPYIIIOBOM MOJUTHKHU.

3ananue 3. Co3naHue rpynin u y4eTHBIX 3alMceld MOJIb30BaTe e,

1. Otkpoiite ocHactky I[lo1b30BaTE I U KOMIIBIOTEPHI.

2. Co3paiiTe HOBYIO YUETHYIO 3aIlTUCh TIOJIb30BATENS B
KoHTelHepe Students:

o OTKpoiTe auanoroBoe okHo HoBbiii 00bekT — IloJib30BaTel b,

kHOIKOU Co30anue HO6020 nob3oeamelis 6 meKyuiem Koumeﬁuepe ;
o BBCAUTC JAaHHBIC O ITI0Jb30BaTCIIC:

. ITosinoe umst moJsib3oBates — [ lpocmo llonvzoeamensy;
. HNmsa Bxoaa moan3oBaTesa (1orun) — JustUser,
. [ToaTBepAMTE BBEACHHBIE JaHHBIC KHOMKOW /Janee.
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HoBbiid 06beKT - MNoNb30BATEND x|

g Cosgare B example. edu.u/Students

Hram: || HHuuHans: I

P ArANHA: I

NonHoe ura; Il'lpocm NoMES0BaTENL

Mg Bxoaa nonssoeaTens:
IJ ustllser | @example. edu.u I

Hraa exona nonesoearena [npea-Windows 2000):
IEXAMF'LE\ IJustUser

< Hasan I Hanee » I OTrdeHa

Pucynok 5. BBoJ1 JaHHBIX HOBOT'O MOJIb30BATEIIA.

o YCTAHOBUTC IIAPOJIb AJI ITOJIb30BATCIIA:

3. Beequte 60see nonHyo nHOGOPMAIUIO O TOJIB30BaTElIE:

BBeauTe B moje [aposs — Userl234;

BBeauTe B mojie [loarBep:xaenue — Userl234;

ycTaHoBUTE Giakok Cpok Oelicmeusi napoiis He 02paHuien,

3aBEPIINTE BBOJI IApOJIsi KHOIIKOMU /Jatee.
B npasoti obnacmu omobpazumscs 3anuck, cOOmeemcmesyouast

CO3aaHHOMy noJjibzoeameltio.

o OTKpOﬁTe AUAaJIOIOBOC OKHO CBOMCTB MOJIb30BATEIS (I[BOﬁHOﬁ mc/JI490K I10

naamnucu [Ipocro mosib3oBaTelib);
o BBeIUTE B 11ojie Onucanme — 3mo mecmoswiil nojib3068ameib,

o BBeAauTe B nosic KomHaTa - Homep KkabuHeTa B KOTOPOM MPOXOJIUT
3aHsaTue - 316;

o BBeauTe B nojie Tenedon — <Homep cBoero MOOMIBLHOTO TenedoHa™;

o YKa)XUTE aJipeCHbIC TaHHbIE Ha BKJIaJKe AJpec;

o YKQKUTE HECKOJIBKO JOTOJHUTENIbHBIX TeIe()OHOB MOJIL30BaTENS Ha
BKJIagke TesieoHsbl;
o 3aBEPIINTE U3MEHEHHUE JIAaHHBIX MOJIb30BaTesl KHOMKOM OK.

4. Cosznaiite rpymny groupl B kouteitnepe Students:

o OTKPOMTE JUAIOTOBOE OKHO CO3IaHUs TPYIII (KOHmMeKcmHoe
menro/Cozoamu/I pynna);

o BBEIUTE MMl Ipynnbl — groupl;
o 3aBepUINTE CO3JaHMe IPynnbl KHONKoil OK.
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HoebliA 0bbekT - [pynna X

@ Cospatb B example.edu.rufStudents

WA rpynns:

I groupl

Mg rpynnel (npea-Windows 2000):
I groupl

OfinacTe AeRCTEMA MPYMNe! T rpynned
£ NokaneHas & AoteHs % Mpynna BezonacHocTH
% [nofaneHan " Ipynna pacnpocTpaHeHKA

| YvBepcancHag

Pucynok 6. Co3ianue rpyniibl.

5. 3amaiiTe TONOTHUTENHHYIO HH(POPMAIUIO AJIs TpyMIbl groupl:

o OTKPOMTE AMATOTOBOE OKHO CBOWMCTB I'PYMIIBI (08OUHOU Weau0K no
Haonucu groupl),

o BBEIUTE B 1oJie Onucanue — Imo mecmosas epynna,

o 3aBEPIINTE UBMEHEHUE TaHHBIX TPyNIlbl KHONKON OK.

6. BxomtouuTe co3gaHHOro panee noJib3oBatens [lpocmo nonvzosamens
(JustUser) B rpymmy groupl:

o OTKPOMTE AUATIOTOBOE OKHO CBOMCTB I0JIB30BATEIS (OBOLUHOU WeUOK NO
3anucu nob306amens),

o IEpeUIuTe Ha BKIAAKy YJIeH rpymn;

o OTKPOUNTE AMATIOTOBOE OKHO BHIOOpA TpyNIIbl KHONIKOU /[obasumb;

o BBEJUTE HA3BaHUE IPYIIbI — groupl;

o 3aBepIIUTE A00ABIEHUS MOJIb30BATENS B rpymity KHonkoi OK.

o 3aKpOWTE AUATIOTOBOE OKHO CBOMCTB MOJIb30BaTeNsd KHONKOU OK.

/. BBINIOJIHUTE BBIXOJ] U3 CUCTEMBI C IOBTOPHBIM BXOJIOM JJIsl aKTUBAIUU
M3MEHEHUH B OJUTUKE O0€30MaCHOCTH.
Hszmenenus 6 noaumuxe napoiaeti 6Cmynsam  CULy moJbKo Nocje 8b1Xo0d U3
cucmemul U NOBMOPHO20 6X00A 8 HEE.

8.

9. U3menuTe maposb CO31aHHOTO paHee MOJIb30BaTENs:

o aKTUBHM3HUpYHTE paszmen Students;

o 3aJlaliTe HOBBIM, O0Jiee TPOCTOM MaposIb oJik3oBatelnto [Ipocto
MO0JIb30BaTENb!

. OTKpOMTE TUATOrOBOC OKHO 3aJ[aHMsl MAPOJIb (KOHMEeKCmHoe
menio/Cmena napons);

. BBeauTe B mmoJje [lapons — 123;

. BBeauTe B 1moj [lonrBepxaeHue mapons — 123;

Obpamume HUMaHUe YMo COOOUWeHUL NO CAUUKOM NPOCMOM HAapoJie He
ovLIO.

O

10. HcknrounTte CO31aHHOTO paHee MOoJIb30BaTeNsl U3 Tpyniibl groupl:

o OTKPOWTE JUAJIOrOBOE OKHO CBOMCTB I'PYIIIBI;

o IEpENINTE Ha BKIAAKY YJIEHBI IPYIIIIbL;

60



o BBIJICJIUTE B CIIUCKE YAAISIEMOr0 MOJIb30BATENS U HIEIKHUTE 110
KHOIIKE Yoanumo;

o MOATBEPAUTE YIAJIICHUE KHONIKOM /[a;

o 3AKpOMTE AUATOTOBOE OKHO CBOWCTB Ipyniibl KHONKOW OK.

11. BxirounTte co3AaHHOTO paHee MoIb30BaTeNs B aAMUHUCTPATOPHI
JIOMEHA:

o OTKpOMTE AMATIOTOBOE OKHO CBOMCTB MoJib3oBare [Ipocto
II0JIb30BATEb;

o IepeianTe Ha BKIaAKy YieH rpynm u meinkaute /fobagumy;

o BBEIUTE B MOJE AOMUHUCIPAmMOPbL OOMEHNA,

o 3aBeplIMTE A0OaBIeHUE B rpyniy kHonkoi OK;

o 3aKPOMTE OKHO CBOMCTB MoJib30BaTelsi KHONKoU OK.

12. 3akpoiite ocHacTKy Ilosib30BaTENM U KOMIIBIOTEPHI.

ConeprxkaHue oT4eTa 1o J1abopatopHoi padboTe

OT4er NOJKEH COAEpKaTh CIEAYIONYI0 HHPOPMALUIO:

. TUTYIBHBIN JUCT.
. [{enb paGoOTHI.
. Kparkoe onucanue u CKpUHIIOT 1O KaXXA0W U3 KOMaH/I.

. BriBos.



JlabopaTtopHasi pa6ora Ne 8

YupasJjienune ci1yk00i pe3epBHOI0 KONMUPOBAHUSA

Tema: Co3nanune pe3epBHBIX KONMUIA.
Henb: HAyuYnTHCA BBITOIHITH APXUBUPOBAHUE JAHHBIX U MOJIH30BATHCS CIIYKO0H
BOCCTAHOBJICHUS] CUCTEMBI.

Teopernyeckue cBeeHUs
Apxusayusa u eoccmamnosnenue

MacTtep apxuBanuu u BoccranoBiaenusi (Backup or Restore Wizard) co3naer
Komuio (aiyioB U MANoK Ha yKa3aHHOM TOJIb30BaTeeM HocuTene nadopmarmu. B
clly4ae MOTePH MM MOBPEKIACHUS MOJB30BATEIILCKUX JAHHBIX UX MOXKHO
BOCCTaHOBHTH U3 (paiiia pe3epBHOM Komuu. CreluaaucTbl PEKOMEHIYIOT BBIOIHATh
pEryJIIipHOE CO3/IaHUE PE3EPBHBIX KOMUM BaXKHBIX (paiiioB u namnok. Yactora
apXUBAIH (Pe3ep6HO20 KONUPOBAHUsL) 3aBUCHT OT YaCTOThI U3MCHEHUH (hailyioB, Tak
KakK B Clly4ae MOTePH JaHHBIX MPHJCTCS TIOBTOPHO CO3/1aTh TO, YTO OBLIO C/IEIaHO
nocJie nocieaneit apxusanuu. [1o 3To# npuYrHE MHOTHE KOMITAHHH CO3JAI0T
pe3epBHbBIC KONMH BAXKHBIX (paiiiioB exenHeBHO. [1oap30BaTenh MOKET BEIOUPATH
pa3NIMYHBIC TUITBI APXUBAIMH B 3aBHCUMOCTH OT €r0 TPSOOBAHHH.

Jlns tuna Obwvrunas (Normal) mpoucxoauT apXuBaius BCeX BHIOPAHHBIX
(baiisioB ¥ CUCTEMHBIX HACTPOEK JJI ONPECICHHON NMalKy WIN IUCKa, U
KaXIbIi (paitn MapKupyeTcs Kak MPOIIeAIINI apXUBayio (MMEIOIINMA
PE3EPBHYIO KOIHIO).

Jiis tuna Konuposanue (COpY) MpOMCXOINUT apXUBAIUsA BCEX BEIOPAHHBIX
(baiisIoB ¥ CUCTEMHBIX HACTPOEK JJIs ONPEACICHHOM ManKu WIKM IUCKa, HO
(baiisibl He MapKUPYIOTCS KaK MPOIIEIIINE apXUBALIHIO.

Jnis tuna /Jobasounas (Incremental) mporcxoauT apXuBaIys TOJIBKO TEX
(aiiioB, KOTOpbIE OBUTN CO3aHbl UJIM U3MEHEHBI BCIIE 3a IOCIEHEN
OOBIYHOM MJIM 100aBOYHOM apXUBALMEH, U KX bl (aiiil MapKUpyeTCcsl KaK
MPOLIENIINNA APXUBALIHIO.

s tuna Pasnocmuas (Differential) mporcxoauT apxuBaryst TOJIBKO TEX
¢aitioB, KOTOpHIE OBUIA CO3TaHBI WJIM U3MEHEHBI BCIIE] 32 IMOCIICTHEH
0OBIYHOM MM 100ABOYHOM apXHuBalKel, HO (paitiabl He MApPKUPYIOTCS.

Jlns tuna Esiceonesnas (Daily) mporucXoauT apXuBaIis TOJIBKO TeX (aitiios,
KOTOpbIC ObLIN CO3aHbI MM U3MEHEHBI B TaHHBIN J€Hb, HO (hailiIbl HE
MapKHPYIOTCS.

Tun apxuBanmu, KOTOPHIA TIPUMEHSIETCS, OTIPEACIISIET, HACKOJIBKO CJIOKHBIM OyIeT
MpoIIecC BOCCTaHOBIEHUS. J[Ji1 BOCCTAaHOBJICHUS TTOCIIC HECKOJIBKHUX JOOABOYHBIX
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WA Pa3HOCTHBIX apXHBAIMK HEOOXOIUMO BBIMOJIHUTH BOCCTAHOBJICHUE M3
MocJIeHEH 0OBIYHOM PE3ePBHOI KOITUK U M3 BCEX JOOABOYHBIX MIIM PA3HOCTHBIX
KOIUH, MOJYYEHHBIX TOCIIe OOBIYHOM apXHUBAIlMK U BILIOTH JI0 HACTOSIIIETO MOMEHTA.
BBbIMOTHSISL apXUBALIKIO TaHHBIX, IT0JIb30BATENb YKa3bIBACTE MMs M MECTO IS (aiiia
pe3epBHO# Komuu. [To yMomuanuto (Gaiiisl pe3epBHBIX KOIHIA COXPAHSIOTCS C
pacimpennem oK. Daiiner apxuBaIuy MOYKHO COXPAHATH HA )KECTKOM JIHCKE, Ha
rHOKOM JIMCKE WK Ha JF000M JAPYroM THIIE CheMHOT0 HocuTest. IIpu BeiOope MecTa
JUTSL Pe3ePBHOM KOIHMHU HYXKHO YUHTBIBATh pasmep (aiiia apXuBaiyu, TUIIBI
UMEIOIINXCS HOCUTEJIEH, a TAaK)Ke BO3MOYKHOE TPeOOBaHUE TOT0, YTO (haiiIbl
PE3EPBHBIX KOMUI HYXKHO XPaHUTh OTAEIBLHO OT KOMITBIOTEPA Ha CIIydaii
KaTacTpodsl.
DYHKYUA 60CCIMAHOBICHUSL CUCIEMbL

BoccranoBiieHre CUHCTEMBI ITO3BOJISET BBHIIOIHUTD OTKAT COCTOSIHUS OIEPAIlHOHHOM
CHCTEMBI K OJTHON M3 TOYEK BOCCTAHOBJICHUS, (PUKCUPYIONIUX COCTOSHHE HA MOMEHT,
KOTJla cucTeMa ctabuibHO padoTana. [IpenMyiiecTBOM JaHHOW (QYHKIIMH
3aKJII0YaeTCs B TOM, YTO OHA MPEAOCTABIIAET BO3MOXKHOCTD OBICTPOTO
BoccTaHoBIIeHHS ("OTKaTa" COCTOSHUS CUCTEMBI K COCTOSIHUIO, B KOTOPOM OHa
HAXOJMJIACh B OJIMH U3 MPEIBIIYIIIMX MOMEHTOB BO BPEMEHH) 0€3 MepeyCTaHOBKU
CHCTEMBI, a TAK)KE HE MOJBEPracT PUCKY CIydaifHOTO Tepe3anrCchiBaHus padounx
daitoB mosib3oBaTeieil. BO3MOXXHO BBITIOJHEHUE OTKATa K JIIOOOMY U3 CIIEIYIOIIMX
TUIIOB KOHTPOJBHBIX TOYCK M TOUEK BOCCTAHOBIICHHS.

o Hauanvuas xonmpoavnas mouxa (initial system checkpoint) cucremsr

CO3JIAETCA MPH NIEPBOM 3aAITYCKE KOMITbIOTEPA C BHOBB ycTaHOBIEeHHOU OC.

o Touku BOCCTaHOBIICHUS 0.1 asmomamuqeckux oonosnenun (Automatic update
restore points) co3maroTcsi, KOTrJia HHCTALTHPYIOTCS OOHOBIICHHS, KOTOPBIC
3arpyskatorcs ¢ momotbsto Windows Update.

o ToOYKH BOCCTAHOBIIEHUS NpU 60CCMAanOGIeHUU ¢ pesepeHoll konuu (Backup
recovery restore points) coszmarorcs, Korja Mmojb30BaTelb UCIOIb3yeT MacTep
apxuBaIuu wim BoccranosjieHus (Backup or Restore Wizard).

« Tlonp3oBarenh MOXKET CO3/IaBaTh CBOM COOCMBEHHbLE MOYKU 860CCMAHOBNEHUS]
spyunyto ("'pyunsie’” konmponasnsie mouxu - manual checkpoints) B oo
MOMEHT C MOMOIIIBIO0 MacTepa BOCCTaHOBJIeHUs cucteMbl (System Restore

Wizard).

o Touku BOCCTaHOBICHUS npu uncmaiisyuu npoepamm (Program name
installation restore points) co3paroTcst, pu yCTaHOBKE MPOrPAMMHOIO
o0ecrne4eHus.

« Touku BOCCTaHOBICHUS 0151 onepayuu soccmanosienus (Restore operation
restore points) co3maroTcst KaKIbIi pa3, KOra MoJb30BaTe/ b OCYIIECTBISCTE

Kakoe-1100 BOCCTaHOBJICHUE.
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o Cucmemnwvie koumpoavhvie mouku (System checkpoints) - sto
3aIUIaHMPOBAHHBIC TOYKU BOCCTAHOBJICHHS, KOTOPBIE CO3AF0TCS
KOMITBIOTEPOM PETYIIPHO, AaXKe €CIIH MOJIb30BATENb HE BHOCHIT HUKAKHX
HU3MCHEHHI B CHCTEMY.

« Touku BOCCTaHOBICHUS 0151 HeonozHannozo yempoticmea (Unsigned device
driver restore points) co3garorcs, Korjaa ycTaHaBIMBaeTCS ApaiBep
YCTPOMCTBA, KOTOPHIA HE ObLI OMTO3HAH WUJIU CEPTUPHUIIMPOBAH.

CpenctBo BoccranoBiienne cucreMbl (System Restore) oObruHO coxpaHsieT HaOOp
KOHTPOJBHBIX TOYEK BOCCTAHOBJICHUS 32 MIEPUOJ OT OJTHOM 10 TPEX HEIEINb.
KonuyecTBO KOHTPOJIBHBIX TOYEK BOCCTAHOBJICHHUS, IOCTYIHBIX B JIFOOOW 3a/1aHHBIN
MOMEHT BpEMEHH, OTPAaHUYEHO 00HEMOM MPOCTPAHCTBA, KOTOPOE BBIJIEICHO
MOJIb30BaTENEeM JIJIsl paOOTHI CHCTEMBI BOCCTAHOBIIEHUS. MaKCHUMAaNbHBIN pa3Mep
MIPOCTPAHCTBA, KOTOPOE MOKHO BBIJICINUTD, COCTABIISET MPUOIN3UTETHHO 12
MPOIIEHTOB.
B xone npouieaypbl BOCCTaHOBICHUS NPOUCXOIUT BoccTaHoBIeHHE OC U mporpamm,
WHCTaJUTMPOBAHHBIX Ha KOMITBIOTEPE, K COCTOSTHUIO, B KOTOPOM OHHU HaXOIUJINCh Ha
MOMEHT BBIOpAHHON KOHTPOJIHHOM TOYKH BOCCTAHOBJICHHS. JTOT MPOIIECC HE
3aTparuBaeT JUYHbIE (alibl MOIb30BATENS (BKIIOYAs COXPAHEHHBIE IOKYMEHTHI,
COOOIICHHUS DJICKTPOHHOM TOYTHI, aAPECHYIO KHUTY, crincok U3opanunbie (Favorites)
u criucok JKypnada (History) Internet Explorer).
Bce u3menenus, BHeceHHble yTUiInTON BoccTanoBieHue cucremsl (System
Restore), moTHOCTBIO OOpPATUMBI, U €CJIH MOJIb30BATENS HE YIOBICTBOPSIOT
PE3YNbTAThl, TO MOXXHO BOCCTAHOBUTD MPEABIYIINE HACTPOUKHU U BHITIOJHUTH BCE
CHOBA.

Apxusayus u 6occmanosnenue ¢ ROMOULbIO

npozpammosr Cobian Backup

Cobian Backup - 6ecrmaTHas yTuinTa npeHa3HaYCHHAS JJIs1 pe3ePBHOTO
KOnupoBaHus (HailIoB M MaroK, KOTOPhIE YaCTO U3MEHSIOTCS U UMEET 0oJiee
pacmpeHHble (YHKIIMA, YeM CTaHIapTHAs CIy)K0a apXHUBAIIMK U BOCCTAHOBJICHUS
Windows. ITporpaMmma MOXeT CO3/1aBaTh KOITUH 3aIaHHBIX 3JICMEHTOB B
ABTOMATHYECKOM PEKUME IO 33JJaHHOMY PACIUCAHUIO.
Cobian Backup mosxeT coxpaHsiTh KOIUHU 00bEKTOB HE TOJIHKO Ha JIOKAJTbHOM
KOMIIBIOTEPE, HO U B JIOKAJIbHOM ceTu, Ha FTP-cepsepe. [Ipu coznanuum pesepBHbIX
KOIHI MCTOJIb3YeTCsl HHTETPUPOBAHHBIN Zip- U 7-ZIP-apXUBaTOp.
[Iporpamma MOKET OBITh YCTAaHOBJICHA B KAYECTBE MPHIIOKEHUS UIIH KaK CEPBUC
(cityx6a). Jlna nonrouennoi padoter Tpedyercs NET Framework 3.5.

BoinosiHeHue padoTsbl
3aganue 1. BoinmosiHUTE pe3epBHOE KONMMPOBAHNE CHCTEMHBIX
KOH(pUrypauuoHHoix ¢painios.
1. 3anyctute komnbioTep ¢ npeaycraHoBiaeHHoit OC Windows.
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2. 3anyctute Macrtep ApxuBauuu (I1yck — Ilpozpammer — Cmanoapmmuoie
— Cnyaceonvie — Apxueauus OanHLIX).

3. O3nakombTech ¢ HHPOpMaIUeil mactepa u uienkaure Jaee.

Macte P ApXHEAUMH H/IH BOCCTaHORB/IE HHA @

MacTep apXvBAaLA K
BOCCTAHOBAEHMA

37T MaCTep NOMOKET APXMEMPOBATE MAW BOCCTAHOBMTE
Palinkl W NapaMETPEl Ha AaHHDM KOMIEKTEPE,

IR WSMEHEHMA NAPAMET POE APXMBALMH 14 BOCCT SHOENEHWS
MEpEek MoYUTE rMacTep & Pacluvpentiiil pestir (802 onemHer
NONb30EATENEN).

[V]Beeraa sanyckaTs & pekume MacTeps

O A npoanmkeHdn HaskrauTe kHonky ' danse'

Qanee> ] l OTiveHa ]

Pucynok 1. Macmep Apxusayuu oanHwix.
4. BpiOepuTe BO3MOXXHOCTh MacTepa — ApxuBanus (paiijioB U mnapamMeTpoB U

uenkuute /lanee.

MﬂCTEp dpPXHBAUHH H/IH BOCCTAHORB/1E HHA @

ADHHBE“HH H BOCCTAHOEAEHHE
Bt MoskeTe APRHEMPOESTE PNkl H NAPaMETPRI MKW BEOCCTAHOEMTE MR M3
o —

APHHES.

BrIGEpUTE 0AHY M3 CASAYOLME BOSMOKHOCT 25

(5){Ap¥MBAUMA PEANDE M NAPEMETPOE

() BocoTaHoBeHMe $afios 1 NapaMeTpos

[ < Hazan ” Hanee > l [ OTrieHa l

Pucynox 2. Buibop apxusayuu uiu 60cCmMaHo81eHUs.
5. Ykaxute BBIOOp PJIEMEHTOB apXHUBUPOBAHUS B CAMOCTOSITEIIHBHOM PEXKUME —

IIpedocmasums 603M0HCHOCMb 8b100PA 0OBEKMOB 015 APXUBAYUU T
menkuute anee.
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Macte p apXHBdLUHH H/H BOCCTAHOB/IE HHA §
Y10 caenyet apiMBMPOBATL
b CoHD YKAZETE 3 NEMEHTEI, KOTOPEIE CNEYET SPYHEWPOEETE.
i _---

BrifepHTe offbekThl, KOTOPEIE CASAYET APAHEMPOBATL.

O 0EYMEHT Bl M NaparMeTpel HACTROMEM
4 y pareT pol

Brniouan nankk Mon gokyraerter, "MetpatHoe", padounil cron v daine 'cookis',
() IokyMEHTEI M NAPAMET Db HACTPORAKM BN NOALS0EATENEH A3HHOMD KOMMBOTERE

Brawyan nanky "Mon gorytaesrel”, "MatpanHoe’, patoudil cTon W fains
"cookie" BoEx NONBZ0EATENEN 0AHHOMD KOMIEKTEPE.

() B MHOOPMALLA HA 03HHOM KOMIBOTEDE

MonHEA SPEHEALMA DaHHETR M COS0AHME LHCKS SETOMATHYECKOND EOCCT AHOENEHHA
CHCTEMEI, KOTOPEIF MOMET SEME HEGNOAES0BaH ANA BOCCTAHOENEHWA CHETEME B
cny4ae ee aBapHﬁHDFD OTE&ZA.

(®){]peancTaEMTE BOZMOKHOCTE BRIG0RE OFEEKTOE ANA SpHHESLMLE

’ ¢ Hazan ” Hanee » l [ OtreHa ]

Pucynok 3. Bvibop cnocoba ykazanuti 06ekmo8 apxueupo8anusi.
6. YkaxwuTe 3JE€MEHTHI I apxXuBanuu — Beroepurte Ha aucke D HECKOIbKO

MarnokK o0mKM 00beM KOTOPBIX HE OYAET NPeBbIIIATh HECKOIBKO MErabanT u

wenkuute lanee.
ME.CTEP APXHBALMM M/IH BOCCTAHOBAE HHA E|
AneMeHTH ANA dapXHBadlHH
b oaHO SPXHEWPOESTE .FI}CIﬁH}CI COBOKYNHOCTE QWCKOE, Nanok Wik $akinos.
x|

; \ JEa#ab! WEeNKHWTE H3 HOCKMTENE ANA NPOCMOTPE COAEepPHKMMOro. HoTaHoeuTe
% | PNAKKM ANA BCEX QMCKOE, NanokK MK alinos, KoTopble TPESYeTca apeHEMPOBATE.

Hro cnenyet apRWBUMpOEATE:

H- [ <e Nokanenei guck [C] & | e Tun
=-bI) 3004 .ﬂ. SourceBackup.brip  TodedHelE ..
aoc lﬂ_1 SourceBackup.doc  Hokymedt ...
D ?3;.'38 E SourceBackup.rar  ApHude Win...

[% SourceBackup.tst  TekcToswid ...
BackU
L) Backle ijSourceBackup.wav JEyr Way

=D tz and Set
Eé MDSE:DquaeCnh: A e @SourceEackup.xls Muet Micros. .

. 17 Praaram Filas

4 b4 £ b4

[ < Hazan “ DNanee » ] [ OtreHa l

Pucynok 4. Bvibop 06vexkmog apxusuposaHusi.
7. YKaXuTe MECTO XpaHEHUS apXuBa:

o OTKpOHTE THanoroBoe okHO COXpaHUTh KaKk KHONIKOUW Q030p;



MﬂCTEp dPXHBALHH H/TH BOCCTAHOB/IE HHA

WA, THN M PACNOADXKEHHE ApXHEBALlHH
P aiine 1 NapareTpel COKpaHEREl B YE3533HHOM MECTE,

B |

B blle-'pMTE-' pacnonoseHHMe 00A 4aHHOr D apkdeEa:

C:ADocuments and SettingshAdminsPatouai cran’ i llgﬁﬁﬁﬂlll

EBE,IJ.HTE A 4NA AaHHOMD apkHEa:

Backup

[ ¢ Hazan “ Hanee > l [ OTreHa

Pucynok 5. Bvibop mecma xpaneuns apxusa.
o TepenauTe B KOpHEBOM Karanor aucka C;

o BBeauTe B noje Umsa @aiina — ums coxpansemoro Qaiina - Pezepsnas
Konus;

o coxpanute (aiin kHonkoi Coxpanums;
o TIOATBEPAUTE BBEICHHbBIC JaHHBIC KHOMKOW /anee.
8. HactpoiiTe nonmosHUTEIbHBIC TApAMETPhI APXUBAIUH:

o OTKPOWTE UAJIOrOBOE OKHO JIOMOJTHUTEIBHBIX MapaMETPOB KHOIKOM
Mononnumensho,

o BbIOEpHUTE B PACKPBIBAIOILIEMCS CIIMCKE THII apXuBauuu — OObiuHbvll 1
mwenkuure /lanee;

o ycraHoBuTe Quiaxok [lposepsimo dannvle nocie apxusayuu ([Janee);

o YKaXHUTE crocod 100aBJjieHUs apxXuBa — /[obasumsv 5mom apxus K
cywecmsyrowemy ([lanee),

o YKaXUTE BpeMsl apXvBaIMMU:
* YCTaHOBUTE PATUOKHONKY [l030Hee;

* BBCIUTC UMA 3aJaHUA B COOTBCTCTBYIOIICC I10JIC,
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Korpa apxueupoBars
b OMHD ZANYCTHTE APEHEALLMID CEHYAC MM HAZHSUMTE &8 BEIMONHEHKE No
. ___--

PACAMCaHHID,

MﬂCTEP dAPXHEdLHH H/IH BOCCTAHOB/1E HHA

K.orga BENOAHLTE SPHKMEALMIDY

() Ceiuac
(®) NozaHes

AnemeHt PACMMCEHHA

Hraa zanaHus: |.“-‘«|:|:4HBaLLH;| |

Lara navana: |-'-1 ceHTAGpA 2013 Ha 11:19 |

[ HoTaHOEMTE paCMEaHHE. . l

l < Hazaq “ Hanee > l [ OTreHa ]

PMC_)/HOK 6. Ykazanue umenu u BPEMEHU 6bINOJIHEHUA APXUBUPOBAHUAL.
- OTKpOﬁTC AUAJIOIOBOC OKHO 3aHJ'laHI/Ip0BaHHOC 3aJJaHHE

KHONKOU Pacnucanue,

3annauupnnauune 2dJaHHe

PacnucaHue | M apaneTpel

% B 11:23, 0403203

HasHauwme zanaHme:  Bpera navana:

11:23 % | [HdononHurensHo...

D,CI.HDKDBTHDE EbINOAHEHKWE

BbinonHuTE: | 4 cerratpa 2013, R4 |

[] NokageEaTt Heckonkko PACMMCAHME,

I 0K H OTreHa l

Pucynok 7. Ykazanue mounozo epemenu Hauana 6binOIHEHU APXUCUPOBAHUA.
= BBeauTe B nojic Bpemsi HavaJsia BpeMst Ha 2 MUHYTHI TT03KE

Tekymiero (Hampumep, eciu ceituac 12.40, To BaM HEOOXOMMO
BBeCTH 12.42);

* [OJTBEPJUTE BBEJCHHbIC MapaMeTpbl KHONKON OK;
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9.

o 3aBEpIINTE BBOJ BPEMEHH BBINOJHEHHUS apXUBaluu KHONKOM /lanee;

o BBCIHUTC JAHHBLIC ITOJIb30BATCIISI OT MMCHH KOTOPOI'O 6yz[eT BBITIOJIHATHCA

apXHWBHPOBAHHUE:

= BBeaute B nosie [lorb3oBaTes b MM ITOJIE30BATENS HA
kommbiotepe - USER;

= BBeaute B oy [laposs u [loaTrBepskaenune napoJst 1y
nons3oBateist USER;

» TOJTBEPJUTE BBOJ JaHHBIX KHONKON OK;

3aBepiuTe paboTy Mactepa KHotkoi I omoeo.

3ananue 2. BoInoJiHUTE BOCCTAHOBJIEHHE CUCTEMHBIX KOH(PUTYPAIIMOHHBIX
(painos.

1.

6.
7.

3anyctute Macrep ApxuBauuu (Ilyck — Ilpozpammer — Cmanoapmnbwie
— Cnyaceonvie — Apxueauus OaHHBIX).

O3HaKOMbBTECH C HH(bOpMaHHGﬁ MacCTCpa U MICIKHUTC ﬂaﬂee.

Bri6epute Bo3M0OkHOCTh MacTepa — BoccranoBienue aiisio u
napamMeTpoB u Lieinkuure anee.

BoiGepuTe /11 BOCCTAHOBJICHHUS B JICBOM CITUCKE C COEPKUMBIM apXHBa,
nanky Mou pucyuxu (/Janee);.

O3HaKOMBTECH C BRIOpAaHHBIMU MTapaMeTPaMH M aKTUBU3UPYHTE
BOCCTAHOBJICHUE KHONIKOU 1 omoeéo.

OTkpoiiTe 0TYET KHONKOU Omyem 1 TPOCMOTPUTE €TO.

3akponTe AUaIoroBoe OKHO XO04 BOCCTAHOBJICHHMS KHOIIKON 3aKpbinb.

3ananme 3. Co3aaiiTe TOUKY BOCCTAHOBJICHUS.

1.

3anycture mactep Boccranosiienune cucremsl (Ilyck — Ilpozpammeor —
Cmanoapmmnotie — Cnysnceonvie).

O3HakoMbTeCh ¢ MHPOpMaIIEel MacTepa.
Co3znaiite TOUKy BOCCTaHOBJICHUS:
o YcraHoBure paanokHonky Cozdams mouky eéoccmanosnenus (Janee);

o BBEIHUTE B TEKCTOBOE 110JIe ONUucCaHNe KOHTPOJIbLHOM TOUYKH
BOCCTAHOBJIEHUS - Tecmosas mouyka 60CCMAHO61EHUS,
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E: BoccraHoB/e HHe CHCTEMbl

CozpnaHne KOHTpOﬂbHOi'l TOYKHW BOCCTaHOBNEHNA

CHCTEME SETOMATHUECKH COZAAET N0 PACMCEHHHD MK NEPEA YCTAHOEKOA NPOrpaMt KOHTPOMNEHEIS TOUKH
BOCCTAHOBNEHHA, KpoMe Toro, © NOMOLWLBH) BOCCTAHOBNEHHA CHCTEME! MOMHO CO343Th CoBCTEEHHBIE
KOHTPONEHEIE TOYKH ANA MOMEHTOE BPEMEHH, OTNHHYHEIX OT BblsHDaEMbIX CHCTEMORA,

BEEAMTE ONMCaHME ANA KDHTDDJ’IbHDﬁ TOYKH BOCCTAHOBNEHKWA, BblsHDaﬁTE OMNHUCaHKE, Nerko Y3HAaBaeMoe B
CNYy4ae BOSMOXHOMD BOCCTAHOENEHWA KOMNBKITERA,

ONMCaHAE KOHTP A TOUKW BOCCT

KOoHTpONEHAA ToMKa BOCCTAHOENEHKA - MaBopatopran pabora 1| |

Tekrylme EPEMA M AETA AETOMATHHECKH AnBaEnEHE! K 3TOR KDHTDDJ’IbHDﬁ TOYKE BOCCTAHOENEHHA,

M3MEHEHHE 3TOM KOHTPONBHOA TOUKH BOCCTAHOBNEHHA NOCNE B8 COSAAHHA Oy AET HEBOSMOMHO,
WEEAMTECE, YTO HMA TOHKH 33A3H0 BEPHD,

[ < Hazag ][ Cozaate ][ QTMEH

Pucynox 8. Boccmanosnenue cucmemvl.
o CO3JalTe TOUYKY BOCCTAaHOBJIEHUS KHONKOW Co30amb.

4. 3apepiute paboTy MacTepa KHOMKOW 3aKpoimb.

3ananmue 4. Ycranosure nporpammy Cobian Backup.
1. Jns pabotsl nporpammsl Cobian Backup HeoOx01MMO yCTaHOBHUTH Ha

nokanbHbI KomnbioTep .NET Framework 3.5. YcranoBounsie ¢aiin Bbl
moskete HaiiTk B d:\3-004\Install\dotnetfx35.exe. 3anycTure nanubIi ¢aitn u
BoimosiHUTe yecTaHoBKY NET Framework 3.5, ciemys Bcem npeioxKeHHbIM
MHCTPYKIIUSIM.

2. 3amyctute nporpammy ycraHoBku Cobian Backup. YcranoBounslit ¢aiin
HaxoauTCs B ToM e manke, 9to 1 NET Framework 3.5 - d:\3-
004\Install\cbsetup.exe.

3. Tlocne mpoBepkH yCTaHOBOUYHBIX (PailyioB mporpamMma NpeiyiosKUT BHIOPAThH
s3bIK. BeiObepute u3 cnmcka «RUSSIANY 1 HaxxMuTe KHOTIKY «Jlanee»
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Cobian Backup 11 Gravity — yctaHoBka E|§|@
Jobpo noxanoeatb B Cobian Backup 11

MaCTER YCTAHOBMT M HACTROMT MPOrPaMMY HA BaleM KoMNbroTepe, BribupanTe
Hy#HEIE NAPAMETPE M HAXHMMAHTE KHONKY «Janees ANA NEPEX0AA K CNEAYHILLENY
Lary.

BrifEpHTE A3LIK YCTAHOEKH B BRINIASMLULEN CNMCKE CNEEA, ¥CTAHOEKE MOMET GbITE
MpepEaHa B Nhobof MOMEHT — ANA 3TOM0 HAMMHTE KHOMKY «BeiiThs,

Azki

Bl MO¥ETE NOMOYE SETOPY PASEHEATE 3TOT NPOEKT, NEPEEEAA CPEACTES Ha &M
rowenék Paypal. Mocne voT aHOBKK Nporpamiisl 3aHAHTE B MEHHD CNpaBka - =
Moaaepwate NpoekT (Paypal), 4Tobel y3HATE NoAPOBHOCTH,

’ BLIHTH ] [ fanee l

Pucynok 9. Oxno ycmanoswurxa Cobian Backup.
4. Cornacurech C JUIICH3MOHHBIM COTJIAllICHUEM U HAKMHUTE KHOTIKY «/laieey.
EEIX

B cobian Backup 11 Gravity — ycTaHoeka

I'Io)kanyﬁﬁa, I'IDDHMTaﬁTE H NPHMHTE AMUEHSHMOHHOE COrNAWEHHE

-
Flease, read carefully the Following license agreement, ~
If wou don't accept the terms of the agreement, please delete T
immediately the software from your computer,
Zobian Backup, all it's files and documentation (the software)
is copyrighted by Luis Cobian {The author), The Following terms
apply ko all files associated with the software unless explicitly
disclaimed.
The author hereby grants permission to use, copy and distribute,
Azkik {but MOT sell or modify) this software and its documentation, provided
RUSSTAN - that all the original files are retained unchanged in all copies
and that this notice is included verbatim in any distributions,
. —— Mo writken agreement, license, or rovalty fee is required to use or
E B distribute this software,
] w
. e H [ < =
bR [ — —
===
—— —
|="- l I ! I A ApHHAMAHD YCNOBHA
| —
| CX] B3
’ BepHyTeCA ] ’ BEIATH ] I Hanee l

Pucynox 10. Oxno ycmanosuwuxa Cobian Backup.
5. OctaBbTe KaTaJIOT YCTAaHOBKH 0 YMOTYaHHIO U HAXKMUTE KHOTIKY «Jlanee».

bian Backup 11 Gravity — yctaHoBka

K.aTanor yCTaHoEKH
|C:'I,Pr0gram Files\Cobian Backup 11 | E

Ecnu 08HOBNEHME MAET C Honee paHHER 11-H BEPCMM, YCTAHAENHEANTE MPOrpatty
B TOT ¥ KATanor — YCTAHOEWMK SETOMATHHECKH 0BHOBMT BCE KOMNOHEHTLI, ECrik
0BHOENEHHE MAET C GONes paHHHx BEpCHA (10, 9K T, N.) — YCTAHABMHEAHTE B
HOBBIF KaTANOr, 3aTeM HMNOPTHRYHTE 334aHMA W TONBKD NOTOM YAANAHTE CTapyH
EEPCHHD,

Azbik

RUSSIAN i

CO3A3TE SHAHEH B MeHH «Mycks
[] CosaaTte cusHapHii 5TOYCTaHOEKH

YETAHIBH T HHHUHETOP TEHEBOrD KOMMPOBaHHA

[ BepHyTECA l [ BEIFTH ] ’ fanee ]

Pucynox 11. Oxno yemanoswuxa Cobian Backup.



6. Ha sTom miare ycTaHOBKHM OCTaBbTE MO yMOTYaHUIO THI YCTAHOBKH —
Cay:xo0a, a 1y IlapameTtpsl ¢i1y:k0bl1 BiOepUTe 3amycKaTh MO Y4€THOM
3amuchblo Local system. Haxxmure kHomy «Jlamee».

B cobian Backup 11 Gravity — ycraHoEKa

THN YCTaHOBKK
() Mpunoxerme {Ges asTosanycka)
() MpHno#eHHe {SBTO3aNYCK TONLKO N0A AGHHOA YHETHON 38NMCkHD)
() MpHNO#EHHE (ABTO3AMYCK ¥ BLEX NONb30BATENEH)

() Cnywba

Azbik MapameTpel coy el

RLISSIAN b (%) 3anycKaTe N0A YHETHOR sanvcero Local system

E E () 3amyoraTh N0 ofbMHOR yHETHOA 3aMHCEH
T
S—e | | |
===
—— .
|=l-l I g I ABTOMATHUECKH 3aMyCKaTh MHTepdec
— |

' s

’ BepHyTECA ] ’ BEIHTH ] I Aanee l

Pucynox 12. Oxno ycmanoswurxa Cobian Backup.
/. HaxxMute KHONKY «Y CTAHOBUTBY.
3amanue 5. BolnoHuTE pe3epBHOE KOMUPOBAHHE € TOMONIIBIO MPOTrPAMMbI

Cobian Backup.
1. 3anycrture nporpammy Cobian Backup.

2. Os3HakoMbTech ¢ nHTepQeiicoM mporpaMMsl u cosnaiite HoBoe 3axanue
(3ananme — HoBoe 3axanmue).

7 Cobian Backup 11 Gravity

Crncor (N VicTopna Xypran  WrcTpymentel Cnpaska

nncor ]
" PP 3anycTiTe Bre 3aaaHrA Chrl+B

V| B 3anyciTe seipanryra rpynny kG T —
¥ Caenam eX 33AaHHAx Shift+Ctrl+8 0
| Caenath nonHLIe Konkm B BEIBpaHHO rpyIne Shift+CErHG
|¢J Hooe 3aaarke =)

BBIKAMMTE KOMMEHTER NOCAE 33BEPWEHHA pataTel Ctr+F4

C)Bee saaarmn [Tceoticrsa sananms | [Elvicropns | <2 Mypran

Crvcor: Mainlist Jst KonvecTso darinos: 0 Pasvep: 0 bytes I ]

Pucynox 13. Oxno npoepammer Cobian Backup.
3. Tlepen BaMu MOSIBUTCS OKHO HACTPOWKH HOBOTO 3a/IaHHSI C OTKPHITON

BKJIaako Oomme. Ha 3To Bkinaake ykaxure HaszBanue 115 3aganus u
BbiOepuTe Tun konupoBanust — IoHbIii.




Hopoe aaganwe

2, ofwne
B i £ YHasKWTE 1MA ANA 3aAaH1A

=) PacnncaHme

¥ Lk iMuHoC T MMA 334aHMA

[ cwathe WKANMTE MMA ANA 33/3HKA
= PUneTR

ﬂ Aon. AercTerA
* JOoNoNHMTENEHD

DCHOEHEIS HACTROMKH
pynna

[He BxoamnT B rpynny] A
BEINOAHATE 334aHHE
KonMpOEaTE NOAKATANOTH
AENaTE 0TAENEHEIE KOMMH © BPEMEHHEIMM OTMETKAMH
MCnonesoEaTE apxMEHEI aTpHOYT
MENaNES0EaTE TEHEEDE KONMHPOBaHHE

THM KOMHPOESHHA

() MonHei () AofasouHei

() PazHOCTHENA () DMK THEHEIF

I MPHHATE l [ OTMEHE ]

Pucynox 14. Oxno Hosozo 3a0anus Cobian Backup. Bxraoxka Obwue.
Bapuants! "Tun konupoBaHus" MO3BOJISIIOT ONPEAEIUTh, OyAyT JIU (pailiibl

KOHHpOBaTBCH B IIOJTHOM O6’BCMC HUJIN TOJIBKO O6HOBJ'I$ITBC5I.
&) MonHei ) NobasouHEI

) PasHOCTHBI ) DUKTMBHEI

Ioanblil — Bce ¢daiiibl yKa3aHHOM Manku OyyT BKIIOYEHBI B PE3EPBHYIO
konuto. Ecnu Beie BiroyeHa onuusd "'Co3aaBarh OTAEIbHbBIE KOMHH...",
BCSIKUI pa3 OyyT COXpaHIAThCS HOBBIE (pailiibl ¢ pe3epBHOM Komnuel. Ecnu
onius "Co3aaBath OTAEIbHBIE KOMHUU..." OTKJIIOYEHA, Oy1eT OOHOBISATHCS
OJIMH U TOT e (haiin (moBepX CTapoi BEPCHUN).

J100aBOYHBII — B HOBYIO PE3EPBHYIO KOIHUIO OYAYT BKIFOUEHBI TOJIBKO T€
(aiipl, KOTOpbIE U3MEHUIIUCH CO BPEMEHH CO3/IaHUsI TIOCTIEAHEN pe3epBHON
Kornuu (He 3a0ynbTe OTMETUTH oniuio "Vcnonb30BaTh apXuBHBIN aTpulyT").
Pa3HoCTHBIA — TONBKO (aiiiibl, KOTOPHIE H3MEHUIIUCH CO BPEMEHH
MOCJIETHETO MOJHOTO PE3€PBHOTO KOMTUPOBAHUA.

@DUKTUBHBIA — HUYETO HE KOMUPYETCS, 3aJaHUE UCTIOIB3YETCS JJIs
JTOIIOJIHUTEIILHBIX JICHCTBUM.

IIepennure Ha Bknaaky Pauibl. BepxHsas yacte okHa UcTOYHMKH
npenHa3HayeHa sl (ailyioB, KOTOPbIE Mbl XOTUM BKJIIOYHUTH B PE3EPBHYIO
konuro. [lepenecure cro1a mpsIMO M3 TPOBOJHUKA (MM UCHIOJIB3YHTE KHOIIKY
Jlo6asuTts) karamor d:\3-004\Source.

Hwxnss yacte okHa IlyTH Ha3HaYeHUs peIHA3HAYCHA [ YKAa3aHUS

MECTOIIOJIOKEHUS PE3EPBHOM KOIUU. Y KAXKUTE B KAUECTBE MIyTU HAa3HAYCHUS
karayor d:\3-004\Backup.

73



Hoeoe 3agaHme

2 ofwume
Dafink

MCTa4HMEN
¢ ) di3-004%Source

(X

i) Pacnicatie

4% LHkniaHocTe
] Cwatme

= PrNLTp

ﬂ Aon. AsACTEHA
# JononHHTENEHD

@

Ty TH HazHaYEHA
¢ ) dil3-004'Backup

?

MepeTawmTe cioga obbekTel MEWKOA Hs MpOB0AHHES

’ OpHHATE ] [ OTHEHA ]

Pucynox 15. Oxno Hosozo 3a0anus Cobian Backup. Bxraoka @atinul.
5. Ilepetinute Bo BKIaaKy Pacnucanme. M3yunte npeioxkeHHbIE BAPUAHTHI

pacnucaHuil 411 pe3epBHOIO KOIUPOBaHUs U BbiOepuTe B criicke Cxema
3anmycka - E:xkenenenbHo. Ykaxute B rpynne Juu Hegeau: IloneneabHUK u
Cpena, a B rpynme Jlata u Bpems ykaxute B mosie Bpems 12:00:00.

Hogroe aaganve §|

] fes

LHE
= CxEMA 3aMyCKa
B Parine
= EweHelEnEHD “
=/ Pacrmcanme
¥ Lk nunocTe Hegena AHH HEAEnH
[ Cwarwe

TMOHE ARNEHHEK [CInarmua

= dmHneTp

ﬂ Aon. asAcTemMA

| JononHnTEnEHD

[cyesora

[CIBTopHwe

[[]BockpeceHse
[I4eTeepr

fata v Epena

Epema
1Z2:00:00

4

(o] |

OTHEHE ]

Pucynox 16. Oxno Hosoeo 3aoanus Cobian Backup. Bxraoxa Pacnucanue.
6. Ilepetimute BO BKIaaky Cxkatue. B ciucke Tum cikaTusi BEIOSPUTE THIT

apxuBa Zip. B mone KomMmMenTapuii ykaxkure KOMMEHTapuil, KOTOPBINA OyaeT
no0aBlieH K apxuBy. [t TOro, 4ToOBI 3aIIUTUTH APXUB OT UYKHUX
MOCSTaTeNbCTB — 3amudpyiite ero. Beibepute u3 cnivcka Bua mmdpoBanus —
AES 256 out. [{nsa mmdpoBanus apxuBa npuayManTe J0CTATOYHO CIOKHYIO
CeKpeTHYIO (hpa3y (koTopasi OyAeT U3BECTHA TOJIBKO BaM) U YKaXKUTE €€ B MOJIe
CekpertHnas ¢pa3za. [loBTopHO yKakuTe 1aHHYIO Gpa3y B MoJe
IoaTBep:xaeHue cekpeTHoM ¢pasbl. /(15 onpeeieHun CI0KHOCTH
CEKpETHOM (Pppa3bl MPeayCMOTPEH CHEUATbHBIA HHIUKATOP, KOTOPHIN B
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HAIIeM CIy4ae JIOJDKEH ObITh 3€JIEHOTO 1BETAa (3TO 3HAYHT, YTO CEKPETHAs
¢dpaza JOCTaTOYHO YCTOWYUBA KO B3JIOMY).

X

Hopoe zagaHHe

rg' QBune Cathe
|7 DaFine
3 - THM CHaTHA AENEHHE Ha YatTH
% UpkniaHocTe Zip hd He aennTe w
[ xatne
= DMNETR [ CHmaTh dhafinel no 0T AENLHOCTH

ﬂ Aon, AeACTEMA

HoMMEHTapHIA
%% JononHuTensHD

FOMMEHT 3PHI K PEZEPEHOMY KOMMPOEaHHHD

WM poBaHHE apxHEa
B WkhpoBaHa CNOMHOCTE CEKPETHOR hpasel

AES 256 BT v | ]

CekpeTHaA ppasa MoATESR#AEHHE CEKPETHOMA dpaskl

HDHMEHBHHE: HCNONES0ESHME CHATHA ZaMEANAST PESEDEHDE
KONHPOBaHHE H NOHMHAET M0 H3ASKHOCTE,

) |

Pucynok 17. Oxno Hosozo 3aoanus Cobian Backup. Bxraoxka Cocamue.
7. Haxxmute kHOnKy IIpUHSITH 1 3aIIyCTUTE CO3/IaHHOE BaMU 3a/IaHUC.

[ OpHHATE OTMEHE ]

72 Cobian Backup 11 Gravity

Crvcok 3aaatve WcToprA Kypran  MHCTpymenTel  Crpasa

wrRIl® SO A

Vg Pasep ATPHEYT SHauerte -
6 a 3 Hogoe 3aaaHHe
PP SanycTms sc sanshnn imatap {78B16E98-0FC7-4D65-ATEC-1422F 76 2FDFF}

[ 3anycrvme exiparmee zanania

HpoBaHHA MonHoe
ki d:43-004\50urce

&, BrrosmTe{emKnosHTe

(_)Bce sapana

Criacok: Mainlist.kt  Konnuecreo harinos

SHaHEHHA d:i3-004Backup
#) Hosoe zaaaHme HCTOHHHEDE 0 bytes
[=] Peaarruposats sasamme
(7] AvBruposats sanakme IATE 3AA3HHE As
m O — aTb NOAKATANOMH Aa
HuiE Karin Az
BWa b LopaTh apxHEHbIH aTPHBYT Aa
TANoNB3084Tb TEHEB0R KOMHPOBAHHAE Aa
* Heaena ebINOAHEHH ESKEHEAENBHD
* [H BLINDAHEHHA MaHeAEnEHHK, CPeas
* Bpemnn 12:00:00
+ MproprTeT Cpearmii
* VIHTEPBAN HEMAY NOMHBIMH KOrHAMA [
* OMHHECTED XPaHAEIR NOHELX KO 0
- Cwatne zip
- flenerme apxvBa Ha HaCTH He aemms

* KCOMMEHTBPHil K 3pXHEY

* Wndposanie

* CHHpOHMZALHA

* MENonS30BaTE SGCOMOTHSIE Ny TH

- CosasEaTe poanTEbCKH KaTanOr

<
[T ceoiicrea sanarma | Elvicropua

10 Pasmep: 0 bytes

& Hypran

KOHHEHTADHI K PE3EDEHOMY KOTMPOBaHAIO
AES 256 BuT

Het

Het

Aa >

Pucynox 18. 3anyck 3aoanus ¢ Cobian Backup.
3ananue 6. BoccraHoBHUTe TaHHBIE U3 Pe3ePBHOI KONMUU.
BrInonHUTh 1aHHOE 3a/]JaHue MOYKHO HECKOJIBKUMH CIIOCO0aMMU:

1. Pa3zapxuBHUpOBaThH PE3EPBHYIO KOMUIO MOXHO JIF00O0H MporpaMMon

MoACP>KUBAIOIIEH pabOTy ¢ BRIOPAHHBIM BaMU THUIIOM apXUBa U TUIIOM

mrppoBaHus.

2. PazapxuBUpOBaTh pE3epPBHYIO KOIMUIO C MOMOIILIO0 BcTpoeHHOro B Cobian

Backup unctpymenta PacnakoBuuk.



B* Cobjan Backup 11 — pacnaiosumi

S5 00D

£ ¥ypHan

T

DafNEl ANA PACNAKOEKH

WETOUHMEH BbifpaTe

OHHCTHTE

CiiDocuments and SettingsiadmintPadogid cronh BrifpaTe

My Tb Ha3HAYEHHA

Pucynox 19. Oxno Pacnakoswuka ¢ Cobian Backup.
3ananue S. BoinosiHuTE pe3epBHOE KONMMPOBAHNE HA YAAJCHHBIH cepBep ¢
noMoubio nporpammbl Cobian Backup.
N3meHuTe HaCTPOMKH CO3/IaHHOTO BAMHM 331aHUS PE3EPBHOTO KOMUPOBAHUS
TaK, yTOOBI Ballla pe3epBHas KONuUs coxpaHsaack Ha ynaneHHoMm FTP-cepsepe.
1. B okHE HacTpOEK 3aJjaHusl PE3EPBHOTO KOMMPOBAHUS 3alIUTE HA BKIIAJKY
®daitnbl 1 u3MeHute Iyt Ha3HaYeHus, BHIOpaB 11 MECTOIOJIOKEHUS
pe3epBHO koruu FTP.

[NapameTpobi 3agaHKa “Hoeoe 3aganue™

‘g' OﬁLvLLHE McTa4HHKH
‘_,_u GEE CiDocuments and Settings AdminiMom aokymeHTEl
iz Pacnmcanme

% LMK AHYHOCTE
[ Cwatve

= PHneTp

ﬂ Aon. AsACTEMA

| JononHHTENEHD

@

My TH Ha3HAYEHHMA
Ci\Backlp

[ dobaenTe @

\ KaTanor WTE CHA8 OB BEKTE MEIWKOA M3 MDOB0AHHKS
2 FTP
£ BpyqHyro ’ [pHHATE ] ’ OTHEHA ]

Pucynox 9. Oxno napamempos Hosozo 3a0anus Cobian Backup. Bxraoka
Datinwi.
2. B nmosiBuBmiemcs okne «Hacrpoiiku FTP» B mone FTP-cepsep BBeauTe

ftp://192.168.1.23/. B nmose Ums mosib3oBaTtens ykaxure UserN (roe N —
Balll OPSAKOBBIA HOMED B KypHaiie). B mose [lapoinb ykaxurte Takoe xe
3Ha4YeHUE Kak 1 Juis noiist Mims none3oBatens. OcTaabHbIE HACTPOMKH
OCTaBbTE 0€3 U3MEHEHHSI.
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ftp://192.168.1.23/

1.
2.
3.

no

Hactpohxu FTP

L_EJ CoEAMHEHHE
@ JOnonHHTE NBHO
E Epema oxmnaaHHa

FTR-cepeep
Frpeff192.163.0.8)

TNaruH
Userh

Mapone

Ha4aneHeiR katanor

TMACCHEHE PEXHM

Mopt
21

’ %ﬂanpoﬁm MpoKCH-CepEEPa ] ’

% HacTpofick S50

el

o] |

OpHHATE:

] ’ OTMEHA

|

3. COXpaHI/ITC HU3MCHCHUA OJIA 3aaHNA PC3CPBHOIO KOIIMPOBAHUS U

3aIyCTHTE €ro.

4. Tlo oKOHYaHUIO PE3EPBHOTO KOMMPOBAHUS 3aliIUTE Yepes3 IO

¢aiinossiii MeHexep Ha FTP-cepBep u yoeauTecs, uto pe3epBHas

KOITHS CO3aHa.

Conep:xanue oTyera
Otuet 1o 1abopaTopHON pabOTE MPEIOCTABIISICTCS MIPEMOAABATEIIO B JJICKTPOHHOM
BHJIE U JIOJDKCH COJIEPIKATh:

TutyneHyto cTpaHully (cTangapTHOE 0OpMIIEHNE).

Omnucanue OCHOBHBIX SaHaHHﬁ, BBIITOJIHACMBIX B XOAC Ha60paTOpH0ﬁ pa6OTI>I.

CKpI/IHI_HOTBI. B CKpHHIIOTaxX JHAJIOIOBLIX OKOH, B KOTOPLIX KYPCAaHT JOJIZKCH

YKa3aTb Ha3BaHUC WJIN KOMMeHTapr/'I K PE3CPBHBIM KOITUM HJIM TOUKAM

BOCCTAHOBJICHUSA CUCTEMBI, 00s13aTeJILHO A0JIKHA IPUCYTCTBOBATL B CKOOKax

dbamMuust KypcaHTa, BHIIOTHIBIIETO JAaHHYIO JIA0OpaTOPHYIO padoTy.

Bomnpocs! A5 321U THI J1a00PATOPHOI padoThI
3adeM HEOOXOAMMO BBITIOIHATH PE3EPBHOE KOMMMPOBAHUE JAHHBIX ?

Kakue cymecTByrOT TUIIBI apXUBalUN?

Kaxk yacTo He0OX0AMMO BBIMIOIHATH PE3EPBHOE KOMMMPOBAHUE JAHHBIX.
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JlaGopaTopuas padora Ne 9

HccnenoBanne HACTPOMKHU CHCTEMbI 0€30MaCHOCTH

Hean padorel: M3yunts HacTpoiiku cucTteMbl 0€30MaCHOCTH

TeopeTrnyeckas 4acTh:

YcTaHOBKA OrpaHUYeHMH JJIs MOJIb30BaTe1en
['pynmet onuuit B okae Default User npennasnadeHsl st yCTaHOBKH IOCTYITHOCTH
MOJTH30BATEIIO PA3TMYHBIX BO3MOXKHOCTEH padodero ctona Windows NT 4.0
YcraHoBKka orpaHMYeHUii HA KOMIIBIOTE
['pynmer onmuii B okHe Default Computer npennasHadeHs! A1 yCTaHOBKA
JOCTYITHOCTH TIOJIL30BATEII0 PA3IMYHBIX BOZMOXHOCTEH 10 KOH(DUTYpAITHH
anmapatHoro obecreueHus u cpenbl camoit Windows NT 4.0

IIpsimoe penakTHpOBaHUE CHCTEMHOI0 PerucTpa
C nomorpio Pegakropa CucteMuoit [IomuTHKN MOKHO HE TOIBKO CO3AaBaTh (Hailiibl
MOJIUTUKH, HO U HATIPSIMYIO PEIaKTUPOBATH CUCTEMHBIN PETUCTP CBOETO (C MOMOIIIBIO
koMan 161 Open Registry) wim 4yk0ro (¢ MOMOIIBIO KO-
manbl Connect) kommbrorepa. I1pu 3TOM H3MeHEeHHsI, BHOCMMbIC BaMu B Petakrope
Cucremuol [TonuTuku, HEMEIUIEHHO OTPAXAKOTCS B CUCTEMHOM peructpe. OgHako K
ATOM BO3MOXKHOCTH CJIETYET OTHOCUTHCS C OOJIBIIION OCTOPOKHOCTHIO, KAK U KO BCEM
HCIIPABJICHUSIM B CUCTEMHOM PETUCTPE.

3anper ucnouab3oBanus USB-HakonuTesen 1 OTACJIbHBIX TPYIII
noJsib3oBareseit (Win Vista, Win 7)

Camoe mpocroe pemeHue Jid  OrpaHUYEHUsT  OECKOHTPOJIBHOIO
ucnoap3oBanusa BHemHUX USB-Hakonurteneir B onepannoHHbIX cuctemMax Windows
Vista 1 Windows 7 — 3T0 MoJIHOE OTKIIFOYEHHE BO3MOKHOCTH UX UCIIOIB30BAHUS IS
OTJCJIbHBIX TPYMI MoJib3oBaTenel. s 3Toro HeoOXO0AUMO U3MEHUTH MapaMeTphl
oczomacHoctn g AByX (aitiioB  USBSTOR.PNF USBSTOR.INF, xotopsie
pacnojoxensl B manke %systemroot%\INF. UroOsl 3amperutsh ycranoBky USB-
YCTPOWCTB, HEOOXOIUMO U3MEHHUThH MapaMeTpbl 0€30MacHOCTH ISl KAKIOTO U3 ATHX
daiinoB. [l 9TOrO mMpaBOil KHOIKOW MBIIIM IIEJIKA€M Ha BBIOpaHHOM (aiine,
BbIOMpaeM «CBOMCTBay, 3aTeM BKJIAAKy «be3onacHOCThY, BRIOMpaeM Ha HEW TPYIIIIbI,
K KOTOPOW MPUHAMJICKHUT TOJB30BATENb (UIsI KOTOPOTO HEOOXOIUMO 3alpeTHTh
ycraHoBky USB-nakonuTesneii) u 3areM BbIOMpaeM om0 «3anpetutb — [lomHbIi
noctym» (pucyHok 1). OTor cmoco® paboTaeT [y HaKOMUTENIEH paHee He
MOJKITFOYABIINXCS K KOMIIBIOTEDY.
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Paspewenus ana usbstor.inf Ld_&,l

—_—
BesonacHocT

Wmn obvexta:  C:A\Windows\inf\usbstor.inf

[pynnbi unm nonb30BaTENN:
| 82 SYSTEM
\}3‘ AnmunnctpaTopel (1K320A-2\AgMuHucTpaTope!)

[ Lofasuts... J [ Ynanums

Paspewenun ana MNonbzosatenu Paspewnts 3anpemts

MonHsiit gocTyn ™ @ -
NameHerme [
YTeHue 1 BbiNoNHeHVe

Yrerve

JREE

3anmce [ 72—

HD,JDG‘SHE‘E ob yNpasneHuy A0CTVYNOM WU pasSpetlleHn X
l 0K I l Ommvena ‘ [ﬂpmm_eﬂnm]

Pucynox 1 — Hactpoiika rpymniisl mojib30BaTeNieil Ha 3ampenieHre MOJHOro J0CTyIa K
¢aiiry usbstor.inf

3anper HUCI0JIb30BAHMS USB-nakonuTeJiei yepes peectp
(Win XP, Win Vista, Win 7)

3anper Ha ucnosb3oBaHue USB-Hakonurtenel MOXHO OCYIIECTBUTH U
qyepes peectp. s 3TOTO norpedyercs U3MEHUTh BETKY
HKLM\SYSTEM\CurrentControlSet\Services\USBSTOR, rne mapamerpy Start
HEOOXOJIMMO TPHUCBOUTH 3HaueHue «4y». Jlima storo B penakrope peectpa regedit
BBIOMpaEeM HYXHYIO BETKY, BblaensieM ykazareinem Mmbiimu USBSTOR, naxoaum
napameTp Start, BEIAENSIEM €ro, HAKUMAEM MpaByl0 KHOMKY, BbiOupaem «3MEHUTHY
M B TOSBUBIIEMCS OKHE BBOJMM HOBOe 3HaueHWe (pucyHok 2). Temepp mpu
MOAKIIOYEHNH K KoMmibioTepy USB-Hakonutens paborarh He Oyner. ITOT cnocod
paboTaeT TONMBKO IS TeX HAKOMHTEJEeH, KOTOphble OBbUIM YK€ YCTaHOBJICHHI B
KOMIIbIOTEp paHee. [Ipu ycTaHOBKE HOBOTO HAKOMUTENS] W3MEHEHHBIM MapameTp
BEpPHET CBOE paHee YCTaHOBJIEHHOE 3HaueHue — «3». [l Toro, 4yToObl BHECEHHBIE B
peecTp U3MEHEHUs BCTYIIWIM B CUJTy Iiepe3arpys3ka KoOMIbloTepa He TpeOyeTcs.
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2% Penaxrop peectpa

tunnel [ vma
uagp3s
udfs

25) (Mo ymonuakmio)
25| DisplayName [Lpaiisep 3anomuHaroLux ycTpoiicTs Ana USB
#|ErrorControl 0x00000001 (1)

25| ImagePath system32\DRIVERS\USBSTOR.SYS

24 Start 0x00000003 (3)

) Type 0x00000001 (1)

UGatherer
UGTHRSVC
UloDetect
uliagpkc
ulishci
UlSata
ulsata2
umbus
UmRdpService Usmenenne naj pametpa DWORD (32 6ura) =)
UnlockerDriver5
upnphost NapaeTp:
usb Start

usbcegp
ushcir

usbehci
iy Decsman
usbohci

usbprint [0k [ omen |

USBSTOR

usbuhci

UxSms

VD_FileDisk

vds

vga

VgaSave

viaagp

ViaC7 -
i

Komnbrorep\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\USBSTOR

Pucynox 2 — N3menenue 3HAYEHUS napaMeTpa Start B BETKE
HKLM\SYSTEM\CurrentControlSet\Services\USBSTOR

3anper 3anucH Ha USB-nHakonuresu yepes peectp
(Win XP, Win Vista, Win 7)

Jlns 3ampeta 3anucu MHGOpPMalMK HA ChbEMHBIE HOCUTENW HEOOXOJAMMO B
3HAYECHUE napamerpa WriteProtect B BETKE peectpa
HKLM\SY STEM\CurrentControlSet\Control\StorageDevicePolicies ycTaHOBHUTH B
«1». Torga B ciiydae NONBITKY 3aMIMCHA HA ChEMHBIN HOCUTEIb MOJIb30BATEIb MOJIYYUT
npenynpexaenne. Pa3znen StorageDevicePolicies u mapamerp WriteProtect moxker
OTCYTCTBOBaTb B PEECTpe, MOATOMY [JIsi MCIIOJIb30BAHUS TMPEJI0KEHHOTO Crocoba
HEO0OXOJMMO WX CO3/1aTh W 3alKcaTh HY)KHOE 3HaUeHHUE (I 3ampera 3amucu — «1»,
U1 pazpemeHus — «0»).

s CO3J1aHUs pazzena HE00XO0IMMO B BETKE
HKLM\SY STEM\CurrentControlSet BoiOpath ykasatesem Mbimu Control, HakaTh
MpaBylo0 KHOMKY, BeIOpaTh «Co3/1athy, najee BoIOpaTh «Pa3nen» u nanee co3gaHHbIN
pazaen mnepeuMeHoBaTh B StorageDevicePolicies. BHOBB co3maHHBIN  paznpen
StorageDevicePolicies BbizensieM ykazaTeaeM MBIIIH, IIEJKaeM MpaBOil KHOMKOU U
BoiOMpaeM «Co3znatb», nanee «llapamerp DWORD (32 6wuta)». IlomydeHHbrit
napameTp neperumeHoBbsiBaeM B WriteProtect 1 u3MeHseM ero cojuepxumoe Ha «1»
(pucynok 3). Ilocyie BHECEHUSI HU3MEHEHHI B 3TOM Cllydae fepe3arpys3ka KoMIbroTepa
He TpeOyeTcsl.
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ageDevicePolicies

Enum

Komnerorep\HKEY_LOCAL_MACHINE\ n tControlSet\C.

Pucynok 3 — Jlo6aBnenue pasnena StorageDevicePolicies n u3smMeHeHre 3HAYCHUS
napametpa WriteProtect

U] flncnervep ycrpoiicrs lecon{ oo
Kowcons  [leiicrene Bua  Cnpaexa
s mElEE = P %S
=g APOBOTYH-MK
-y DVD u CD-ROM auckoeops!
L IDE ATA/ATAPI koHTpoAnEps!
.

end
WD1600ID-00HBBO AT/ O6wosuTs Apaiicepsi...
. BUACO M MTPOEBIEYCT]  Omemouns
- Knasnarypet

(-8 Komnsiorep

yKassigaiouive ycTponces

Pucynok 4 — USB-nakonurens B «/lucreryepe ycTponcTB»

4. YkazareneM MbIIIM BbIOpaTh HYKHBIA HAKOIMUTEIb M HAXaTh MPABYIO
KHOIIKY, BbIOpaTh «CBOMCTBaY, B pE3y/bTaTe OTKPOETCS OKHO CBOMCTB HAKOTTUTEIS.

5. BeiOupaem B OTKPBIBIIIEMCSI OKHE CBOMCTB BKJIAJIKY «CBEICHUS.

6. Boibupaem onumio «MJ[ obopynoBanus» (pUCYHOK 5), U 3alHChIBAEM
MOJIyYeHHbI B BepxHed cTpoke uiaeHtudukarop USB-nakonwurens. Ilocne storo
JNEUHCTANIMPYEM HAKOINUTEIb M3 CHUCTEMbl, BBIOpaB B KOHTEKCTHOM MEHIO
«Ynanuthy». JlewHCTaNIANMS HAKOMHUTENsS HeoOXxoauma I MPaBUIBHOM pPabOThI
IIOJINTUKY YIIPABJICHUS BHEIIHUMH HAKOIUTEIISIMH.
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Ceovictea: JetFlash Transcend 2GB USB Device @&J

| OBuwe | Monnmka I Toma ! Dpansep] Ceenerma |

_ JetFlash Transcend 2GB USB Device
d

CsoiticTeO

W[ oBopyaosaHus v

3HaueHne

USBSTOR\DiskJetFlashTranscend_2GB___ 8.07
USBSTOR\DiskJetFlashTranscend_2GB___
USBSTOR\DiskJetFlash
USBSTOR\JetFlashTranscend_2GB___ 8
JetFlashTranscend_2GB___ 8
USBSTOR\GenDisk

GenDisk

[ OK ][ Omvena ]

Pucynok 5 — nentudukarop USB-nakonurens Ha BKiiagke «CBEACHHS» OKHA
«CBolicTBay

Hcnons3ys mnonyuyeHHbll uaeHtugukatrop USB-HakonuTens MOXHO
co37aBaTh M HACTPaWBaTh IMOJUTHUKU YIPABJICHHS BHEIIHUMHU HakonutTeasmu. Jlis
OpaBWIbHOM  pabOThl  MOJUTUKUA  YNPaBICHHUS  BHEIIHUMH  HAaKOIUTEISIMH,
HEO0OXOUMO MPOU3BECTH JACHHCTAUIALIMIO BCEX pAaHEE YCTAHOBJIICHHBIX B CHUCTEME
BHemHNX USB-HakonuTenei. OTO MOXHO CHENaTh C IOMOIIBIO  YTHIIUTHI
USBDeview

JUIst co31aHus CIMCKA Pa3pelIEHHBIX K YCTAHOBKE BHEIIHUX HAKOIIMTEJIEH,
HEOOXOUMO JUIsl BCEX Pa3pEelICHHbIX HAKOMUTENEeH MOJYyYUTh ONUCAHHBIM BBIIIE
C0cO0OM UIEHTU(PUKATOPHI U HACTPOUTH JJIsl HUX TPYIIIOBYIO MOJUTHUKY:

1. 3 MeHI0 «BBINMOTHUTE» 3allyCKaeM PpENaKTOp TPYNIOBOW MOJUTHKU
gpedit.msc (pUCyHOK 6).

= BeeguTe uma nporpammel, Nanku, A0KyYMEHTa UK pecypca
WHrepreta, u Windows oTkpoet ux.

Otkpbire:  gpedit.msc -

@ 3ro3apanme GyAeT cO3aaHO C NpaBamu 3AMUHWCTPATOPa

ok ][ omena |[ O6s0p.. |

‘ ﬂ
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PucyHnok 6 — 3anyck pegakropa IrpyninoBbIX HOJUTHK

2. B OTKpbIBIIEMCS pPENAKTOpPE TIPYIIIOBBIX MOJUTUK pPa3BOpPAYUBAEM
«Kondurypamusi koMmmelorepay, «AJIMHHHCTpaTHBHBbIE MAOIOHBY, «CucTeMay,
«YcraHoBKa ycTpoiicTBay, «OrpaHndeHHe Ha YCTaHOBKY YCTPOWCTB» M BBHIOMpaeM
«Pa3pemnTh yCTaHOBKY YCTPOWCTB COOTBETCTBYIOUIMX KAaKOMY-JIHOO M3 3THUX KOJOB
YCTPOUCTB»(PUCYHOK 7).

PucyHnok 7 — Penaktop 00b€KTOB IpyMNIOBON MOTUTHKU

3. IIpaBoii KHOIIKOM MBIIIM HAKMMAaeM Ha BIOpaHHOU onuuu «Pa3pemmThb
YCTAHOBKY YCTPOWUCTB COOTBETCTBYIOIINX KaKOMY-JIMOO M3 ATUX KOJOB YCTPOMCTB» U
BbIOMpaeM «CBOMCTBaY.

4. Haxxumaem «BKITIO4€H», 3aTEM MMOKA3aTh U B OTKPBIBIIEMCS JUAIOTOBOM
okHe «J]00aBUTHY.

5. BnuceiBaeM B TIOSBUBIIEMCS OKHE HWJICHTH(UKATOP HAKOMHUTES
(pucyHOK ).

[obaeneHune snemeHTa I\&J
BeemnTe poGaBnAemblit 3NEMEHT: | 0K J
USBSTOR\DiskJetFlashTranscend_2GB___8.07 ﬁ
EE ‘ OtveHa

Pucynok 8 —JloGaBneHne wuaeHTU(UKATOPa BHEUIHETO HAKOMHUTENS B  CIIMCOK
pa3pelIEHHBIX YCTPONCTB

6. TakuMm >xe oOpa3om a00aBisieM B CHHCOK pPa3peLICHHBIX YCTPONCTB
ocTaJbHbIE UACHTU(UKATOPEI.

7. BolOupaeM B peAakTope TpYMIOBBIX MOJUTUK «3alpeTUTh YCTaHOBKY
YCTPOMCTB, HE ONMCAHHBIX IPYTHMMH IAPAMETPAMH ITOJUTUKN», HAKUMAEM IPABYIO
KHOIIKY MBIIIH, BIOUpaeM «CBOMCTBa» 1 Ha)KUMaeM «Bxitoueny.

8. CoxpaHsieM Bce IapaMeTpbl OJIUTHKU U BBIXOJUM U3 PENAKTOPA.

Takum 00pa3om, Mbl CHOPMHUPOBATIM CHUCOK PA3PEIICHHBIX K YCTaHOBKE
BHemHUX USB-HakonuTenel u HaCTpOWIIM MOJUTUKY UX KOHTPOJISL.

83



Mo>xHO MONTH Aalbllle ¥ HACTPOUTh COOCTBEHHOE OmoBelieHue. s 3Toro
CYUIECTBYIOT JIB€ MOJIUTUKH «OToOpaxkaTh cCleLUalIbHOE COOOIIEHUE, KOrja
YCTaHOBKA 3allpellleHa TOJUTUKOW (TEKCT BCIUIBIBAIOIIETO YBEAOMIIEHUS)» U
«Otobpaxarh crHenuagbHOE COOOLIEHHE, KOTJla YCTAHOBKA 3allpelleHa MOJIUTHUKON
(3aroJIOBOK BCILTBIBAIOIIETO COOOIICHHS ).

3anper asro3amycka ¢aiiiia AUTORUN.INF npu noakiroyeHuu
BHemHuX Hocuteaed (Win XP, Win Vista, Win 7)

1. OTkimrouaeM aBTO3aIyCK CTaHAAPTHRIMH cpeactBamu Windows Vista.
3axogum B «llaHenmp ympaBieHus», nanee BbHIOMpAaeM «ABTO3alyCK» W CHHUMAEM
rajouky ¢ «/Mcrnonp30BaTh aBTO3aIyCK JJI1 BCEX HOCUTEIIEU U YCTPOUCTBY.

2. B Windows XP 3amyckaem pemakTop IpyHIOBBIX MOJUTHK U MPEXOIUM
B «Koudurypamus kommeiorepa», «AJIMHHHUCTpPATUBHBbIC MIAOIOHB), «CHCTEMay.
Haxonum B nmpaBoM okHe «OTKITIOUEHUE aBTO3aIyCKa» U Ha)kuMaeM «Bkitouen».

3. N3MensieM KIto4 peectpa, oTBevaromuii 3a apro3amyck ¢ CD unu DVD
npuBoja. 3axoAMM B pelakrop peectpa regedit, mepexoguM B BETKY
HKLM\System\CurrentControlSet\Services\cdrom wu ycTaHaBiuBacM mapamerp
AutoRun paBHbIM «0» (pucyHok 9).

= s

Audiosrv
BattC
Beep
BFE
BITS
blbdrive
bowser
BifiltLo
BifiltUp
vvvvvv

BrSerWdm
BrUsbMdm
BrUsbSer
BTHMODEM

[ ok ][ Omen

HKEY_LOCAL MACHINE\SYSTEM\CurrentC

Pucynok 9 — V3amenenue kitoua peectpa, oTBedaroniero 3a aprozamyck ¢ CD u DVD

4. Cozmaem HOBBIM Kitou NoDriveTypeAutoRun tuma dword B Betke
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\explorer u 3amaem ero
3Ha4YeHHUE paBHBIM «fH B mecTHaamaTepudHoi cucteme (pucyHok 10).

5. OGHoBisieM mapamMeTphl (aiyioB, s KOTOpPHIX HE OyaeT padboTarh
aBTO3aIyCK, 100aBUB B HUX B HuUX Macky *.*. B pasmene HKLM\SOFTWARE\
Microsoft\Windows\CurrentVersion\explorer\AutoplayHandlers\Cancel Autoplay\
Files cozmaem ctpokoBoit napamerp tunia REG SZ ¢ na3zBanuem *.* (pucynok 11).

Takxe ecTb BeCbMa MPOCTOM CIIOCOO HE BHITIOIHATH aBTO3aITyCK (hailjioB coO
CMEHHBIX HOCHUTEJEH MpU UX MOJIKIIYEHWU K KoMIbioTepy. Heobxomumo mepen
MOJKJIIOUCHUEM BHEIIHETO HOCUTEN HaxaTh W yAepxuBaTh kinaBumy «SHIFT» u
OTIYCTUTh €€ TOCJIE TOTO KaK BHEIIHEE YCTPOUCTBO OyaeT ycTaHoBJeHO. [Ipu 3Tom
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OTKPbIBATb YCTaHOBHeHHLIﬁ JAUCK HGO6XOI[I/IMO HC ﬂBOﬁHBIM IICIITYKOM YKa3aTCJICM
MBIIIHX 110 UKOHKE, a4 4C€PE3 KOHTCKCTHOC MCHIO, BBI6paB ((HpOBO,Z[HI/IK».

Y_LOCAL !

Pucynox 10 — HoBprit KITIOY NoDriveTypeAutoRun B BETKE
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\explorer

Doin Opaexa Bwa  Usbpa

T3 Peaaxiop peectpa 2 s

Kosnmsorep\HKEY_LOCAL MACHINE\SOFTWARE\ Windows\C; explorer: AC Files

Pucynok 11 — JloGaBnenue mMacku *.* B criucok (aityioB, Ajisi KOTOPBIX HE OyneT padoTaTh
aBTO3aITYCK

HUckarouenune Bo3moxxkHoctu 3anucu ¢aiina AUTORUN.INF na USB-
HAKONUTEb, HCTIOJIL3YIONIUi (pailnoBylo cuctemy NTFS

Jlns peanuzanuu 3Toro crocoba HeoOxoaumo otdopmartupoaTh USB-
Haxornutedb B NTFS, nanee B KOpHEBOM KaTajore CO3/1aeM IanKy, B KOTOPOi OyaeT
XpaHUTHCA BCS MHMOpMAaIMs, 3amuchbiBaeMas Ha 3TOT HOCHUTENb. MMs 3ToW mamku
MOXET OBITh JIOOBIM. UYTOOBI HMCKIIOUHWTH BO3MOXKHOCTH 3ammcH  (aiina
AUTORUNL.INF u d@aiina comepxkamiero Tejlo BUpYyca, HEOOXOJIWMO 3alpeTUTh
3alUCh B KOPHEBOM KaTajor, OCTaBUB MPH 3TOM BO3MOXHOCTH 3allUCH B IArKy,
KOTOPYIO MBI co3ayid paHee. J[Jisi 3TOro BbIJEIsIEM CO3/IaHHYIO IMAmNKy yKaszaTelem
MBI, HaXXUMaeM TMpaByl0 KHOIKY, BblOMpaeM «CBOMCTBa» ©  BKJIAIKY
«be3onmacHOCTh», HaxMMaeM Ha «J/lOMOJHUTEIBLHO», B IIOSBHUBIIEMCS OKHE
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HaxumaeM «/3MeHUTB» © CcHUMaeM Tainodky c «JloGaButh pasperieHus,
HaCJIeyeMbI€ OT POJAUTENBCKUX 00BEKTOBY (PUCYHOK 12).

Pucynok 12 — OtxiitoueHne Hacle10BaHHs Pa3pelIeHni sl BRIOpAaHHOM Manku

Mp1 nonyunnu USB-HakonuTens Ha KOTOPBIA HE MOXET 3amucaThes (hani
AUTORUNL.INF u cam Bupyc. [Ipu 3ToM BCro nH(pOpMaIno HE0OX0IUMO COXPaHSTh
B [IPEABAPUTENILHO CO3/IAHHOM Manke. Takxke ciaeayeT IOMHUTD, YTO IIPU U3BJICUEHUN
U3 KoMIbIoTepa HocuTenel orpopmatupoBanHbix B NTFS HeoOxonuMo 006s13aTeabHO
HCIO0JIb30BaTh «be3omacHoe n3BieueHnue yCTpomucTBay.

3aganue 1. YCTaHOBUTH OrpaHUYEHUSI HA KOMITBIOTED

3aganue 2. 3anpeTuTh ucnonb3oBanne USB-HakonuTenen

JUTSL OTAENBHBIX TPYIII MOJIb30BaTENEH

3aganue 3. 3anpetuts 3anuch Ha USB-HaKonuTENb Yepe3 peecTp

3amanne 4. 3anperutrb asto3anyck (¢aima AUTORUN.INF  mpu
MOAKIIOYEHUN BHEITHUX HOCUTENEH

Coneprxanue oT4eTa 1o J1abopatopHou padboTe

Otyer AOJDKEH coAepKaTh CICAYIONIYIO HH(DOPMAIIHIO:

. TUTYJIBHBIN JHUCT.

. [{enb paGOTHI.

. Kparkoe onucanne U CKpUHIIOT 1O KaXI0W U3 KOMAaH/I.
. BriBox
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JlabopaTopnasi pabora Ne 10

HccaenoBanue pa3pepTrhiBaHue CJIYKObI IeYATH

Hean padoTbi: O3HAKOMUTHCA C Pa3BEPTHIBAHUEM CITYXKOBI ITeYaTH

Teopernyeckas 4acTh:

Cuay:k0bI meyaTu

Cry>x0bl I€4aTH MO3BOJISIOT COBMECTHO MCIOJIB30BAaTh MPUHTEPHI B CETH, a
TaKkKe LEHTPAIM3UPOBATh 3a7auydl YOpPABJICHUS CEPBEPOM TI€YaTU U CETEBBIM
npuHTepoM. KpoMe TOro, OHU MO3BOJISIIOT IEPEHOCUTH CEPBEPHI NT€YATH U BBITIOJIHATD
pa3BepThIBAHUE MOAKIIOUYEHUM K TPUHTEpPaM C IMOMOIIBIO TPYIIOBOW MOJUTHKHU.
JlomoTHUTENbHBIE CBENIEHUSI TpUBEJACHBI B pasaene O030p ympaBieHHUs IE€4YaTH B
cupaske Windows Server 2008 R2.

- Ha3znauenune: Windows Server 2008 R2

JIns 3amuThl cepBepa IMEYaTH CIEIYyeT YYUThIBATh, KAKUMHU IpaBaMU
00J1a1at0T MOJIK30BATEIN U IPYIIbl. MOXKHO 3alIUTUTH CEPBEP MEUaTH, MPETOCTABUB
ONpE/ICJICHHbIE TIpaBa MOJIb30BaTeNsIM W rpynnaM. KaxaomMy MOJIb30BaTEN0 HWIH
IPYIIIE MOKHO MPEIOCTABIIATH MPaBa JJIsl BBITIOJIHEHUS CIEAYIONINX ICHCTBUM:

o IleuyaTh JOKyMEHTOB.

o YmpaBieHUE NPUHTEPAMH.

o Omnepanuu 1o ynpaBiaeHUIO TOKYMEHTaMHU.

« IIpocMmoTp cBEnEeHMI O cepBepe MeYaTH.

o YmpaBieHuE CEpBEPOM IEUATH.

o HMcnonb3oBaHWe CHEUUATBHBIX pa3pelieHuid U JOMOJHUTEIbHBIX
apamMeTpoB.

YcraHoBka pa3pelieHHi 1JI CepBepPOB Ne4aTH

1. OTkpoiiTe «YipaBiaeHue Ne4aTboy.

2. B neBoit obnactu uienkHuTe CepBepbl NMeYaTH, IICIKHUTE IPABOU
KHOIIKOM HYKHBIN cepBep nedatu u Beioeputre CBoMCTBA.

3.Ha Bxmagke I'pynnma  Oe3omacHoctu B pasznene ['pynnbl  wim
M0JIL30BATEJIM BRIOCPUTE TIOJIB30BATENSI WIJIA TPYIy, M8 KOTOPOW HYKHO
HaCTPOUTH Pa3peIICHUS.

4. B paznene Pa3pemienusi aJs <USer Or group name> ycCTaHOBUTE
¢dnaxok PazpemnTs uinu 3anpeTuTh HAPOTUB COOTBETCTBYIOIINX Pa3pEIICHHM.

5. UtoOs! u3meHuts Ocodble paspenienusi, HEIKHUTE JJ0MOJIHUTEIBHO.

6. Ha Bknaake Pa3pemienusi BoiOepruTe TOIB30BATENBCKYIO TPYNIy U
HaKMUTE KHOTIKY U3MEHHUTB.

7.B JITAATIOTOBOM OKHE 3anuch pa3pelieHni yCTAaHOBUTE
dbnaxku PazpemmTs Wi 3anpeTuTs IS pa3penieHnid, KOTOPbIe HY>)KHO U3MEHUTb.

OCHOBHBIE CBEJICHHS O CPEACTBE " YTIPABICHUE MT€YATHIO"

OcHactka "VYmpaBieHwe Tne4aTbl0" Ha KOMIIBIOTEpAaX C CHUCTEMaMu
Windows Vista Business, Windows Vista Enterprise, Windows Vista Ultimate u
Windows Server 2008 mgocTynHO u3 manku "AJAMUHUCTpUpOBaHHE". DTO CPEICTBO
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UCIIONB3YETCsl 11 YCTAHOBKHM, MPOCMOTpPa BCEX MPUHTEPOB U CEPBEPOB IE€UATH
Windows B opranu3zaiuu, a TaK»xe Jyisl yIpaBieHUs UMH.

CpenctBo "VYmpaBiieHuE mne4yaTbio' MPEAOCTaBIAET TEKYIIME CBEACHUS O
COCTOSIHUM TIPUHTEPOB U CEpBEpOB Medath B ceTh. OHO IMO3BOJISIET YCTAaHOBUTH
MOJKJIIOUCHHE K TIPUHTEPY OJHOBPEMEHHO JIJIsl TPYMIIBI KIMEHTCKUX KOMITBIOTEPOB U
yAQJICHHO TMpPOCMAaTpUBaTh COCTOSIHUE ouepeau IeuyaTd. Peain3oBaHHBIE B 3TOM
cpeAcTBe (PUIBTPHI TIOMOTAIOT BBISIBUTH OITMOKH B paboTe MPUHTEPOB. MOKHO TaKKe
HAaCTPOUTH OTIPABKY YBEIOMJICHUU MO JJICKTPOHHOM IOYTE WJIM BBINOJHECHUE
CIICHApUEB IMPU BO3HUKHOBEHHM HEOOXOJMMOCTH OOCIYXKMBAHUSI TMPUHTEpPA WIH
cepBepa medatd. [l TPUHTEPOB, OCHAIIEHHBIX BeO-MHTEP(DEHCOM, CPEICTBO
"VopaBrneHue nevarpo" MOxeT oToOpaxkarb 0osee MmoApoOHbIE JaHHBIC, HAIPUMED
CBEJICHUS O HUIMYUU TOHEpa U Oymaru.

IMpumeuanue

st ynpaBiieHHs yIaJIeHHBIM CEpBEPOM I€YaTH HEOOXOIMMBI MPaBa YjieHa TPYIIIbI
"Onepatopsl neuaru", "Oneparopsl cepBepa" WM JOKaIbHOW rpymibl "AJIMHUHHCTPATOpPHI"
yIQJIEHHOTO CepBepa TedyaTH. ODTH Yy4YETHbIE JaHHBIE He TpeOYIOTCs uis HaONIoAeHUs 3a
yIaJeHHbIMU CEpBEpaMU Ie4YaTH, HO MpPHU HX OTCYTCTBHH HEKOTOpble (yHKUUU OyayT
OTKJTFOUCHBI.

JInst Koro npeHa3HaYeHO CPEACTBO " Y IpaBICHHUE NIEYaThIO"

DTO PYKOBOJCTBO MPEAHA3ZHAYCHO JIJIsI CIASAYIONIUX TPYIII CIEeIUATUCTOB:

e QJIMUHUCTPATOPHI M€YATH U CIICIIUATUCTHI CITY>KOBbI MOJACPIKKH;

e CHEHUANTUCTBI 1O TIUlaHupoBaHuto WT-cucteM wWiIM  aHAJIUTHUKH,
OIICHUBAIOIINE MTPOIYKT;

e CHEUUANUCTBl MO IUIAHUPOBAHHIO U mnpoektupoBaHuo HMT-cucrem
MPEANPUATHUA.

[TpenmyiiecTBa UCMOIB30BAHUS CpeACTBA " YIIpaBlIeHHE NEYAThIO"

CpenctBo "VYmpaBiaeHue Ieyarhio" MOMOTAET 3HAYUTEIBHO COKPATUTH
BPEMEHHBIE 3aTpaThl AJMHHUCTpATOpa I[€YaTH IpPU YCTAHOBKE IPUHTEPOB Ha
KJIMEHTCKHE KOMITBIOTEPHI, & TAKXKE MPHU yIPABJICHUN MPUHTEPAMU U HAOJIIOJICHUH 32
UX paboToil. 3aaun, KOTOPbIE paHEE BBIMOJHSINCH 32 JECATh JACHCTBUI HA OJHOM
KOMIIBIOTEPE, TEMEeph BBIMOJHIIOTCS YAAJICHHO 3a JiBa WX TpU JACHUCTBUS
OJIHOBPEMEHHO JJIsI 1IEJION TPYIIbI KOMIIBIOTEPOB.

JIns pa3BepThIBaHUSA IMOAKIIOUYECHUN NPUHTEPOB C MOMOILIBIO TPYIIIOBOU
MIOJIMTUKH CpeJia TOJDKHA COOTBETCTBOBATH CIICIYIOIIUM TPEOOBAHUSIM:

e CXeMa JIOMEHHBIX CHyk0 Active Directory m0/DKHA HCHIOIB30BaTh
Bepcuto Windows Server 2003 R2 niun Windows Server 2008;

e Ha KJIMEHTCKMX KOMIBIOTEpPAX C ONEpPAlMOHHBIMH CHUCTEMaMu
Windows 2000, Windows XP wiu Windows Server 2003 10/KHO HCIIOJIB30BaThCS
cpenctBo PushPrinterConnections.exe B clieHapu 3amycka (IJIs TOIKIIOYCHUN
KOMIIBIOTEPOB) WM BXOJA (J1s MOJKIIFOYEHUHN MOJIb30BATENECH ).

IIpumeyanue
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Cpenctso "YnpapieHue rneyaTbio" MOXKET HETOYHO OTOOPaKaTh COCTOSIHHE yIaJ€HHBIX
KOMIIBIOTEPOB Tipu HaOmrogeHun Oosee yem 3a 10 cepBepaMu medaTH Ha KOMITBIOTEpPE C
cucremoir Windows Vista. To BbI3BaHO Te€M, YTO KOMIbIOTEPHI ¢ cucremoir Windows Vista
nojiepkuBaloT He Oonee 10 OJHOBPEMEHHBIX CETEBBIX MOAKIIOUCHHA. YTOOBI BecTH
ylajeHHoe HaOnroJeHue 3a OONBIIMM KOJIMYECTBOM CEPBEPOB IE€YaTH, HCIOIb3yHTe
NOJKJIIOYEeHHEe K KoMmbloTepy ¢ cuctemoir Windows Server 2008, Ha KOTOPOM YCTaHOBJIEHO
cpenctBo "YmpasieHHE MedaThio", ¢ MOMOIIBIO yIaJIEHHOTO pabovyero cToJia.

. YCTaHOBKA U OTKPBITHE CPeCTBA " YIIPaBICHUE NIEYATHIO"

OcHactka "YnpaBieHue medarblo' YCTaHABIMBAECTCS MO YMOJIYAHUIO Ha
KOMITBIOTEPHI C omneparoHHbiMu cuctemamMu Windows Vista Business, Windows
Vista Enterprise 1 Windows Vista Ultimate, Ho He ycTaHAaBIMBAETCS 1O YMOJYAHUIO
Ha KoMmmbioTepsl ¢ cuctemorr Windows Server 2008. [[ns ycTaHOBKH CpeacTBa
"VmpaBinenue mnedartpio" Ha KommbioTepe ¢ cuctemor Windows Server 2008
UCIIOJIBL3YWUTE OJIUH U3 METOJOB, ONMMMCAHHBIX HUKE.

o YcranoBute posib Ciy:kObI Me4YaTH ¢ MOMOIIBI0 MacTepa J100aBICHUS
ponen gucrierdepa cepeepa. Ilpu 3TOM NOPOUCXOIUT YCTAHOBKA OCHACTKH
"VpaBieHue neyaTei0" 1 HACTPOMKA CEpBEPA NEYaATH.

o Ycranosure anemeHT Cpeacra ciiyk0 meyatu komrnoneHra Cpeacrsa
YAQJIEHHOT0 aJMUHUCTPUPOBAHUS CepBepa C IOMOIIbI0 MacTepa 100aBICHUS
KOMIIOHEHTOB B jaucrerdepe cepsepa. Ilpu BwriOOpe snemenTta CpeacTBa CJIykO
MeYaTH MPOUCXOAUT YCTAHOBKA OCHACTKH "YTpaBlieHHE MeYaThio", HO He HaCTpoiika
cepBepa IeyaTu.

UToOBl OTKpBHITH CpeACTBO "YIpaBiieHHWE Me4aThio" Ha KOMIIBIOTEPE C
Windows Vista unu Windows Server 2008, nBakapl MICIKHUTE 3HAYOK " Y IpaBIcHHE
reyarpro” B nanke " AIMUHUACTpUPOBaHUE".

IIpumeyanue

[Tpu ucnonb30BaHuU OpaHIMaydpa HEKOTOPBIEC WIIH BCE IPUHTEPHI CETH MOTYT HE
oToOpaXkaThCs B cpenicTBe "YmpasieHue nevarbio”. s pemenus 3Toi mpodieMsl 100aBbTe
cpencTBo "YmpaBieHue neyaThio" B CIMCOK UCKIIOUYEHUN OpaHaMayspa.

JloGaBnieHre U y/iaJeHue CEPBEPOB MeYaTH

CpenctBo "VYmpamienue mneudateio" (Printmanagement.msc) mO3BOJSIET
VOPABJISITH MPUHTEPAMHU, KOTOpbIE pabOTAalOT HAa cepBepax Me4aTh C CHUCTEeMaMH
Windows 2000 u GoJiee O3IHUX BEPCHI.

IMpumeuanmue

Jlnisi BBIIOJTHEHMSI YKA3aHHBIX IMPOLEAYp IOJKHA OBITh YCTAHOBJIEHA POJIb CepBepa
MI€YaTH, a MoJIb30BaTelNb JOJKEH ObITh YJICHOM IpyNIbl "' A IMUHUCTPATOPHI".

JloGaBiieHne cepBepoB MevaT B CPEACTBO "YTpaBieHUE eYaThio"
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1. Otkpoiite mnanky "AJIMUHUCTpUpOBAHHME" W  JBAXKIbl IIEJIKHUTE
3HA4YOK YNpaBJieHHE NeYaThIo.

2. B nepese "VYmpapieHue mnedarbio" MIEIKHUTE MPaBOl KHOMKON MBIIIN
NYHKT YNpaBjieHHe Me4YaTblo U BbiOeputre Komanay /loOGaBjieHue W yjaajieHHe
cepBepoB.

3.B  gumanoroBom okHe /lo0aBieHne W yJgajeHWe CepBepPoOB B
rpynmne Beioop cepBepa meuaru B paszene Jo0aBuTh cepBep BBIIOJHUTE OJHO U3
YKa3aHHBIX HUXKE JICMCTBUM.

o Baemure nms.

o Haxwmute kHonKky O030p, 4TOOBI HAWTU U BHIOPATH CEPBEP IEUATH.

4. Haxxmurte kHONKY /l00aBUTH B CIINCOK.

5. loGaBbTe HEOOXOAMMOE KOJUYECTBO CEPBEPOB IM€UYAaTH M HAKMHUTE
kHonky OK.

IIpumeyanue

Urto06bl 100aBUTH UCTIONIB3YEMbIH B JaHHBI MOMEHT JIOKAJIbHBIN CEpBEp, HAXKMUTE
KHOTIKY /[00aBHUTH JIOKAJIbHBIN cepBep.

VY naneHue cepBepoB M€YATH U3 OCHACTKH " YTIpaBJICHUE NIEYaThIO"

1. Otkpoiite manky "AJIMUHUCTpUpOBaHME" U JBaXKIbl IIEIKHUTE
3HAYOK YNpaBJieHUEe MeYaThIo.

2. B nepeBe "VYmpapneHue meyaThio" MIEIKHUTE MPABOW KHOMKOW MBIIIN
IIYHKT YNpaBJeHue MNe4YyaTblo U BblOeputre KoMmaHAy /lo0aBjieHHe W yjaajieHHe
cepBepoB.

3.B gmamoroBom okHe /lobaBjieHMe W yJdajleHHe  CEePBEPOB B
rpynmne CepBepbl Nme4YaTH BbIOEPUTE OJUH WM HECKOJIBKO CEPBEPOB U HAKMUTE
KHOIIKY Y IAJIUTh.

JIns sKcmopTa odepeneil nedatd, mapameTpoB, IMOPTOB M YIPaBISIOMINX
SA3bIKOB TPUHTEPA U MOCIEAYIOUIEr0 MX HMIIOPTAa Ha APYroil cepBep MedaTH C
omieparmoHHoN cucreMorr Windows MOXKHO HCIIOJIB30BaTh MacTep IepeHoca
NPUHTEPOB WM TpOorpaMMy KOMaHAHOHM cTpoku Printbrm.exe. D10 sBisercs
3¢ (PEeKTUBHBIM CIIOCOOOM OOBEIMHEHHS] HECKOJIBKUX CEPBEPOB IMEUATH WUIIU 3aMEHBI
CTaporo cepaepa.

IIpumeyanue

Macrep nepeHoca NPUHTEPOB " nporpamma KOMaHIHOH
crpoku Printbrm.exe BrnepBeie npencraBinensl B cucteme Windows Vista. Dtu cpencrsa
3amenstoT Print Migrator 3.1.

Murpanus cepBepoB nevyaTu

o Murpanusi cepBepoB Ie€YaTH C MOMOIIBID OCHACTKU '"YmpaBieHUE
nevyarpro"

o Murpaius cepBepoB MeyaTy ¢ MOMOIILI0 KOMaHIHON CTPOKHU
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Murpauust cepBepoB IM€4aTH C MOMOIIBIO OCHACTKU 'YmpaBieHHe
neyaTbro"

1. Otkpoiite MankKky "AaMuHUCTpUpOBaHUE" u HICTIKHUTE
3HA4YOK YNpaBJieHHE NeYaThIO.

2. B nepese "VYmpapieHue mnedarbio" MIEIKHUTE MPaBOMl KHOMKOW MBIIIN
KOMITBIOTEP C OUEpEsIMU MeYaTh, KOTOpbie TPeOyeTCsl SKCIIOPTUPOBATh, U BHIOEPUTE
KOMaHAyJKCIHOPTHPOBAaTh NpHUHTEepbl B ¢aiu. OTKpoeTcs MacTep mepeHoca
NPUHTEPOB.

3.Ha Bkuagke BoiGepute pacnosoxenue aiina 3amgaiite  Mecto
COXpaHEHUsl IapaMeTPOB IMPUHTEPA M HAXMUTE KHONKY JlaJsiee s COXpaHEHHs
MIPUHTEPOB.

4. IllenkHuTe NpaBOM KHOMNKOW MBIIIM KOMIBIOTEpP, Ha KOTOPBIA
UMIIOPTUPYIOTCS NPUHTEPHI, U BbIOEpUTE KoMaHay UMIopTHPOBATH NPUHTEPHI U3
(paiina. OTkpoercsiMacTep nmepeHoca NPUHTEPOB.

5. Ha Bknaake BoiOepute pacnosio:kenue (paiiia yKaxute pacroioxKeHue
¢aiina mapaMeTpoB IPUHTEPA U HAXKMUTE KHOTIKY JlaJiee.

6. Ha Bxiaake BoiOepure mapaMeTrpbl HMMIOPTA 33/1aiiTe€ CIEAYIONINE
apaMeTphbl:

o Pe:xxmm mmmoprta. Onpenenser NEUCTBUA NpPU HAJUYUU YKAa3aHHOU
OuYepeaM IeYaTu Ha KOHEYHOM KOMITBIOTEPE.

o Buectrm B Active Directory. VYka3piBaeT Ha HE00XOIUMOCTb
nyOJMKalMM UMIOPTUPOBAHHOM OYepeau Ie4aTH B JIOMEHHBIX Ciyx0Oax Active
Directory.

o IIpeodpa3oBarb moprel LPR B MOHHMTOpPBI CTAaHAAPTHBLIX NOPTOB.
VYka3bIBaeT Ha HEOOXOAUMOCTH TpeodpazoBanusi moptoB LPR mpunTepa u3 (daitnos
napamMeTpoB MPUHTEPOB B MOHHUTOPHI CTAaHAAPTHBIX MOPTOB B MPOLIECCE UMIIOPTA
MIPUHTEPOB.

7. Haxxmute kHotiky Jlasiee, 9T00bI MMIIOPTUPOBATH TPUHTEPHI.

Murpanus cepBepoB Ie4aTu ¢ MIOMOIIBK KOMaHIHOW CTPOKH

1. YtoOBl OTKPBHITH OKHO KOMAHJIHOM CTPOKH, HaxkmuTe KHOMKY Ilyck,
BbIOepUTEe TyHKTHI Bee mporpammbl, CTaHAapTHBIE, MIEIKHUTE MPABOM KHOIKOM
Mbi - myHKTKoMaHnaHasi cTpoka m  BbiOepuTe KOMaHAy 3amycK OT WMeEHH

aIMHHHCTPAaTOpPA

2. Bregure:

3. CD %WINDIR%\System32\Spool\Tools Printbrm -S
\\<ums_wncxoaHoro_kommbrorepa> -b -f <ums_caiina>.printerExport

4. Bpeaure:

5. Printbrm -S \\<uMs KOHEYHOTr0 KOMITbIOTEpa™> -r -f

<ums_aitna>.printerExport

3HaueHue Onucanue
<sourcecomputername> UNC-uMst BICXOTHOTO HITH KOHEYHOTO
KOMITbIOTEpa
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<destinationcomputername> UNC-uMs1 KOHEYHOTO KOMITBIOTEPA

<filename> Nwms daiina mapameTpoB npuHTepa. Mcmonb3yiite
pacmupenus ¢aitioB PRINTEREXPORT wmu CAB.

IMpumeuanmue

Jl1s mpocMOTpa MOTHOTO CUHTAKCHCA 9TOM KOMaH/Abl BBEIUTE B KOMaHAHOU CTPOKE
ciemyromiee: Printbrm /?

Pa3BepThiBaHME TPUHTEPOB C OMOILBIO TPYIIIIOBOM MOJTUTUKHU

CpenctBo "VYmpamnenue rmneuathio" (Printmanagement.msc) MOXKHO
UCIIOJb30BaTh C TPYNINOBOM TMOJIUTUKOW JII aBTOMAaTHYECKOTO pa3BEPTHIBAHUS
NOAKJIIOUECHUN K TMPUHTEpaM IS TMOJIb30BATENECH WM KOMIIBIOTEPOB M YCTAHOBKH
COOTBETCTBYIOIIUX JpaiiBEpOB MIPHUHTEPOB. OTOT METOJ YCTAHOBKM IPUHTEPOB
yA00HO HMCIOJIB30BaTh B JIA0OpaTOpusX, Kiaccax wiu puimanax, riae OOJIbIIMHCTBO
KOMITBIOTEPOB WJIM TOJIB30BaTENIel HCIOJIB3YIOT OJHU U T€ K€ mpuHTephl. Kpome
TOTO, 3TOT METO]I MOJE3E€H MPU Pa3BEPTHIBAHUM IMPUHTEPOB ISl MOJIb30BATENEH, HE
BXOJAIIMX B JIOKWIBHYK TIpynmy "AJIMHHUCTPATOPbI' W HMCHOJB3YHOLIUX
KOMITbIOTEpHI ¢ cuctemort Windows Vista.

JIns pa3BepThIBAHUSA IMOAKIIOUYECHUN NPUHTEPOB C MOMOIIBIO TPYIIIOBOU
MOJIMTUKHU CPEeJia I0JKHA COOTBETCTBOBATH CIIEYIOIIMM TPEOOBAHUSM:

e CXeMma JOMEHHBIX clyk0 Active Directory noKHA HCIOJIB30BATh
Bepcuro Windows Server 2003 R2 win Windows Server 2008;

e Ha KJIMEHTCKHX KOMIIBIOTEPAaX C ONEPALMOHHBIMU  CHCTEMAMH
Windows 2000, Windows XP wm Windows Server 2003 10/DKHO HCIIONB30BaTHCS
cpenctBo PushPrinterConnections.exe B crieHapu# 3amycka (I TOJIKITIOYEHUN
KOMITBIOTEPOB) WJIM BX0J1a (J1J1s1 MOAKIOYEHHUH MOJIb30BaTENeH).

[Ipn pa3BepThIBAHMY NMOAKIIOUYEHUN K IPUHTEPAM C MOMOIIBIO TPYIIIOBOM
MTOJIMTUKH UCTIOJIB3YUTE CIAEAYIOIIUE Pa3IEIIbI:

« Pa3BepThIBaHME MOAKIIIOUEHUH K IPUHTEPAM

« PaszseptriBanue nporpammsl PushPrinterConnections.exe

o M3meHeHue 0€30MaCHOCTU YCTAaHOBKM JpailBEpOB MJii TMPUHTEPOB,
Pa3BEPHYTHIX C TOMOULIBLIO FPYIIIOBOM MOJUTUKH

PazBepTriBaHME MOAKIFOYEHUN K IPUHTEPAM

IIpu pa3BepThIBaHUM MOJIKIIOUECHUN K IPUHTEPAM IS MOJIb30BATEICH WIIN
KOMITBIOTEPOB € TIOMOLIBIO TPYNIIOBOM IOJMTHKM HCHOJB3YETCS JUAJIOr0OBOE
okHO Pa3BepThIBaHHE ¢ MOMOLIBIO TPYNINOBOM MOJIUTHKN OCHACTKYU "YTpaBieHUe
nevyaTteio". C ero MmoMoIbl0 MOAKIIOUEHUSI K MPUHTEpaM J00aBISIOTCS B OOBEKT
IPYIIIOBOU ITOJUTHKH.

PasBepThiBaHne NPUHTEPOB MUl IIOJIB30BATENIEM WM KOMIIBIOTEPOB C
MOMOILIBIO TPYNIOBON MOJIUTUKU

1. Otkpoiite mnanky "AJIMUHUCTpUpOBAHME" W JBaXKIbl IIEIKHUTE
3HA4YOK YHpaBJjieHHE NeYaThIO.
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2. B nepeBe YnpaBieHue mne4aTblo MENKHUTE 00beKkT IIpuHTEpPHI B
KOHTEWHEPE COOTBETCTBYIOLLETO CEPBEPA NIEYATH.

3. B obnactu pe3ynbTaToB MpaBOM KHOMKON MBIIIM IIEJIKHUTE MPUHTED,
KOTOpBI TpeOyeTcsi pa3BepHYTh, M BbIOepuUTe KoMaHIy Pa3BepTbiBaHHe C
NMOMOIIbIO TPYNIIOBOI NMOJIUTHKH.

4. B nuanoroBoM okHe PazBepThbiBaHHe ¢ TOMOIIbI) T'PYNIOBOM
NOJMTHKHM HAXMUTEe KHOTIKY O030p, a 3aTeM BbIOEpUTE WM CO3/1aiiTe HOBBIN OOBEKT
IPYNIIOBOM MOJUTUKHU JUISl XpPAaHEHUS OAKIIOUEHUI K TPUHTEPaM.

5. Haxxmure knonky OK.

6. Boibepute  pa3BepThiBaHWE MOAKIIOYEHUA K  NpPUHTEpaM s
MOJI30BATENEHN WM JUIsI KOMIIBIOTEPOB.

o YToOBI BHIMOTHUTH Pa3BEPTHIBAHUE JJISI TPYIIIBI KOMITBIOTEPOB, TO €CTh
MPEJIOCTaBUTh JOCTYN K IPUHTEpPaM BCEM IMOJIb30BATEISIM 3THUX KOMIIBIOTEPOB,
yCTaHOBUTE (HJIAKOK KOMIIBIOTEPOB, K KOTOPbIM TNPUMEHMM [AHHbIA O0BEKT
rPyNnoBoOH MOJUTUKHU (HA KOMIIBIOTEP).

o YTOOBI BBITIOJTHUTH pa3BEPThIBAHUE JJIsi TPYIIIBI OJIB30BaTENEH, TO €CTh
IPEIOCTaBUTh ATUM I0JIb30BATENSAM JIOCTYI K MPUHTEPAM C JIF0OOr0 KOMITbIOTEpaA, B
CUCTEMY KOTOPOI'O OHHM BOIIIM, YCTAHOBUTE (DJIaKOK MOJIb30BaTes e, K KOTOPbIM
NPUMEHUM JAHHbIH 00bEKT IPYNIOBOM MOJUTUKH (HA MOJIb30BATEJIA).

IIpumeyanue

Kimuentckue xommbproTepbl ¢ cucremoi  Windows 2000 He moaaep)KHBaroT
MOAKIIOYEHUE K IPUHTEPAM JIJIsl KOMITBIOTEPA.

/. Haxxmure kHOTIKY J[00aBUTB.

8. [Ipn HEOOXOAUMOCTH TIOBTOPUTE NEUCTBHS 3—6 1 100aBICHUS
MapaMeTpoB MOAKIIOUEHHUS K TPUHTEPAM B IPYroil 00BEKT IPYNIOBOI MOJUTHKH.

9. Haxxmure kaonky OK.

IIpumeuanue

B cinydae pasBepTeiBaHMs g KOMIbIOTepoB cuctema Windows ngoOaBisieT
HNOJKJIIOUYEHUS] K NPHHTEpaM MpU BXOJE MOJb30BaTENsd B cHCTeMy (MM NpH Iepe3arpyske
KOMIIbIOTEpa, ecilu ucnoib3yercss mnporpamma PushPrinterConnections.exe). B ciyuae
pasBepThIBaHUA AJs mosb3oBaTeneil Windows 1o0aBisieT MOJKIIOUEHHs] K MPUHTEpaM IpH
(oHOBOM OOHOBJIEHHM TIOJUTHUKM (WJIM TpPHU BXOJE IIOJIb30BATENS] B CHCTEMY, €CIHU
ucnonb3yercss nporpamma  PushPrinterConnections.exe). Ilpu ymaneHun napameTpos
MOJKJIIOUEHUS K TpUHTEpaM U3 o00bekTa rpynnoBod mnonutuku Windows ypanser
COOTBETCTBYIOIIME MPUHTEPHI C KIMEHTCKOIO KOMITBIOTEpA BO BpeMs CIEAYIOIIEro (hoOHOBOTO
OOHOBJICHUSI TIOJUTHUKM WJIM BXOJa IOJb30BaTeNsi B cuUCTeMy (MO0 TIpu  Clenyronien
nepe3arpy3ke MM BXOJI€ TIIOJIb30BaTeNsi B CHUCTEMY, €CJIM HCIOJNb3YyeTcs Mporpamma
PushPrinterConnections.exe).

PasBepteiBanue nmporpammsl PushPrinterConnections.exe

JIns pasBepThIBaHMS MOAKIOYEHUN K IIPUHTEPAM C MOMOLIBIO IPYNIIOBOU
MOJIUTUKKM HAa KOMIIbIOTEpax ¢ Oosiee paHHuMH BepcusiMu Windows, uem
Windows Vista, HeoOoxoaumo no0aButh mporpammy PushPrinterConnections.exe B
CUEHapuM  3amycka WJIM  CIEHapui  BXoaa  moJb3oBarens. [Iporpamma
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PushPrinterConnections.exe CUMTBIBAET MapameTpbl NOJAKIIOUEHHUS K MPUHTEpPaM U3
IPyNIOBOM MOJUTUKH U A00ABISIET COOTBETCTBYIOIINE MOAKIIOUEHHS K PUHTEPaM B
YUETHYIO 3aliCh KOMIIbIOTEpA WJIU TOJIb30BaTeNsl (MUJIM OOHOBIISIET CYIIECTBYIOIIHE
MOAKITFOUCHMUS ).

Daiin PushPrinterConnections.exe ABTOMAaTUYECKU pacno3HaeT
koMIibtoTephl ¢ cuctemamu Windows Vista miin Windows Server 2008 u mpekpariaer
paboty. Takue KOMOBIOTEPHI MO YMOJYAHUIO MOAJECPKUBAIOT MOAKIIOUEHUS K
IMpUHTEpPaM, Pa3BEpPHYTHIE C MOMOIIBIO TPYIIIOBOM MOJUTUKH, TTO3TOMY 3TOT (aiiln
MO>KHO 0€3011acHO pa3BEepHYTh HA BCE KIIMEHTCKUE KOMITbIOTEPHI OpraHU3aI[|H.

IMpumeuanue

B onucanun cuemyromieil mporenypsl MpearoiaraeTcs, 4To MCIoJIb3yeTcss UHTepdeiic
KOHCOJIM YIPAaBJICHHWsI TPYIIOBBIMU mojuTukamu B cucteme Windows Server 2008. Jlns
YCTAHOBKHM KOHCOJIM YIPABJICHHUS TPYINIOBBIMHU mosnTukamu B cucteme Windows Server 2008
UCIIONIB3YETCSI MacTep J100aBlieHHsT KOMIIOHEHTOB JAuciieTdepa cepsepa. [Ipu mcnonb3oBaHuu
JIPYT'UX BEpCUN KOHCOJIM YIIPaBJIEHUs TPYIIIOBBIMHM IOJUTUKAMHU IPOILEIypa MOXKET CJErka
OTIIUYATHCA.

HoOanenue Qaitna PushPrinterConnections.exe B clieHapuu 3amycka Wiu
BXOJa

1. OTkpoiiTe KOHCOJIb YIPABJICHUS TPYIIIOBBIMU MOJUTUKAMH.

2. B nepeBe KOHCONM yrpaBJeHUs TPYIIOBBIMU MOJUTUKAMHU TIEPEHAUTE K
JIOMEHY HWJIM IOAPA3JEICHUI0, TI€ XPAHATCS KOMIIBIOTEPHl WM YYETHBIE 3aIliCU
II0JIB30BATEIIEH, Ha KOTOpPBIX ~ HEOOXOAMMO  pPa3BEPHYTH MpOTrpaMmy
PushPrinterConections.exe.

3. lllenkHuTe mpaBol KHOMKOW MBIIIKM OOBEKT TPYNIOBOM TMOJUTHUKH,
coJiep Kallliii OJKIIOYEHHS IPUHTEPA, KOTOPbIE TPeOyeTCs pa3BEPHYTh ¢ MOMOIIBIO
IpyNIoBOM MOJUTHKY, a 3aT€M BbiOepuTe KOMaHy U3MeHHTh.

4. TlepeiimuTe K OAHOMY U3 CIAEAYIOIINUX DJIEMEHTOB:

o €CJM TOJKIIOYEHHs K MPUHTEpPaM Pa3BEepPTHIBAIOTCA JJIsi KOMIIbIOTEpA —
Kon¢purypanus komublotepa, llonmuTuku, Konpurypauus
Windows, Cuenapuu (3amyck/3aBepiieHue);

o €CIM TOJKIIIOYEHMS NPHUHTEpA Pa3BEPTHIBAIOTCS IS IOJb30BATENS —
Kondurypauus noJub3oBares, [loauruku, Konpurypauus
Windows, Cuenapuu (BX01/BbIX0/ U3 CHCTEMBI).

IIpumeyanue

Knuenrckue xommbrotepsl ¢ cucremoir Windows 2000 He mnoaaep UBarOT
MOJIKJIIOUEHHUE K IPUHTEPAM JUIsl KOMITbIOTEpA.

5. lllenkHuTE MpaBOi KHOIMKOW MBIIIM MYHKT ABTO3arpy3ka uiv Bxox B
cucreMy U BbiOepute komany CoiicTBa.

6. B nuanoroBom okHe CBoiicTBa: ABTo3arpy3ka uinu CpoiictBa: Bxoa B
CHCTEMY HaXXMUTE kHOnKy Ilokazarhb (paiibl. OTtkpoercs
OKHO ABTO3arpy3ka uiu Bxoa B cucremy.
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7. Ckonupyire daiin PushPrinterConnections.exe u3 Manku
%WINDIR%\System32 B okHO ABTo3arpy3ka wid Bxox B cucremy. Takum
oOpa3oM jJaHHas mporpamma OyJneT aoOaBieHa K OOBEKTY TpYNIOBON MOJUTHUKH U
CKOIMMpOBaHa Ha OCTaJbHBIE KOHTPOJUIEPHl JOMEHa C TapaMmMeTpamMH TpYyNIOBOU
MOJINTUKH.

8. B nuanoroBom okHe CBoiicTBa: ABTo3arpy3ka win CpoiictBa: Bxoa B
cucrteMy HaxxMuTe kHoOmky Jlo6aBurh. OTkpoercs nuanoroBoe okHO JloOaBienme

cleHapus.
9. B none Ums cuenapus seeaute: PushPrinterConnections.exe
10. YroObl  BKIIOYHTH  BEIEHHE JKypHaTa Ha  KIMEHTCKUX

koMmmbroTepax ¢ cucremamu Windows Server 2003, Windows XP wim Windows 2000
B noJie [lapameTtpol cieHapusieeute: —0g

Dannsl KYpPHaJIOB 3aIMCBIBAIOTCS B daiin
%WINDIR%\temp\ppcMachine.log (mpu MNOAKIIOYEHUSX JUISI KOMIIBIOTEpA) U
%temp%\ppcUser.log (mpu MOAKIIOUCHHUSX JUIS TOJIB30BATENsI) HAa KOMIIBIOTEPE C
IIPUMEHEHHOMN TTOJIUTUKOM.

11. B JINaJI0TOBOM okHe /lo0aBieHue CLHEHAPHUS HAKMHUTE
kHonky OK.

12. B numanoroBom oknHe CoiicTBa: ABTo3arpy3ka win CBoicTBa:
Bxona B cucremy Haxkmurte kHonKy OK.

13. Jns  cBa3M  oOBEKTa TPYNIOBOM MOJUTHKKM C  JPYTUMHU

MoJIpa3feiecHusIMA WM JOMEHaMH, TI/Ie HEOOXOAMMO pa3BEepHYTh MPOTPaMMy
PushPrinterConnections.exe, HCIOJB3yeTCSI KOHCOJb YIPABICHHUS TPYMIIOBBIMU
MOJINTUKAMU.

H3meHnenne mapaMeTpoB 0O€30MacCHOCTH YCTAaHOBKH JIpailBEpOB IS
MPUHTEPOB, Pa3BEPHYTHIX C MOMOIIBIO TPYITIOBON OTUTHKU

[Tapamerpsl 6e30omacHOCTH TIO ymMoidaHuio B cuctemax Windows Vista u
Windows Server 2008 mo3BOJISIOT MOJB30BATEISAM, HE BXOASIIUM B JIOKAJIbHYIO
rpyNnyAJAMMHHUCTPATOPbI, YCTaHABIMBATH TOJIBKO 3aCIy)KMBAIOLIUE JIOBEPUs
ApaiiBepbl MPUHTEPOB, HANpUMEp JAparBepbl, MOCTaBISEMbIE C OINEpalMOHHBIMU
cucremamu Windows mim B makeTax JpaBepoB C MUGPOBOM MOAMHUCHIO.

YroObl paspemuTh IOJIb30BATENSIM, HE BXOJIAIIUM B JIOKAJIbHYIO
rpynny AIMUHUCTPATOPbI,  YCTAaHaBIMBATh  MOAKIIOYEHUS K  IMPUHTEpaM,
pa3BepThIBaEMbIE C TIOMOIIBIO TPYMIOBON MOJUTHKH, M JpaiiBEpbl MPUHTEPOB 0e3
u(ppoOBOM TOJMUCH, HEOOXOAWMO HACTPOWUTH MapaMmeTphl TPYNIOBOW MOJUTHKU
"OrpaHnueHus yka3aHus U nedatu'. Eciy JaHHbIE TapaMeTpbl TPYIINOBOM MOJIUTHKA
HE HACTPOEHBI, MOTYT TMOTpeOOBAaThCA YYETHBIE [aHHBIC UJICHA JIOKaJbHOU
TpyNIbl ATMHHHCTPATOPBDI.

IIpumeyanue

B cnenyromeit npoueaype onuceiBaeTcs MHTEPENC KOHCOIN YIPaBIECHUs IPYIIIOBBIMU
nonutukamMu B cucremMe Windows Server 2008. [l yCTaHOBKM KOHCOJM YIPABICHUS
rpynnoBbiMu nonuTHKamMu B cucteme Windows Server 2008 ucnonbs3yeTcst MacTep 100aBiIeHUs
KOMIIOHEHTOB Jucneryepa cepsepa. [Ipu ncnonp30BaHuu Jpyrux BEPCHl KOHCOIM YIPABIECHUS
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TPYHIIOBBIMH IOJUTUKAMU IIPOLCAYpPa MOXKET CJICTKa OTIINYAThCA.

W3meHeHne mnapaMeTpoB O€30MaCHOCTH YCTaHOBKHM JIpailBEpoOB  AJis
IPUHTEPOB, PA3BEPTHIBAEMBIX C IIOMOIIBIO IPYIIIIOBOM NOJUTUKH

1. OTkpoiiTe KOHCOIb YIPaBIE€HUS IPYNIOBBIMU MOJIUTUKAMH.

2. OTKpoiiTe OOBEKT TpYIIIOBOM MOJUTUKHA, B KOTOPOM PpPa3BEPHYTHI
MOAKIIOYEHUs] K TIpUHTEpaM, a 3areM BblOepure MyHKTh KoH(purypanus
noJib3oBares, [1oMTHKY, AIMUHUCTPATHBHbIE madaonsl, [lanens
ynpasJieHusi 1 [IpuHTepBbI.

3. lllenkuuTe MpaBoi KHOMKOM MBIIU MYHKT OrpaHuYeHHusl YKa3aHUs U
neyaTH u BeiOepute komany CBoicTBa.

4. BeiObepute nyHKT BKiIro4yeHo.

5. CHumuTE cieayromue GhaaxKu:

o MYHKIUI0 YKAa3aHMSA U IEeYaTH MOKHO HCIO0JIb30BaTh TOJBKO HA
cCJIeYIOLIMX cepBepax

o MYHKIUI0 YKAa3aHMSA U NEeYaTH MOKHO HCIOJIb30BAaTh TOJBKO HA
KOMIIBIOTEpPaX CBOEro Jjeca

6.B criucke Ilpu YCTaHOBKE ApaiiBepoB Ji ) 6 HOBOI'0
NOAKJIYeHHs BbiOepruTe 3HaueHue He mokaspiBaTh mnpeaynpexieHue WU
3alpoC HA NOBbILICHHE NIPAB.

7. IIpokpyture okHO BHU3 U B ciicke Ilpu o0OHOBJIeHUM apaiiBepoB 1A
HOBOI'0 NMOAKJIIOYEeHHs BbIOEpUTE 3HaueHue IlokasbiBaTh TOJIBKO
npeaynpexIeHue .

8. HaxwmuTe xHomky OK.

[Tocne HaCTPOMKHM ATUX NTApaMETPOB BCE MOJIB30BATENN CMOTYT IPUHUMATD
IIOAKIIIOYEHUSI K MPUHTEpPAM U JpaMBepbl CO CBOMMHU YYETHBIMU 3aIlUCAMU C
MOMOIIIbIO TPYIIIOBOM MOJIMTUKHU O€3 3arpocoB U mpeaymnpexaenuii. [lomp3oBaTtenu
OyAyT moJiyyaTh MpeaynpexAeHHUe Mepesl YCTAaHOBKOW OOHOBJIEHHBIX JIpailBEpOB ¢
cepBepa IeyaTh, MPU HTOM JUIsl YCTAaHOBKM MM HE NOTpeOyeTrcs BXOIUTh B
JIOKaJIBHYIO TPyNIy AAMUHUCTPATOPHI.

3aganue | YcTaHOBUTH pa3pellieHue s CEpBEPOB NeYaTH

3ananue 2 Jlo0aBUTh cepBep MedaTu B CPEACTBO "YIIpaBiIeHUE NeYaThio

3aganne 3 PasBepThiBaHME TNPUHTEPOB ISl  MOJI30BATEICH  WJHU
KOMITBIOTEPOB € MOMOILBIO TPYNIOBON MOJIUTUKU

3ananue 4. VI3MeHeHUTh mapaMeTpbl 0€30MaCHOCTH YCTAaHOBKH JpailBEpOB
JUTSl IPUHTEPOB, PA3BEPTHIBAEMBIX C IOMOIIbIO TPYIIOBON MOIUTHKA

ConeprxkaHue oT4eTa 1o J1abopaTopHoi padboTe

OT4eT MoJDKEH comepkKaTh CIEIYIONTYI0 HH(OPMAITHIO:

. TUTYNBHBIN JUCT.

. [{enb paGOTHI.

. KpaTtkoe onucanue u CKpUHILIOT 10 KaXXA0M U3 KOMAaHJ,.
. BriBox
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JlabopaTtopnast paGora Ne 11

HccnenoBanue pa3peproiBanue GailioBoH CIIy:KObI
Poaib (paitsioBbIX CIIYKO

Hean padorbi: M3yunts pa3pépTriBanue (HailioBol Ci1yK0bl

Teopernyeckas 4acThb:

o YmnpapjieHHe KBOTaMH. YIPABJICHUE KBOTAMHU TIO3BOJISIET 3a/1aBaTh
MATKME WA >KECTKHE OTpPaHWYCHHs pa3Mepa Uil TOMOB WM JIepeBa IMaIoK.
Hcrnonb3ys cTaHAAPTHBIE CBOMCTBA KBOT, MOKHO CO3/1aBaTh W NMPUMEHATH IA0JIOHBI
KBOT.

o YnpasiieHue 0J0kMpPOBKOH (ailuioB. YipaBieHue OJOKUPOBKON
GaiiioB TMO3BOJSET OMNPEAETATh MpaBWia (QUIBTpPALMU, KOHTPOJIHPYIOIINE WU
OJIOKMPYIOIIME TOMBITKH COXPAHUTHh (ailibl ONpEeNeNeHHBIX THUIOB B TOME WU
nepee namnok. Mcnomnp3ysi cTaHAapTHbIE UCKITIOUEHUS (haiiioB, MOKHO CO3/1aBaTh U
MPUMEHSTH 1a0JIOHBI OJIOKUPOBKU (HaiijIoB.

o YrnpasjieHHe 0OTYETAMH XPAHWIHIL. YTIPABICHUE OTYETAMU XPAHUIHIILL
MO3BOJIAET CO3/1aBaTh BCTPOEHHBIE OTUEThl 00 HMCHOJIb30BAaHUHU KBOT, YIIPaBJICHUU
0JI0KUPOBKOH (haiiJIOB U CXEMax MCIOIb30BaHUS XPAHUIIUIIL.

MOXHO TakKe MPUMEHSTh MOJUTUKH KBOT U OJIOKHMPOBKH (ailioB mpu
CO3/1aHMHU OOLIEH Manky Wik ¢ MOMOUIbI0 HHTep(elica KOMaHIHOM CTPOKH.

JI71s1 KOro npeaHa3HayeHa 3Ta BO3MOKHOCTb

Hcnons3oBanue aucnerdepa pecypcoB (HailJIoOBOrO cCepBepa MOXKET
OKa3aTbCsl 0COOEHHO BBITOJIHBIM JIJIS CIIEHUAIIMCTOB U3 CIAEAYIOIUX TPYII:

o HT-agMuHuCTpaTOpPBI, OTBEYAIOIIME 34 YIIPABICHUE PECYPCAMH CETEBBIX
XpaHWIMI JaHHBIX M JKejlaronme S(PQPEeKTUBHO pachpenessTh 3TH Pecypchl C
MOMOILIBIO KBOT;

o UT-agMuHUCTpaTOpPBI, XKEJIAOIIHNE UCKIIOUYNTh BO3MOXKHOCTh XPaHEHUS
(haliIoB OIpEICIICHHBIX TUIIOB B CETEBBIX XPAHUIIHUINAX;

o UT-anMuHUCTPATOPBI, KOTOPHIM HEOOXOAMMAa BO3MOXXHOCTH CO3/aHUs
OTYETOB JUIsl TMOJy4deHHsl OoJjiee MOJHOrO TMpeACTaBlIeHUs 00 HCIOJIb30BaHUU
CEPBEPHBIX PECYPCOB XPAHWINILL;

e MEHEIDKEpBl 110 YIPABJICHHUIO YYETHBIMU 3alMCSAMU I0Jb30BATENEH,
KEJAIOIINE Peaanu30BaTh MOJUTHUKA XPAaHEHUs JaHHBIX MYTEM CO3JaHUs KBOT H
npaBuil OJOKUPOBKU (ailioB AJie MOJIb30BATENbCKUX MAlOK M OOIIMX PECypcoB
XpaHWINLI.

HekoTtopble AOMOIHUTENBHBIE 0COOEHHOCTH

Hcnonb3oBaTh QucCHeTYEP pecypcoB (ailioBoro ceppepa MOTYT TOJIBKO
YJIEHbI TPYMIIbI aIMUHUCTPATOPOB.

Ecnu B opranuzanuu B HacTOfIEee BpEeMs HCIOJIb3YIOTCS KBOTHI JIUCKOB
NTFS, Omaromaps cpencTtBaMm ympaBi€HHS KBOTaMH, BXOJAIIMMH B COCTaB
JHCIIeTYEpa PECypcoB (aillioBOro cepmepa, YIpaBleHHE KBOTAaMH MOXXHO Oyner
caenaTth 0osiee TOUHBIM (CM. MPUBEACHHYIO HUXKE TAOJIHUILY).
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JAucneryep

Bo3Mmo:kHOCTH €ecypcoB
P ‘,y P KBotbl nuckoB NTFS
KBOTBI (daiisioBoro
cepBepa
OTcieXuBaHue Ilo ranke JIJ1st OTACHBHBIX MOJIB30BaTEICH TOMA
KBOT WJIU TI0 TOMY
Pacuer ITo [To noruvyeckomy pazmepy (aiinos
CTEEHU (baKkTHIeCKOMY

HCIIOJB30BaHHUA JUCKa

MECTy Ha JIHCKe

Mexanu3msl OneKTpoHHas ToabKO KypHAIBI COOBITHIA
YBEIOMIICHUS 1104Ta, KypHAJIbI
COOBITHIA,
BBITIOJIHEHHE
KOMaHJI,

BCTPOCHHBIC OTUCThLI

KBoThl, co3nmaBaemble B JucneTdyepe pecypcoB (GaiaoBoro ceppepa, He
MMEIOT HUKakoro oTHomeHus kK kBotaM NTFS: nBe stux cucrembl paboTaroT
OTIIENBHO JApyT OT apyra. Oanako ais murpanuu ¢ kBotr NTFS aucnerdep pecypcos
¢aiioBoro cepBepa NpPeNOCTaBIsSET MIAOJOHBI KBOT, MOMOTAIOIIME BOCCO3/1aTh
cBorictBa KBOT NTFS.

Ecmm mpeamonaraeTcst MCMOIR30BaTh AWCIETYEP PecypcoB (HanioBOTO
cepBepa s YIPaBJICHUs peCypcaMyl XpaHUIIHII Ha YAAICHHOM CepBepe, 3TOT CEPBEP
JOJDKEH paboTath noj yrpaienueMm cuctembl Windows Server 2008 ¢ nucnetTuepom
pecypcoB (haiisioBOro ceppepa.

Bo3M0OXHOCTH TaHHOTO KOMIIOHEHTA

Hucnetdep pecypcos (daitmoBoro cepsepa B Windows Server 2008 moxHO
MCIIOJIH30BATh JJIS BHIIOJTHEHUS 3a/1a4, YKa3aHHBIX HUXKE.

o YmnpaBiieHHe KBOTAMH

o Co3nanne U 0OHOBIIEHHE KBOT, a TaK)Ke MOJIyYCHHE CBEJICHUN O KBOTaX,
OTIPENENSAIONTUX OTPAaHUUYEHUS pa3Mepa JJis TOMa WK TarKu.

o OrtmpaBka COOOIICHHS] JJIEKTPOHHOM TIOUTHI B CIIMCOK PACCHUIKH,
perucTpanus coObITHs, BHITIOJHEHNE KOMaHIbl WM CIIEHApHUs JIN0O CO3JjaHUE OTYETa
MIPHU TOCTUKEHUU TPEISTbHBIX TTOKa3aTeNel XpaHuIuIa.

o OmpeneneHre MKECTKOM KBOThI, YTOOBI TOJb30BATEIM HE MOTJHU
MPEBLICUTh OTPAaHUYEHUE XPAHWIHINA, WM TPOCTO OTCIC)KUBAHUE XPAHWIIMINA IS
TOMA WJIH TTaITKH.

o ABTOMATHYECKOE CO31aHHe KBOT. /lucneruep pecypcoB ¢aisioBOro
cepBepa MOKHO HAaCTPOUTH TaK, YTOOBI OH MPUMEHSIJT ONPEACIICHHYIO KBOTY KO BCEM
CYIIECTBYIOIIMM BJIOKEHHBIM TIallKaM W JIIOOBIM HOBBIM BJIOXKEHHBIM TIaIKaM,
co37aBaeMbIM B TOME WM mamnke. Hampumep, MOXHO aBTOMATHYECKH CO3/1aBaTh
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CTaHAAPTHBIE KBOTHI I MOOMJIBHBIX TIOJIH30BATENICH WM JTsI HOBBIX TIOJIb30BaTENICH
B OpraHU3ALIMH.

o Co3naHme 0TYETOB XPAHUJINIIL

o BpIOOp moaxonsiiero BapuaHTa U3 HIMPOKOrO JUANa30Ha BCTPOCHHBIX
OTUYETOB U 33J]JaHUE TAPAMETPOB OTYETA, CIIEHU(DUUHBIX JJISI CPEIbI.

o CocraBlieHHE paclUCaHUsl CO3JaHUSl OTYETOB I  OIpEACIICHUS
TEHJICHIIUN UCIOJIb30BAHUS JUCKOB MUJIM YaCTOThI OJIOKMPOBKH (haiiiioB.

o HemennenHoe co3ganue 0TYETOB IO 3aIPOCY.

o YnpaBJ/ieHue yJAajJeHHbIMH pecypcaMu. MOXHO yIpaBJIATh pecypcamu
XpaHWIHIL Ha JIOKAJIBHOM CEpBepe WM Ha YyNaJCeHHOM CEpBEPE C JAUCIECTYEPOM
pecypcoB (aiisioBoro cepnepa.

o IIpoctoe pe3epBHOEe KONMUPOBaHHE U BOCCTAHOBJIEHHE NMAapPaMeTPOB.
Kongurypanuu nucnerdepa pecypcoB (aiaoBOro cepBepa XpaHATCS B Mamke
uH(pOpMAaIIM CUCTEMHOTO TOMa B KOPHEBOM KaTajore cepBepa M B JIOOOM TOME, K
KOTOPOMY MPUMEHSIOTCS KBOTHI MJIM (PUIBTPHI OJIOKUPOBKHU (paitsioB. J1Jis pe3epBHOTO
KOIUPOBAHUSI M BOCCTAHOBJICHUSI KOHQUTYpaluid Aucrerdyepa pecypcoB ¢aiaoBoro
cepBepa MOKHO HCIOJIb30BaTh TAaKOE CPEACTBO PE3EPBHOIO KOMUPOBAHMS, Kak
cuctemMa apxuBainuu 1aHHbix Windows Server.

Hanuune nucnerdepa pecypcoB (hailloBOro cepBepa B Pa3HBIX BBITYyCKaX
cuctembl Windows Server 2008

Hucnerdyep pecypcoB (aillioBoro cepBepa JOCTYIIEH BO BCEX BBITYCKax
cuctembl Windows Server 2008, HO HE BXOAUT B YHUCIO CIY>KO yCTaHOBKH Server
Core OC Windows Server 2008.
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JlabopaTtopnas paGora Ne 12

HccaenoBanue npon3BoaUTEIbHOCTH CHCTEMBI B IporpamMme «Jlucnerdep
3a71a4», MOHUTOPUHT NPOU3BOAUTEIHLHOCTH CUCTEMbI € HCIIOJIb30BAHUEM
KoHCoJM «IIpou3BOANTENBHOCTD

Hean padoThI: HAy4YUTCA OCYUIECTBJISTh MOHUTOPUHT
MIPOU3BOAUTEIIBHOCTU CUCTEMBI.

Teoperuyeckne 4acThb:

B cucreme Windows Server 2003 aist mpocMOTpa CHCTEMHBIX KYPHAJIOB
MOKHO WCII0JIb30BATh ocHactky Event Viewer (IIpocmomp
coovrmuu) (rpymma Administr-tive  Tools  (AOmunucmpuposanue) Ha  TIaHEIH
yhnpaBieHus). DTy OCHACTKY MOXKHO TakKXe 3allyCTHTh M3 OKHa ocHacTku Computer
Management (Ynpaenenue xomnwviomepom). Ha puc. 1 mokazaH npumep OKHA
ocHacTku Event Viewer mjist KoHTpoJiiepa JOMEHa.

i
=] Korcons  deficTeMe  Bua  Oweo  Crpaska |;|g|5|
o | EEEFRR @@
E ¥NpaBneHke KomnekoTepon (nokant | Tun | fara Bpena Vicrourne__ | Ka + |
Dm CyseebHble nporpamis! dﬁ\y’nm YENEXOE 27.01,2008 16:58:26 Security B
EF[5] MpocwaTp cofibrmii & ByanT yenexos 27002008 16:58:26 Security Bxi
44| Nprnowerie dnynm YEMEXOE 27.01.2008 2:38:45 Security [LEY
Cmywba karanoros & yanT yonexos 27.001.2008  2:38:17 Security B
©§H4] DNS-cepeep @ yavT yonexos 27.01.2008  2:38:17 Security Bxi
Crywtiaperacau b | 200+ venexos 26.01.2008  20:37:20  Security i
i:ﬁr;:c:““ @t yenexos 26.01,2008 2013651 Security B
g OflHe nankn dny’nm YENEXOE 26.01.2008 20:36:51 Security Bx
B S YRHAE! H ODEELEHHA ] dnynm WIMEXOE 26.01.2008 14:29:34 Security M3l
AAtnETuED YOTpOCTE & yanT yonexos 26.01.2008  14:29:06 Security Bxi
-5 JanommHarowre yerpoiicrea | @F AYANT yenexos 26.01.2008  14:2%:06  Securty Bxi
) g Cmyuibl M NPHNOHEHHA dﬁ\y’nm YENEXOE 26,01,2008 12,50:45 Security Ex
dny’nm YENEXOE 26.01.2008 12:50:45 Security Bxr
dnynm WIMEXOE 24.01.2008 1113402 Security Bxi
; il | 5l

| |
Pucynok. 1. OxHo ocHactku Event Viewer.

Ocnactky Event  Viewer MoXHO  TakKe  OTKPBITh C  ITOMOIIBIO
komau bl Iyck/IIpozpammel/Aomunucmpuposanue/Ilpocmomp  coovimuit.  C
MOMOIIBI0 OCHAcCTKU Event Viewer Mo)xHO mpocMaTpuBaTh TPU THIIA CTaHIAPTHBIX
(OCHOBHBIX) KYpPHAJIOB.

o JKypnan npunoocenuti (Application log) — dukcupyer coObITHS,
3aperuCTPUPOBAHHBIC MPUIIOKEHUSIMU. Hampumep, TEKCTOBBIH PETAKTOP MOXKET
3aperucTpUPOBAThH B JAHHOM JKypHaJIe OMMUOKY MIPH OTKPHITUH (aiiia.

o Kypnan cucmemwr (System log) — 3anuchbiBaeT COOBITHS, KOTOPBIC
perucTpupyroTcs cucreMHbiMu komnonentamu Windows Server 2003. Hanpumep, B
CHUCTEMHBIN JKypHAJT 3alMCBHIBAIOTCS TaKWe COOBITHS, KaKk COOM B TpoIlecce 3arpy3Ku
JpaiBepa WM APYTOro CHCTEMHOTO KOMITOHEHTA TIPH 3aITyCKE CUCTEMBI.

o JKypnan 6ezonacnocmu (Security log) — CONEPKUT 3aNUCH, CBSI3AHHBIC
c cuctemoil Oe3zomacHocTH. C TOMOIIBIO 3TOTO JKypHajga MOXKHO OTCJICKHBATH
M3MEHEHHSI B CHUCTeMe O€30MacHOCTH W MJACHTU(PUIIMpPOBaThH Opermu B 3amwuTte. B
JTAHHOM J>KypHaJIe MOHO PETUCTPUPOBATh TMOMBITKA BXxoaa B cucremy. Jlms
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POCMOTpa KypHajla HEOOXOAMMO MMETh IpaBa agMuUHHUCTparopa. [lo ymonuanuio
perucTpanus coObITU B *KypHajie 0€30MacCHOCTH OTKIIIOYEHA.

[ToMmuMO cTaHOApTHBIX, HAa KOMIIBIOTEPE — B IMEPBYIO OYepenb Ha
KOHTpPOJUIEpE JOMEHa — MOTYT OBbITh U IPYTHE KYPHAIIbI, CO3/IaBa€Mble Pa3TUYHBIMU
cinyx6amu (Hanpumep, Active Directory, DNS, File Replication Serviceu T. 1.).
PaGota ¢ TakumMu >KypHajlamMd HHYEM HE OTJIMYAETCA OT MPOUEAYpP HPOCMOTpa
CTaHJApPTHBIX KYpPHAJIOB.

XKypHanm cucreMbl 0€30MaCHOCTH MOXET MPOCMAaTPUBATh  TOJIBKO
MOJIb30BaTeNb C TMpaBaMH CUCTEMHOro aaMuHucCTparopa. I[lo ymomuanuio
peructpanus COOBITHI B IaHHOM >KypHaje OTKiIroueHa. J[Jis 3amycka perucrpanuu
HEOOXOMMO YCTAHOBUTH TOJUTHKY ayINTa.

Tunsl cOOBLITHI, PEriCTPUPYIOUIUXCS B )KypHAJIaX:

o Error (Owubka) — coObITHE PETUCTPUPYETCS B CIy4ae BOSHUKHOBEHUS
CEpPbE3HOT0 COOBITUS (TaKOTO Kak TMOTeps JaHHBIX WM (QYHKIIMOHAJIBHBIX
BO3MOKHOCTEH). CoOblTHE JaHHOTO THUMAa OyJdeT 3aperucTpUpOBaHO, €CIIU
HEBO3MOKHO 3arpy3uTh KaKOH-JINOO U3 CEPBUCOB B XOJI€ 3aITyCKa CUCTEMBI.

o Warning (Ilpedynpesxcoenue) — cOOBITUE HE SBIISECTCS CEPbE3HBIM, HO
MOET TPUBECTH K BO3HUKHOBEHUIO IpobieM B Oynymem. Hampumep, ecnu
HEJOCTaTOYHO  JMCKOBOI'O  MPOCTPAHCTBA, TO  OYyIEeT  3aperucTpupOBaHO
perynpexIeHue.

o Information  (Veeoomnenue) —  3HauMMOE  COOBITHE,  KOTOPOE
CBUCTENHCTBYET 00 YCIEIIHOM 3aBEPIICHUH OIEpaluy MPUIOKEHUEM, JApaiBEepOM
WIA CEpBUCOM. Takoe COOBITHE MOXKET, HApUMEpP, 3apETUCTPUPOBATH YCIEUTHO
3arpy3UBLIMICA CETEBOM ApaBep.

o Success Audit (Ayoum  ycnexos) —  CcOOBITHE, CBSI3aHHOE C
0€30MmacHOCThIO CUCTEMBI. [IprMepoM Takoro cOOBITHS SBISETCS yCIENTHas MOTMbBITKA
PETUCTpaliU TTOJIH30BATENS B CUCTEME.

o Failure Audit (Ayoum omka308) — COOBITHE CBSI3aHO C O€30MACHOCTHIO
cucteMbl. Hampumep, Takoe coObiTHe OyIeT 3aperucTpUpPOBAHO, €CJIM IOIBITKA
JI0CTYyTIa TI0JIb30BATEINSI K CETEBOMY JIMCKY 3aKOHYMIIACH HEYTaueH.

Nudpopmanus 0 cOOBITUAX COAEPHKUT CJeAYIONIHE MAPAMETPbI:

o Ilapamemp - Onucanue

o Type (Tun) -Tun coObITHS

o Date (/lama) - JlaTa reHepanuu COOBITHS

o Time (Bpems) - Bpems peructpaiuiy coObITUS

o Source (Hcmounuk)- WcTouHMK (MMsI TpPOTPaMMBbl, CHUCTEMHOIO
KOMITOHEHTa WJIM KOMIIOHCHTa TPUJIOKCHHS), KOTOPBIA TIPUBENI K PETHCTPAIUN
COOBITHUS

o Category (Kamezcopus)- Knaccudukamnusi cOOBITHS 1O HMCTOYHHUKY,
BBI3BABIIIEMY €TO MOSBIICHHE

o Event ID (Cobvimue) - UneHTGUKATOP COOBITHS

o User (Ilonvzoeamenv)- YdeTHas 3alliCh IIOJIB30BaTeNs, OT HMCHH
KOTOPOH TIPOU3BOAMINCH JEHCTBYS, BEI3BABIIINE TEHEPAIUIO COOBITHS
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o Computer (Komnviomep) - KoMnbroTep, Ha KOTOPOM 3apErUCTPUPOBAHO

COOBITHE

Cofbmie |

Dara  EEAREIE Merounme: USER3Z + |
Bpeta: 11:35:32 Kareropua: OrcyreTeyet

Tum  Mpeaynpesaedd  kKog (ID): 1076 + |
Monesoearents: EXAMPLE \AaruHucTparop
Korneiorep:  WIN2003

OrucaHue:

IMpHYHHE HENPEEMAEHHOMD SABEPLIEHHA PAGOTE AAHHOMD
KOMMEKTERA, MPEAOCcTaBNEHHAA NonksoeaTensar WK 2003
“AamuHucTpatop: Apyroe [HesannaHWposaHHoe]

K.on mpuuuHer: Oxa000000

Kon ok

CTpoka NpoBEepKM:

K.ordreHT apmis; wer

JLonoAHUTENEHEIE CEELEHMA MOKHD HAATH B WEHTPE CNPAEKH U
nogaepskku, B 'hitpe /400 microzoft com/fwlink /events asp"

Daneie: % Baimer ¢ Coosa

0000: 0P 88 0@ Ba |

Il
Ok I OrreHa | nDHmEHHTbl

Pucynok. 2. JlononnurtenbHast “HGOpMALIHS O COOBITHH.

Boinosinenue pador

3ananmue 1. [IpocMoTpuTe ceTeBbie MOAKIIYEHHS K KOMIBIOTEPY.

1. [ToArOTOBBTECH K BHITIOJIHEHUIO 3aJaHUS:

o 3alyCTUTE BUPTyalibHYIO0 Mamuuy VM-2;

o co3maiite Ha paboyem ctose obrnyro manky MyFolder u pasmectute B
Heit nokymeHT ¢ umeHem CompName.doc, coaepxkamnuii cBeaenns o6 IP-ampece u
CUMBOJIFHOM HMEHH KOMITBIOTEPA;

o MEPEKIIFOYUTECH B OOBIYHBIN KOMIIBIOTED 51 OTKpOMUTE
nokymernt CompName.doc. [[ist aToro Bocmosnb3yiitech CeTeBbIM OKPYKEHUEM.

Bce ocmanvuvie onepayuu cnedyem 8vinoIHAMb HA  GUPMYATLHOM
Komnviomepe, 20e bwvln cozoan ¢gpatin CompName.doc.

2. IlepexmrounTech B BUPTyalibHYIO Mammuay VM-2.

3. OTkpoiiTe OCHACTKy YIpaBJ/ieHHe KOMIbIOTEPOM (KOHMmMeEKCHHOe
Mmento 3nauka Moii komnviomep/Ynpasnenue).

4, PazBepuure pasuen O0mme  pecypcebl. 30ecv  nepeuucienvl  8ce
onyouKkosantvle (00wue) pecypcol 8auieco KomMnvomepad.

5. OtkmrounTe OOIIMKA TOCTYN K CO3MaHHOMY paHee pecypcy MyFolder.
JUJ1s TOro B KOHTEKCTHOM MEHIO pecypca Bbioepute [lpekpamums oowuti docmyn.

6. Otkpoiite pa3aen CeaHChI.

7. 31mecy TIepevrclieHbl BCe OTKPHITHIE CEaHCHI, T.€. KaKue TOJb30BaTeH 1
Ha KaKuX KOMIIBIOTEpax ceivac MOAKIIOYEHBI K BallleMy KoMIbloTepy. Eciiu BBI3BaTh
KOHTEKCTHOE MEHIO pa3zelia, TO MOYKHO Cpa3y OTKIIOYHUTH BCE CEAHCHI.

8. 3akpoiiTe OTKpBITHIN (aiin. s sToro nepeiaute B paszaen OTKPbITbIE
(aiijabl 1 B KOHTEKCTHOM MEHIO (Dailyia BRIOEpUTE 3aKpblmb OMKpulmulil (Al

3ananue 2 OTKIIOYHUTE M0JIb30BATEIA C OTIPABKOM €My YBEAOMJICHUS.
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1. [loaroToBbTECHh K BBINOJHEHUIO 3afaHusa. [{ns 3TOro oTKpoiiTe Ha
oObruHOM KoMmmbioTepe (haiia CompName.doc, pacrnosokeHHbIe B BHPTYaJbHOM
mamuHe VM-2.

2. [lepexitounTech B BUPTYAIbHYIO MAIIIUHY;

3. OTKpoiTe OCHACTKY YNpaBjieHHe KOMIIbIOTEPOM.

4. Beimonuute ansa snemeHTa O0mme pecypcebl KOMaHy KOHMEKCMHO20
menio/ Bee 3a0auu/Omnpaska cooduwenus KOHCOIU.

5. Beegqute B moisie CooOmeHne TEKCT BBIBOJAUMOIO COOOLIEHUs: Bol
ceuuac  Oyoeme  OmMKIIOYEHbl om  00wWe20  pecypca ¥  WICTKHUTE  TIO
KHOTIKe Omnpasums.

6. 3akpoiite okHO OTHpaBKa COOOIEHUH KOHCOJIH.

7. Ans pasznena OTKpbIThIE (Pailiibl BEIIOJHUTE KOMaHIy KOHTEKCTHOIO
MEHIO OmKaouums 6ce omkpuwimale haiinvt.

8. [IpocmoTpuTe npuIieIee cCooOIIeHUE.

3ananue 3. IIpocmoTpuTe CBeJeHHsI O MNpOLECCAX CHCTEMbI M ee
COCTOSIHMH.

1. ITpocMmoTpuTe HHPOPMALIUIO O TPOU3BOAUTEIILHOCTH CUCTEMBI:

o OTKpouTe okHO aucnerdepa 3anad (CTRL+SHIFT+ESC);

o mepeuaure Ha BKIaaky Ilpoueccesi;

B nucnetuep sagau Windows = | Ellil

®akin  OapaneTpel Bra  Cnpaska

MprnoseHna  Mpouscee! |Eb|ch0,aeﬁcTBma| CeTe I MonesoBaTENH I

WA ofipaza

Easking T A I MMHMCTPATOD
wpabaln.exe AAMHHHCTRATOP
WINIpEYSe, BXe SYSTEM 1624 KB
ridaemon, exe SYSTEM oo 724 KB
svchost.exe SYSTEM on 1168 KB
ridaemon, exe SYSTEM oo 1160 KB
svchost.exe SYSTEM on 1064 KB
nfssve.exe SYSTEM oo 1020 KB
MAPSYE.EXEe SYSTEM oo 568 KB
svchost.exe SYSTEM oo 1044 KB
AFR.EXE SVYSTEM on 204 KB
IAC ERE SY3ITEM oo 364 KB
M3SE5YS EXE SVSTEM oo 336 KB
MMC, Exe AAMFMHACTPATOR oo 15 644 KB
HMDLRSWC . EXE SVSTEM oo S92 KB
nfscint. exe SYSTEM oo 516 KB
wins. exe SYSTEM oo 1944 KE
REvscan exe SYITEM oo 3464 KB
sychost,exe SYSTEM oo 1352 KE LI

[” Orofipamate NpoUECEE! Bex NONES0EATENEH  SapepwmTe npouecc |

|I'Ipouecc05: 53 |3arpy3|<a LiM: 6% |BbIﬂEJ18HHE NaMaTH: 225328KE | I¢ 4

Pucynok 3. lucneruep 3anau.

A nonssoEaTENA

o TPOCMOTPUTE CIHUCOK M HAMAMTE MPOLIECC UCIIOIB3YIOMINI HanOobllIee
KOJIMYECTBO IMaMSTH;

o MEPEUINTE HA BKJIAJIKY BBICTPOJAEHCTBHE U TIOCMOTPUTE KOJAYECTBO
BBIJICJICHHOM MTaMSTH B COOTBETCTBYIOIIEM I10JIE;

o mepeianTe Ha BKIAAKy CeTh U O0O3HAKOMBTECh C HWH(pOpMaiuedn o
MIPOU3BOJAUTEIILHOCTU CETH;

o mepeiante Ha BkiIaAKy Ilosib3oBaTenu nmpocMoTpuTe UHGOPMAIUIO O
MOJIb30BATEIISIX, 3aPETUCTPUPOBAHHBIX B CUCTEME.
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2. Cobepute ¢ momombio Jucneryepa 3agay nHdopMaIuio, yKa3aHHYIO
HUXKE:

KoanvecTBo 3anylieHHbIX NPUJI0KEHU .
Nms mpouecca, 3aHMMaromero 00Jbiie Bcex onepaTuBHOM MaMSITH.

KosmuecTBO BbIIe/IeHHOH NAMSITH.

HNms nosnb30BaTelisi 3aperucTpPMPOBAHHOIO B CHCTEMe.

3. CoxpaHuTe MOJYy4YEHHYI0 MHGOPMAIMIO B JIMYHOM Kartajore B aiiie
dbopmara ODT.

3ananue 4. BbINOJTHNTE MOHUTOPHUHI CETEBBIX MOAKIIYEHU.

1. 3anyctute ocHacTky IIpon3BoANTEILHOCTD

[ NpovsBoAMTENLHOCTD =10/l
@ KoHcone  deficTeMe  Bua  MzBpanHoe OkHo  Cnpagka | _|ﬁl|1|
s l= el

| L Ol Bl E Q&) ol

ﬁ MHYPHANE H ONOSEWEHHA NPok |E|@I °|ﬂ|@|

100,... CpeaHaq an,.. _Total e DH3H-
1,000 % zarpywed... _Total -—- Mpoue

EET | LK. .. | CHETHHE | SKIEMM. ., | Po&n... | Oﬁ'bel
1,000  OBMeH cTpa... --- - MNamat

| ‘ = I |

Pucynok 4. Ocnactka [Ipou3BoguTenbHOCTD

2. V):[am/ITe BCC CYHCTYHUKHN U3 CUCTCMHOI'O MOHHTOPA!

o akTuBUpyrTe CHCTEMHBIN MOHUTOP B JIEBOU YacTH
okHa IIpou3BOAUTEIBHOCTD;
o OTKpOMTE JTAAIOTOBOE OKHO cBoucTB CHCTEMHOI0

MOHHMTOPA KHOTIKOUW Ceoiicmea @I

o TmepeunuTe Ha BKIAJIKYy JlaHHbIe;

o BBIAEIUTE OJWH U3 CYCTUYUKOB M YJIAJINTE €r0 KHONKON Yoanumu;,

o AHAJIOTUYHO YJAJIUTE BCE OCTAJbHBIC CUCTUMKH.

3. JloO0aBbTE CUCTUMK aKTUBHBIX MoakIoueHuii TCP:

o AKTHBUpPYHTE J0OaBJIEHUE CUETUHKA KHONIKOM Jo6asumb;,

o BbIOepHTE B packpbiBatomeMcs crucke OobekT — TCPV4;

o BbIOEpUTE B crnucke BulOpaTh CcYeTYHK M3 CHHUCKA — AKMUBHBIX
NOOKIIOUeHUlL;

o TPOCMOTpUTE WHOOPMAIMIO O T00ABISIEMOM CYETUHKE, IIEIKHYB IO
KHONKe O0vAcCHeHue;

o J00aBbTE CUCTUMK KHOIIKOU /Jo6asums.

o CaMOCTOSTEIbHO n00aBbTE cueTuuk Bceezo oaim/cex nis
oobekTa Cepegep;

o 3aKpONTE OKHO JO0OABJICHHUS CUCTUYNKOB KHOIIKOW 3AKpbimb.

4. 3akpoiTe JAAJIOrOBOE OKHO cBolicTB CHCTEMHOr0
MOHHMTOPA KHONIKOUN OK.
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B npasou obnacmu naunem omoopasxicamvca ungopmayusi 0006a6IEeHHbIX CUEMUUKO8
6 epaguyeckom uoe.
5. [lepexnrounte Bua 0TOOpakeHUSI NHOOPMAIIMKA CYCTIYMKOB B TEKCTOBBIN

6. Hactpoiite aBTOMaTthueckuii cOOp HHPOpPMAIMH O 3arpyKEHHOCTH
cepsepa B nepuoz ¢ 8.00 go 17.00:

o AaKTUBHpyWTe  paszgen ZKypHajabl  CYETYUKOB B JIEBOM  4YacCTHU
okHa IIpou3BOAUTEIbHOCTD,

o AaKTUBUPYHUTE CO3/1aHHE HOBBIX napaMeTpoB KypHasa
(Ueitcmeue/Hosvle napamempeul yncypnana),

o BBEOUTE Ha3zBaHuWe KypHana B nosne Umd - Juesnas mnacpyska u
noaTBepanTe kHonkou OK;

o no0aBbTe 00BbeKT CepBep:

. OTKpPONTE OKHO J00aBjeHUA OOBEKTOB KHOIKOU /Jobasums
o0vekm,

. BbIJIeNIUTE B criucke QO0bekT — Cepsep;

. M00aBbTE 00BEKT KHOIIKOU /Jobasumy;,

. 3aKpOTE OKHO J00aBJICHUSI 00BEKTOB KHOMIKOW 3aKpbimb;

o AHAJIOTUYHO 100aBbTe 00BEKT CeTeBOM MHTEpPPeiic;
o YCTaHOBWTE BpeMs cOOpa TaHHBIX:

. nepenInTe Ha BKIAAKy Pacnucanue;
. ycranoBute B niojie Bpems — 8.00;
. yctaHoBute Bpems octaHoBku — 17.00;

o 3aKpOWTE  JIHAJOTOBOEC OKHO  IIapaMETpPOB  HOBOTO  JKypHaja
kHonkoi OK. B npasoii uwacmu okua IIpouzeodumenvnocms nosagumcs HO8blU
arcypran. Ilpocmompems pesynomam pabomwr scyprana modxcro ¢ nanxkeC:\perflogs.

7. Hactpoiite omoBelieHue, €Cii KOJUYECTBO JOCTYITHON MaMSTH CTaHET
meHnee 100 Mo.

o AKTUBUPYWTE pazzaen OnoBenieHus B JIEBOM 4acTu
ocHacTku IIpou3BOAMTEILHOCTD;
o OTKpOHMTE ZMaJI0r0BOE okHo Hosblie napamMerpbl

onoemenusi (eiicmeus/Hosvle napamempol onosewienus),
o BBEIWUTEC MMHA HOBBIX MapamMeTpoB - Mano namvsamu v TOATBEPANTE
BBOJI KHOIIKOH OK,

BBeauTe B nosic KommenTapuii — Onogewenue o maiom Koauvecmee onepamusHoll
namsamu,

o no6aBbTe cuetunk Jocmynno Mb nns oobekta [lamsarTs,

o BBeaute B moje Ilopor 3HadueHne, mpu KOTOPOM JOJDKHO cpadaThiBaTh
onoBenienue — 100;
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20

O6ume | ,ﬂEFiCTBHEI PacnucaHueI

Ato CEAHMPOEAHHE ONOEELL EHHIA ﬁy,U.ET HE4aT0 HEMEQNEHHD NOCNE
MPHMEHEHHA WEMEHEHMWEA,

EoraraeHT apuis:

Lok

CHeTymm:

OnoBEWATE, KOTLAE SHAYEHHE: IMEHbLLIE j Nopor: IWUU

NofaeuTe... I HaaniTe |

CHUMATE NOKA3aHWA KaKabIe:

MHHrepsan: |5 _I::' EauHmuer: |cer. 'l
O7 vreHM: <o yronyaHs etk napurk... |
QK I OrreHa | MprdeHmTE |

Pucynok 7. YcraHoBKa 1apaMeTpoOB ONOBEIICHUS.

o 3alaiTe NeHCTBHUE, KOTOPOE JOJIKHO cpadaThiBaTh MPU YCTAHOBICHHOM
YCJIOBUM:

. nepeuanuTe Ha BKIaAKy deicTBue;

. ycTaHoBUTE (uiaxkok [locrams cemegoe coodujeHue U BBEIUTE B
MoJI€ TEKCT CO00IIeHUSs - Cauukom Mano namsamu,

o 3aBEpUIMTE HACTPOMKY OornoBenieHns kHonko OK.

3ananue 5. BolmosHUTE MPOCMOTP COOBITHH.
1. OTkpoiiTe OCHAacCTKy YnpaBJieHUe
koMnbioTepoM (Ilyck/Aomunucmpupoeanue/Ynpaenenue KOmMnolomepom).

2. PazBepnute y3en [IpocMoTp coOBITHIA.

O ¥npaenenve KOMNBHTEPDM O] x|
‘g KoHcone  AeAcTEMe  Bua  OkHO  Cnpaeka |_|ﬁ'|5|

&= BE R @m

‘g ¥NpagneHHe KoM TEpom (J‘IDK; lmMA | THn
Elﬂ CnyebHBIE NPOrpamMel %!_i| MRHAOHEHHE M
SRS pocHaTE cofbITHA Crywha KaTanoros poe

MpHnoseHHe :

DMS-cepeep Hve
Cry:Ba karanoros Cnywha pennuiaukm g, Hyp
Dh3-cepeep EesonacHoCTE Hyp

Crywdia pennukaiiie CHCTEME
BesonacHocTh =

CHCTEMa

E]—--g OblWHeE Naniu

4% ¥wpHane! v onoBeweHn
= AncneTHep yoTpORCTE

[1--& 3 firre2 T
: SNAMHHAHILLME VCTDDHCE_I 3 LI
I | |

Pucynok 9. Jlnanorosoe okHo IIpocmoTp coObITHiA.

Hyr

3. [Ipocmotpute coObiTust Cayacont H6e3onacnocmu.

o TepeuauTe B paznen be3omacHoCcTh B JICBOM 4acTu
OCHACTKHU YTNpaBjieHHe KOMIILIOTEPOM;
Cnpasa omobpaszamcs ce coobimus OAHHOU CLYHCOBL.

107



o BBITIOJIHATE (PUIBTPAINIO COOBITUI TOJIBKO JIJIs TIoJIb30Batess JustUser:

. OTKPOMTE JIMAJI0rOBOEC OKHO CBOMCTB
paznena besonmacunocts (Jeicmeusn/Ceoiicmsa);
. NeperuIuTe Ha BKIAAKy DUIIBTP;
Owme q’Mﬂbﬂ:'
Tune! cosemi
¥ Ueeaornerniz ¥ Ay yenesos
¥ MpeaurpexasHis ¥ Auaur orrazos
¥ Dwmiticn
Merourmik cotibmua  [(Bee) =l
Kareropua [icel =l
Koa cofemin |
Norpaosarent: |
Kormbsrep |
C [nepeora lfeamzme [z =
Do [nocneanera | [ | =
BOCCTAHOBMTE YMOnuaHHA |
[ ok | oOmena | ove |

Pucynok 10. luanorosoe okHO PUnbTp.

. BBeauTe B noJie [losp3oBaresb UM OJB30BATENA, ISl KOTOPOTO
HE00X0AMMO 0TOOpa3uTh coObITUs, Hanpumep JustUser;
. camocTtosiTenbHO  ycraHoBuTe B nossix C u O ceroansmHumii
JICHb;
. MOATBEPIUTE MpUMEHEHUE PUIbTpa KHONKOU OK.
o TPOCMOTPUTE COOBITHE /locmyn K Ciyscde Kamanozos:
. HalUTe yKa3aHHOE COObITHE B TMPaBOMl YacTH  OKHA
OCHACTKH YTNpaBJ/ieHHe KOMIILIOTEPOM;
. OTKpOITE JMaJOroBOE OKHO CBOMCTB BBIOPAHHOTO  COOBITHS
(Aeitcmeun/Ceoiicmea);
. O3HAKOMbTEeCh C HWHpOpMalMeil CcoObITHS, HaWIUTE UMS
KOMITBIOTEPA K KOTOPOMY OCYILECTBIISIICS AOCTYII;
. 3aKpOMTE AUATOTOBOE OKHO CBOMCTB COOBITHS KHOTIKON OK.
21x|
Cosomie |
Dara: 26.01.2008 MeTodrue:  Security +
1 e Kalr j
Monezoearens: EXAMPLE\WJust ser

Komneggrep:  FHIENIE

Drucanme:

OfeekT oTEpET:
Cepeep offeekta:  Secunty Account Manager
Tun offberTa: SAM_DORAIN
Wra offeexTa: DC=example. DC=edu,DC=ru
Koo aeckpunmopa: 640360
Koo onepawaw:  10,136475)
Koo npouecca: 384
Wranpouecca:  CWWINDOWShsystem32\sass. exe
OcHoeHol nonesoearens:  WINZ003%

Ll

OcHoeHoi gomer:  ExaMPLE j
Nt *) Baimer € Coosa
=l

ak. I OtreHa | I'Ipumemnbl

Pucynok 11. luanorosoe okHo CBoiicTBa cOOBITHS.
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o CHHUMHTE YCTAaHOBJICHHBIN paHee PHIbTp:

. OTKPOMTE IMAJIOTOBOE OKHO CBOMCTB paszcia be3onacHOCTb;

. npenanuTe Ha BKIAAKy PWibTp;

. BOCCTAHOBHUTE CTaHAAPTHBIC 3HAUCHUSI KHOINKOW Boccmanoeumu
YMOTYAHUSA,

. 3aKpOMTE JINAJIOTOBOC OKHO CBOMCTB

paznena be3onacHocTh kHOnKOU OK.

4. DxcnopTupyiiTe  crucok  coObituii  ans pasnena DNS-cepsep B
TEKCTOBBIN (haii:

o akTuBu3mpyirte pasaen DNS-cepsep;

o OTKpOWTE THAJIOTOBOe OKHO 3KcnopTa ([Jeiicmeue/Ixcnopmuposamn
CRUCOK);

o BBeaHTe UM ¢paiira B one Ums,

o coxpanute (aiin kHonkoi Coxpanums;

o TPOCMOTPUTE COXPAHEHHBIN (paiisl cTaHgapTHOM TIporpammoit biioxknom.

ConeprxkaHue oTdeTa 1o J1abopatopHou padboTe

Otuer AOJDKCH COACPIKATh CIICAYIOITYIO I/IH(bopMaI_[I/II-OI

. TUTYNBHBIN JTUCT.

. [lenb paboTHI.

. Kparkoe onucanne U CKpUHIIOT 1O KaXI0W U3 KOMAaH/I.
. BriBon
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®. - CraBponons : CeBKaBl'TY, 2006. - 45 c. - bubmwmorp.: c. 44(4 Ha3B.)
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