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JlaGopatopnasi pa6ora Ne 1

Pa3zpaboTka nmporpaMMHOTO CpeCTBa JAJIs peain3alluy aIfOpUTMa HHTEPaK-
TUBHOTO OJIOYHOTO MM (pOoBaHUS U e ppOBaHUS
Heab pa6oThbl: U3yYUTh MPUHITUIIEI TOCTPOCHUS U (GYHKIIMOHUPOBAHUS TeHE-
paToOpOB MCEBAOCTYYallHBIX MOCJIEA0BATEIbHOCTEN I KPUNTOrpaPUUYECKUX
IIPUJIOKEHUH.
IIporpamma padoThI

1. ByunTh NPUHIMUIBI TOCTPOCHUS U (PYHKIIMOHUPOBAHUS T€HEPATO-
POB TCEBIOCIYYalHBIX MOCIEAOBATENIBHOCTEH ISl KPUNITOTPAPUUECKUX MPH-
JIO’)K€HHH, OCHOBHBIE CTATUCTHYECKHE TECTHl HA CIYyYalHOCTh JAHHBIX MOCIIe-
JIOBaTEJILHOCTEMH.

2. PazpaboTka mporpaMMsl JIs peain3alii 3a3JaHHOTO TeHepaTopa
NICEBIOCITy4allHOM MOCJIEeI0BATEIbHOCTH U OLIEHKH €€ CTATUCTUYECKUX XapaK-
TEPUCTUK.

3. CocTaBuTh U 3aUMTUTH OTYET O Pe3yJibTaTaM padoThI.

Kparkue cBeaeHus1 U3 TeOpPUH
JIunetinbie KoHTpy?HTHBIC reHepatopsl (JIKT) sBistorcs reHepaTopaMu
CIEIYIOLEN CTPYKTYPbI
X,,. =(a-x, +b)modm, (1)
rae X, — (N + 1)-b1il uieH nocae0BaTeNbHOCTH, X, — HPEABIAYIIMI WIeH Mo-

CJIeIOBATEIbHOCTH; KOHCTAHTHI: & — MHOXKHUTEb, D — HHKPEMEHT, M — MOAYJIb.
[lepuon maHHOTO TeHEpaTopa HE MOXKET ObITh OoJbIe M. Ecnu @, b m m
BeIOpaHbl mpaBuiibHO (D 0OpaTMoO MO Momya0 M; It JIHOOOr0 MPOCTOro P,

JICJISIILIETO M, BBITOJHSISTCS a zl(mod p); ecau 4 peaut M, To a zl(mod 4)),

TO TreHepaTrop OyJIeT I'e€HepaTOpPOM C MaKCHUMAaJIbHBIM IEPUOJOM pPaBHBIM M.

Hanpumep, nukn makcumanbHo# qiuunbl 1 JIKT mo moayiro 25:



90— 1—>12—>8—14 > 5 > 6-+17-13-19-10
X — (11x +1)mod 25 1L
b 21020« 423 < 2 16415 <2418 «22

[Ipeobpasosanue X — (3x+1)mod16 He ABIAETCS HUKIMYECKUM:

<

[ 1 { !
1>4-13->8-9—-12-5-0 6—3-10~15-14-11-2-7

['eneparop (1) sBHsEeTCS OAHOIIATOBBIM T'E€HEPATOPOM, T.€. MMEIOIIMI

BUA X , = f (Xn)' JlaHHBIN TeHepaTop HeJb3sl UCMOJb30BaTh B Kpuntorpadu-

YECKHUX NMPUIIOKEHHUSAX, ITOCKOJIBKY OH mpenckaszyeM. [Ipenckaszyembimu siBisi-

I0TCS BCE TTOJIMHOMUAJIbHBIE TEHEPATOPhI, B TOM YKCJIE KBaJpaTUUHbBIC
X, = (ax? +bx, +c)modm
U KyOMUYeCKHE TeHEepaTOphl
X,y = (axg +bx? +cx, +d)modm.

JIKI" coxpaHsitOT CBOIO IOJIE3HOCTD JJISI HEKPUNITOrpapuUeCKuX MpUIIO-
KeHU (MoJenupoBaHue, UCIOJIB3YIOTCS B OOJIBIIMHCTBE SMIUPUUYECKUX Te-
CTOB).

Cogueo8vie pecucmpbl ¢ TUHEUHOU 0OPAMHOU CE53bH0

CHIBUTOBBIN PETUCTP ¢ 0OpPATHOM CBSA3BIO COCTOUT M3 JIBYX YaCTEM: CJIBU-
rOBOTO peructpa u QyHkiuu odbpatHoi cBsizu (pucyHok 1.1). CaBuroBelil pe-
TUCTp MPEACTABIAECT CO00Ml MOCien0BaTeIbHOCT, OMTOB. KonuuecTBo OMTOB

onpenensercs JIUHOW cABUTOBOro peructpa. Ecnu miuHa paBHa N Outam, TO

PETUCTP HA3BIBACTCA N-OUTOBBIM CABHUTI'OBBIM PCTUCTPOM.

v
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dyHKUMA 0BpaTHOM CBA3K

Pucynok 1.1 — CaBUTOBBIA pEeTUCTpP C 0OPATHOM CBS3BIO



Besikuit pas, korga HE0OXOAMMO U3BJIeUb OUT, BCe OUTHI CABUTOBOTO pe-
TUCTpa CABUTAIOTCS BIpaBo Ha 1 mo3uiuio. HoBell kpaltHUM JIEBBIM OUT SIBIISI-
eTca PyHKIMEN BceX OCTaIbHBIX OMTOB peructpa. Ha BbIXoje cIBUTOBOTO pe-
THCTpa OKa3bIBACTCA OJWH, OOBIMHO MJIAIUMK 3Havyaumi, Out. llepuomom
CIABUTOBOTO PETMCTPa HA3bIBACTCA JIMHA IMOJy4aeMOW MOCJIEA0BATEIbHOCTH
JI0 HavaJla €€ MOBTOPEHHUSI.

[IpocTeiiiimM BUIOM CIABUTOBOTO PETHCTpa ¢ 0OPATHOM CBA3ZBIO SIBISICTCS
JMWHEHHBIA CIBUTOBBIA perucTp ¢ obparHoii cBa3bto (linear feedback shift reg-
ister, LFSR). O0patHas cBs3b npejacrasiser coboi ¢pynkiuo XOR HekoTo-
pBIX OUTOB pErUCTpa, MEPEUEHb KOTOPHIX HA3BIBAETCS OTBOJHOM MOCIEIOBA-
TenbHOCTBIO (prcyHOK 1.2). LFSR wame npyrux CHBHTOBBIX PETHCTPOB HC-

NOJIb3yeTCsl B Kpunrorpapuu.
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Pucynoxk 1.2 — CiBUTOBBIM PETUCTP C TUHEHHONW 0OpaTHOM CBA3BIO

Hanpuwmep, 4-6utoBsiii LFSR ¢ 0TBOOM OT mepBOro u 4eTBepTOro Ou-
TOB (pucyHok 1.3). Ecau ero npounununanuzuposats 3HaueHueM 1111, To no
NOBTOPEHUS] PErHCTp OyneT MPUHHUMATh CIAEAYIOUME BHYTPEHHUE COCTOSIHUS:
1111, 0111, 1011, 0101, 1010, 1101, 0110, OO11, 1001, 0100, 0010, 0001,
1000, 1100, 1110. BeixogHo mociae0BaTEIbHOCTBIO OyeT CTPOKa MJIAIIIX

3Havanmx outon: 111101011001000.
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Pucynok 1.3 — 4-6utoBsiii LFSR

Nn-ourtoBblii LFSR MoeT HaxoauThCs B 0 JHOM K3 2" —1 BHYTPEHHHUX CO-
CTOSTHUM, T.€. TCOPETUYECKHU TAKON PETUCTP MOXKET T€HEPUPOBATH MOCJIEI0BA-
TEJIBHOCTH ¢ mepuogoM 2" —1 OuToB. TONBKO MpH ONpPEACICHHBIX OTBOIHBIX
nocienoBaTenbHOCTAX LFSR nukiamdeckn mpoiinet yepes Bce 2" —1 BHYTpeH-
Hux cocrosHus (LFSR ¢ MakcumansHbM niepuosiom). s Toro, 4ToObI KOH-
kpetHblid LFSR nMen makcuManbHbIi 1TepruoJi, MHOTOWIEH, 00pa30BaHHbBIN U3
OTBOJIHOM TTOCJIEAOBATEIHFHOCTH M KOHCTAHTHI 1, TOKEH OBITh MPUMUTHUBHBIM
o Moxynio 2. CreneHb MHOTOWICHA SBIISCTCS JUTMHON CIABHUTOBOIO PETHUCTPA.
[IpUMUTUBHBI MHOTOWIEH CTENIEHU N — 3TO HEHPUBOAUMBIA MHOT'OYJICH, KO-
TOpBIi sBNSETCS AenmTeneM X° +1, HO He sBIsteTcs menureneM X +1 s
Bcex d, sBistonuxcs nenutessmMu 2" —1. Hanmpumep, NMpUMHTHBHBIA MHOTO-
yieH 1o Moayaro 2: X¥ + X' +X>+ X+ x* +x+1nm (32,7, 5, 3, 2, 1, 0), e
nepBoe yuciio paBHo JiuuHe LFSR u Bce uncna, 3a uckiIroueHneM mociaeIHero
Bcerjga paBHoro 0, 3aJal0T OTBOAHYIO MOCJEAOBATEIbHOCTh, KOTOpasi OTCUU-
THIBAETCS OT JIEBOT'O Kpas CIBUTOBOTO peructpa. Takum oOpa3om, HOBBIN OUT
reHepupyetcs ¢ momompio XOR TpuamaTe BTOporo, ceaApMoro, miaToro, TPeTh-
€ro, BTOPOro M IepBOro OMTOB (PUCYHOK 4), IUKIUYSCKHU TPOXOIS JI0 MTOBTO-
penus yepes 2% —1 3HaYEHUI.

Konm nnsa LFSR(32, 7, 5, 3, 2, 1, 0) Ha s3bike C:
int LFSR () {



static unsigned long ShiftRegister = 1;
ShiftRegister = ((((ShiftRegister >> 31)

}

(ShiftRegister >> 6)
(ShiftRegister >> 4)
(ShiftRegister >> 2)
(ShiftRegister >> 1)

A ShiftRegister))

&0x00000001)
<<31)

| (ShiftRegister >> 1);
return ShiftRegister & 0x00000001;
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Pucynok 1.4 — 32-6utoBsiii LFSR ¢ MmakcuManbHOM ATHHOM

[Ipu BBIOOpE TMPUMHUTUBHOTO MHOTOYJIEHA HEOOXOJIMMO PYKOBOJCTBO-

BaTbCA CIICAYIOIIMM.

1. Ecin p(x) MPUMHUTHBEH, TO IPUMUTHBEH U X" p( % ) Hampumep, ecnu

npuMUTHBEH (8, b, 0), To mpumuTHBeH U (4, @ — b, 0).

beicTpee Bcero mporpaMMHO PEAM3YKOTCS TPUMUTHUBHBIE TPEXUJICHBI (T.€.

Pa3pPsAKCHHBIC MHOI‘OUI.HCHBI), T.K. IJIs1 TCHCpALlUK HOBOI'O oura HYKHO BBI-

noinaaTh XOR Tonapko AByX OMTOB ciaBuroBoro perucrpa. OmHako, paspe-

’KEHHOCTb SIBJIIETCSI MICTOUHUKOM CJIa00CTH T'eHepaTopa, KOTOPOH J10CcTaToy-

HO ISl BCKPBITHUS anroputMa. JJist Kpuntorpaduueckux aliropuTMOB JIydIlie

HCITIOJIB30BATh INNIOTHBIC IPUMHUTHUBHBIC MHOT'OYJICHLI, T.C. Y KOTOPbLIX MHOI'O

MHOI'O4JICHOB.



LFSR sBRsitOTCS XOpOIIMMU TeHepaTopaMM TCEeBIOCTYyYalHbIX MOCIE0-
BaTEJIbHOCTEH, HO OHU O0JAJAI0T HEXKEJNaTeIbHBIM CBOMCTBOM — IMOCIIEI0BA-
TeJbHbIE OUTHI JUHEWHBI, YTO JAEJIaeT WX OeCMOJIe3HBIMU Il MIM(POBAHUS.
Jns LFSR nauHBl N BHYTpEeHHEE COCTOSHHE MPEACTABISET COOOM MpeibiTy-
nme N BBIXOJHBIX OUTOB reHeparopa. [loaToMy Ge3 3HaHMS CXxeMbl OOpaTHOM
CBS3M OHAa MOXET OBITh OMNpejesieHa MO 2N BBIXOJHBIM OUTaM TeHepaTopa.
Kpome Toro, Oosblime ciiydailHble Yuciia, TeHEPUPYEMbIE C UCIOIb30BaHUEM
UIYIIMX TIOJPS OMTOB ATOM IMOCIEI0BATEIbHOCTH, CUJIBHO KOPPEIUPOBAHHBI.
HecMotps Ha 3T0 LFSR vacTo ucnomnb3yercst uisi CO3IaHus alTOPUTMOB A (-
pPOBaHUSI.

Cmamucmuueckue mecmsl NCEBOOCIYUAUHBIX 2eHePAmMopos

CraTucTUYeCKHE TECTHI PEaTu3ylOTCI Ha OCHOBE TOYHO OMPEACTICHHBIX
CTATUCTHUK CIy4ailHON BBIOOPKH, KOTOPBIE SBISIOTCS (PYHKIIUSIMU JIEMEHTOB
Cly4aiiHOUM BBIOOPKH (HAmpUMeEp, YUCIIO HYJIEH B JBOMYHOM MMOCJIE0BATEIBLHO-
ctr). CTaTUCTUKU BEIOUPAIOTCA TAKUMH, YTOOBI OHU OBLTH 3(PHEKTUBHO BbI-

YUCJIIMMBIMHU, U TAKNUMU, YTOOBI OHU COOTBETCTBOBAJIU HOPMAJIbHOMY WUJIN Zz -

pacIpeieeHHUIO.

[Tpennonaoxum, 4TO CTATUCTUKA X CIIy4ailHOW MOCJIe0BaTEIbHOCTH
MMEET y°-0€ pacrpeieieHue ¢ V CTENeHaMu cBo0o bl B Tabnuie 2 mpeacras-
JIEHBI 3HaYE€HHU TIOPOTOBOW BEJIMYMHBI X JUIA 3aJaHHOTO YPOBHS 3HAYUMOCTH
¢ M CTEIIeHH CBOGOIBI V, Takue uTo BhmomHserca P (X > X, )=a. D10 03Ha-
YaeT, YTO €CJIM BEIMYMHA X CTATUCTUKH BBIOOPKH BBIXOJHOM I10CJIE10Ba-
TEJILHOCTH YZOBJIETBOPSIET HEPABEHCTBY X > X_, TO TECT CYUTAETCS IIPOBA-

JICHHBIM, B ITPOTHUBHOM CJIY4aC TCCT CHHUTACTCA HpOfII[CHHBIM.

Ecau cratuctuka X CquaﬁHaH IMOCJICA0BATCIIBHOCTD, PACIIPCACICHHA

10 HOPMAaJIbHOMY 3aKOHY N (0,1) , TOTJ]a B COOTBETCTBUM ¢ TabiwmIen 1 mo 3a-



JIAHHOMY YPOBHIO 3HAUHMOCTH BHIOMPAETCs IOPOrOBask BENMYMHA X, KOTOpas
yrosneTBopsieT Bhipaxkenuio P(X >x,)=P(X <-x,)= % . B aTOM ciydae

CCJIM CTAaTUCTKA YAOBJICTBOPACT HCPABCHCTBY X s > X o> TO TCCT CHATACTCA

IIPpOBAJICHHBIM, B IIPOTHUBHOM CJIy4ac TCCT CUUTACTCA HpOfII[CHHLIM.

Tabmuua 1 — [IpolieHTHBIE TOYKH CTaHIapTHOTO HOPMAILHOTO PacClpeIeICHUS

o 0.1 0.05 0.025 0.01 0.005 | 0.0025 0.001 | 0.0005

x || 1.2816 | 1.6449 | 1.9600 | 2.3263 | 2.5758 | 2.8070 | 3.0902 | 3.2905

ITycTe 3a1aHa qBOMYHAS ITOCIEAOBATEABHOCTD S =S, S;,S,, ..., S, ; JIHHBI

N. PaccMOTpuM OCHOBHBIE TISITh CTATUCTUUYECKUX TECTOB:
1. YacToTHBIN TeCT (OJTHOPA3PSIAHBIN TECT).

B cooTBeTCTBUM C ATUM TECTOM onpeaciseTCAa 4ucjio HYJ'IGfI no N €ANHUIL nl B

S. Torga craTucTuka
2
X = (no—1)
=
n
JIOJKHA TTOMUMHATECS y” -paciipeeNeHUIO CO CTEMEHBIO ¢cBoboabl 1 m n>10.
2. Tect Ha cepuu (IByXpa3psIHbIA TECT)
B cooTBercTBuu ¢ TectoM onpeaensercs ynciaoMm map 00, 01, 10, 11 B mocne-

IOBATCJIBbHOCTU S. OHpGI{GHI/IM no n nl KaK KOJIMYECTBO HYHeﬁ " €IUHUIL B S,

COOTBETCTBEHHO, a uepe3 N.,, N.., N, N, onpeaeaum uuciao nap 00, 01, 10,
p ho» Thy OIIP p

0o* "'01?
11, coorBercTBeHHO. Kpome Toro ny, + Ny, + Ny, + Ny = (n —1). Hcnonb3yemast

CTaTUCTKA B JAHHOM TECTC
l 2 2 2 2 2 2 2

MOJYUHEHA y” -PACIIPEETIEHUIO CO CTENEHBIO CBOOOIBI 2 1 N > 21.

10



3. O0OOIIEHHBII TECT

n - n
[IycTh M MONOKUTENBHOE IIETIO€ TAKOE, YTO | — | > 5-(2 ), U IOycTh K =| —
m m

PaSI[eJ'II/IM IIOCJICA0OBATEIBLHOCTD S Ha k HCIICPCCCKAOIINXCA yacTen KaxJaasa

JAMHON M, M ITyCTh N, OyZAET YKCIIO0 NOC/IeN0BATEIbHOCTEN I-0r0 THIIA JIIMHBI

m, 1<i<2". JlaHHBII TECT YYUTHIBAET MMOCIIECAOBATEIBHOCTH JIIUHBI M, KOTO-
pbI€ MMOBTOPSIOTCS MPUOIUZUTEIBHOE YUCIIO pa3 B S. CTaTUCTHKA

2" (&

Xy =2 S |-k

k i3

MOYUHEHA y° -PACTIPENETEHUIO CO CTEMEHBIO CBOGOIBI 2™ —1.
4. Tect Ha MOCIETIOBATEIBHOCTH

JIaHHBIN TECT YUYUTHIBAET MOCIIEN0BATEIBHOCTH MPOU3BOJIBHON JITTMHBI 0KU /1A~

emble B S. OKHIaeMOoe YHCIIO MPOMEXYTKOB (MM OJIOKOB) JITTUHEI | B CITydaki-

(n—i+3)
2i+2'

paBHO HauOOJbLIEMY 1I€JOMY YUCITy | 171 KoTopol € > 5. Ilycte B., G, Oyzer

HOM I10CJIEI0BATEIBHOCTH JUIMHBI N PABHO €, = [Tycts Kk Oymer

YHUCJI0 0JIOKOB U IMIPOMEKYTKOB, COOTBETCTBEHHO, JUIMHEI | B S JIJIs KaXKJIOM I,

1<i<k. Crarucruka

X, :Zk:(Bi ;ei)2 _|_Zk:(Gi _ei)2

i=1
MOYUHEHA y° -PACTIPENETEHUIO CO CTEMEHBIO CBOOOIBI 2K — 2.
5. ABTOKOppPENAIMOHHBINA TECT

[lenpro JaHHOTO TECTa ABIISIETCA MPOBEPKA KOPPEJSILUN MEXKTY MOCIEN0BA-

TEILHOCTBIO S ¥ HE IUKINYCCKHU CABUHYTOU ee camoii. [IycTs d Oymer memoe

gucio U3 naTepBana 1< d < L% J Yucio pa3psioB B S HE pPaBHBIX pa3ps/iaM B

11



onepaTtop XOR.

n—d-1
TeX K€ MO3UIIMAX ToCIIe ¢iBura Ha d paBHO A(d ) = Z S, ®s,.4, 00 @ CyTh

i=0

Tabauna 2 — IIpolieHTHBIE TOUKH pacipeaeIeHus ;52

[
v 0.100 0.050 0.025 | 0.010 | 0.005 | 0.001
1 2.7055 3.8415 5.0239 6.6349 7.8794 10.8276
2 4.6052 5.9915 7.3778 9.2103 10.5966 13.8155
3 6.2514 7.8147 9.3484 11.3449 12.8382 16.2662
4 7.7794 9.4877 11.1433 13.2767 14.8603 18.4668
5 92364 11.0705 12.8325 15.0863 16.7496 20.5150
6 10.6446 12.5916 14 4494 16.8119 18.5476 22.4577
7 12.0170 14.0671 16.0128 18.4753 202777 243219
8 13.3616 15.5073 17.5345 20.0902 21.9550 26.1245
9 14.6837 16.9190 19.0228 21.6660 23.5894 27.8772
10 15.9872 18.3070 20.4832 23.2093 25.1882 29.5883
11 17.2750 19.6751 21.9200 24.7250 26.7568 31.2641
12 18.5493 21.0261 23.3367 262170 28.2995 32.9095
13 19.8119 22.3620 247356 27.6882 29.8195 34.5282
14 21.0641 23.6848 26.1189 20.1412 31.3193 36.1233
15 223071 249958 27.4884 30.5779 32.8013 37.6973
16 235418 26.2962 288454 31.9999 342672 392524
17 24.7690 27.5871 30.1910 33.4087 35.7185 40.7902
18 25.0894 28.8693 31.5264 34.8053 37.1565 423124
19 27.2036 30.1435 32.8523 36.1909 38.5823 43.8202
20 284120 31.4104 34.1696 37.5662 39.9968 453147
21 206151 32.6706 354789 38.0322 41.4011 46.7970
22 30.8133 33.9244 36.7807 40.2894 42 7957 482679
23 32.0069 35.1725 38.0756 416384 441813 497282
24 33.1962 36.4150 39.3641 429798 455585 51.1786
25 34.3816 37.6525 40.6465 443141 46.9279 52.6197
26 35.5632 38.8851 419232 45 6417 482899 54.0520
27 36.7412 40.1133 43,1945 46.9629 49 6449 55.4760
28 37.9159 413371 44 4608 482782 50.9934 56.8923
29 39.0875 42 5570 457223 495879 52.3356 58.3012
30 40.2560 43 7730 469792 50.8922 53.6720 59.7031
31 414217 44 9853 482319 52.1914 55.0027 61.0983
63 77.7454 82 5287 86.8296 92.0100 95,6493 103 4424
127 147.8048 1543015 160.0858 166.9874 | 171.7961 181.9930
255 284.3359 2032478 | 301.1250 | 3104574 | 3169194 | 330.5197
511 552.3739 564.6961 575.5298 | 588.2978 | 597.0978 | 615.5149
1023 || 1081.3794 | 10985208 | 1113.5334 | 1131.1587 | 1143.2653 | 11684972
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Crarucruka

XS:Z(A(d)—n;d

MMOJYMHEH CTAaHJIapTHOMY HOPMAJIbBHOMY pacnpeaesneHuto, ecinu N—d >10.

s

[Ipumep. PaccMoTpuM HECTydaiiHyIO TTOCIEA0BATEIBLHOCTD S ITTMHOIO
N =160, NoJIy4eHHYIO MOBTOPEHUEM CJIEYIOLICH MOCIEI0BATEILHOCTH 4 pasa:
11100 01100 01000 10100 11101 11100 10010 01001.

1. YacrorHsli TecT. Ny, =84, N, = 76 ¥ BEeIMYNHA CTATUCTUKH
X, =04.

2. Tecrt Hacepun. ny,, =44, n,, =40, n, =40, n, =35 u BeM4KHA
cratuctuku X, =0.6252.

3. O06o6mennsni Tect. UmeeTcss m =3 u k = 53. biaoku 000, 001, 010,
011,100, 101, 110, 111 BcTpeuarores 5, 10, 6,4, 12, 3, 6 u 7 pa3, COOTBET-

CTBEHHO, U BEJIMYMHA CTATUCTUKH X, = 9.6415.
4. Tect HanocnenosarenbHocTH. € = 20.25, e, =10.0625, e, =5 uk

= 3. Torna nmerorcs 25, 4, 5 6i10x0B nHEI 1, 2, 3, cOOTBETCTBEHHO, U §, 20,
12 mpoMeXyTKOB JUIMHKI 1, 2, 3, COOTBETCTBEHHO. BemnunHa CTaTUCTUKHU
X, =31.7913.

5.  AmrokoppersmuonHbni TecT. Eciim d = 8, Torma 4(8) = 100. Benu-

4ynHa cTaTuCTHKH X, = 3.8933.
s ypoBHs 3HaunMocTé o = 0.05 moporosele BeaM4uHEI 11t X, X,

X5, X,u X pasubl 3.8415, 5.9915, 14.0671, 9.4877 u 1.96, COOTBETCTBEHHO.

Kak BUIHO 3aaHHasd ITOCICA0BATCIIBHOCTD YCIICIIHO ITPpOIUIa T-IZ],CTOTHI;II\/JI, TECT
Ha CCpUHN U O6O6H.I€HHBII71 TCCT, HO ITpOBaJIKJIa TCCT HA MMOCJICAOBATCIbHOCTH U

ABTOKOPPEIAILMOHHBIN TECT.
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3aganus Ha 1a00paTOPHYI0 padoTy
1. HanucaTte mporpamMmy i1l TeHEPATOPa MCEBAOCIY4aiiHOM MMOCIIE10BA-

TEJIBHOCTHU U CTEHEPUPOBATH NOCIIENOBATEIIBHOCTh PABHYIO IIEPUOAY I'E€HEpa-

TOpPAa. 3anucarb IMOJIYYCHHYIO ITOCJICHOBATCIIBHOCTD B (I)aﬁﬂ.

I'eneparop

Ne BB

LFSR

['eneparop ['epda

MynkTunnekcop
281

LFSR-2

— bt

LFSR-3

BriGop

LFSR-1

b=(a, na) ®(—a)) » a3)

Ecau pmuaer LFSR paBHEI Ny, Ny, N3, COOT-
BETCTBEHHO, TO MEPUO/] TEHEpATOPa paBEH
HaNMEHBIIEMY OOILEMY JIETUTEIO TIEPUOJIOB
TpeX reHepaTopoB

1

(16,5,3,2,0)
(8,4,3,2,0)
(32,7,6,2,0)

(24,4,3,1,0)
(20,3,0)
(12,6,4,1,0)

(32,7,6,2,0)
(28,3,0)
(16,5,3,2,0)

I"'eneparop «cron-nomem» Beth-Piper

(32,7,5,3,2,1,0)
(12,6,4,1,0)
(28,3,0)

(28,3,0)
(16,5,3,2,0)
(12,6,4,1,0)

(20,3,0)
(28,3,0)
(16,5,3,2,0)

Yepeayroumiicsi TeHepaTop «CTOM-IOLIEID)

LFSR-2

=)

o) LFSR-3

(12,6,4,1,0)
(16,5,3,2,0)
(24,4,3,1,0)

(8,4.3,2,0)
(32,7,6,2,0)
(16,5,3,2,0)

(28,3,0)
(32,7,5,3,2,1,0)
(16,5,3,2,0)
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[ToporoBelii TeHEpaTOP 10 | n=3,(32,7,6,2,0)
(28,3,0)
(16,5,3,2,0)

11 n=>5,

b(Y (32,7,5,3,2,1,0)
(16,5,3,2,0)
(24,4,3,1,0)
(8,4,3,2,0)

b=(ar Aa) ® (a1 A a3) ® (a2 A a3) (20,3,0)

12 n=5,(16,5,3,2,0)
(12,6,4,1,0)
(32,7,6,2,0)
(24,4,3,1,0)
(28,3,0)

LFSR-I

LFSR-2

DyHruma
MaXKOp1POBaHWA

LFSR-3

LFSR-n

Kackan I"'ommmanHa 13 K =3, (20,3,0)

1 (24,4,3,1,0)

. . (28,3,0)
@—JI>J) ' > 14 | K=3,(84320)

(32,7,6,2,0)

: (16,5,3,2,0)
15 |K=3,(32,7,6,2,0)
(28,3,0)
(16,5,3.2,0)

L

2. Hanmcatpe nmporpammy Jijist TECTUPOBAHHUSA 3aIAHHOTO B TEHEPATOPA

10 ITATH OCHOBHBIM TE€CTAaM.

KoHTpobHbIE BONIPOCHI

1. Yro takoe LFSR?

2. Kak mocTpouTh MceBAOCTy4alHBbIA T€HEpaTop Ha OCHOBE PErucTpa
caBura?

3. Kakue TecThl Ha C1y4ailHOCTh BaM U3BECTHBI?

15



JlaGopaTropnasi paGora Ne2

Pa3zpaboTka mporpaMMHOI0 CpeJCTBa JIJIsl peayin3aliiy ajJropuTMa nmdpona-
Hus u peumdponanus mo 'OCT 28147-89
Heab paGoTbl: U3y4UTh MPUHIIUIIBI TIOCTPOEHUS U QYHKIITMOHUPOBAHUS TEHE-
PaTOPOB TCEBIAOCIYUYaWHBIX IMOCIEIOBATEILHOCTEH M1 KpUNTOTpaduIecKux
MPUJIOKEHUM, MOJYYUTh HABBIKU pa3pabOTKU MpOrpamMM Jijisi paboOThI C JITTUH-
HBIMU YU CJIAMH TI0 MOAYJIIO TTPOCTOTO YHCIIA.
IIporpamma padoThI

1. IBy4uTh NPUHITUIIBI TOCTPOCHUS U (PYHKITMOHUPOBAHUS T€HEPATOPOB
MICEeBAOCTYyYalHBIX MTOCIEA0BATEILHOCTEN ISl KpUNITOTPAPUISCKUX MPHUITOKE-
HUM, OCHOBHBIE CTATUCTHYECKHE TECTHI Ha CIy4aWHOCTHh JaHHBIX MOCJIEI0BA-
TEJIbHOCTEH.

2. Pa3zpaboTka mporpaMMBbl JJ1 peann3aliuy 3aJaHHOTO TeHepaTopa
MICEeBIOCTYyYalHON MOCIEIOBATEIbHOCTH 1 OLICHKH €€ CTaTUCTUYECKUX XapakK-
TEPUCTHK.

3. CocTaBUTh U 3alMTUTH OTYET IO Pe3yJbTaTaM padOThI.

Kpartkue cBeieHus1 U3 TeOpUH

B nanHOM mo/1X0/1€ UCMONB3YETCA B KauecTBe Oa3uca Jijisi KpUMnToCH-
CTEMBI HEKOTOpasi U3BECTHAS U CIIOXKHAs po0IeMa, HalpuMep, TEOPETHUKO-
yucoBasi: (pakTopu3alMs YUCEN WM HaXOKIEHUE JUCKPETHOTO Jorapudma.
Takoke KaK U aJITOPUTMBI C OTKPBITBIMH KJTFOUaMH, JaHHBIE TCHEPATOPHI SBJIS-
I0TCSI MEJIJICHHBIMU U TPOMO3JIKMMH.

RSA zenepamop
Anroput™m QyHkiuonupoBanus RSA renepartopa nceBaociyqdaitHom mo-

CIE€0BATENbHOCTHU Z,,Z,,...,Z, AIUHBI |
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1.3amar0Tca HayanbHbIe MapaMeTphl: TEHEPUPYETCS JBA CEKPETHBIX OOJIBIIIX
NMPOCTBIX YKCIIa P U J, Bhraucnsercst N = pg u ¢ =( p—1)(q—1). Beibupaercs
ClydaifHOE I1eJI0€ YHCIIO € U3 Iuamna3zoHa 1< e < ¢, Takoe 4uto gecd(e, @) =1.
2. BeibupaeTcs ciydaiiHOE CTapTOBOE LIENIOE YMCIO X, U3 uHTepBana [1,n—1].
3. dnsior 1 go | BeImonHsCTCS:

3.1. X, «x , modn.

3.2. 7, «— MIaJAUMH 3HaYalmi OUT X, .

4. BeIxoHas MOCIEN0BATENBHOCTD €CTh Z;,Z,,..., Z; -

be3omacnocts RSA reneparopa onupaeTcst Ha CIIOKHOCTb BCKPBITHS
RSA. Ecin n nocraTtouno Benuko (pa3psagHocts 1024 6ut), To reHepaTop 0e3-

OIIaCCH.

Moougurayus RSA cenepamopa (Micali-Schnorr RSA cenepamop):.

1. 3agaroTcst HaYaIbHBIC TAPAMETPBL: TEHEPUPYETCS JIBa CEKPETHBIX OOIBIIMX

MPOCTBIX YMCIIa P U [, Bhraucnsercs N = pg u ¢ =(p—1)(q—1). [Ipunumaercs

N = |_|og2 nJ + 1. BeiOupaercs ciaydaifHOE 11€JI0€ YKCIIO € U3 rara3oHa

1<e< ¢, Takoe uto gcd(e,) =1 u 80e < N . Ilpunumaercs k = {N (1—2)J u
e

r=N-Kk.
2. Beibupaertcs citydaiiHOe CTapTOBOE 1I€J0€ YUCIIO X, Pa3psAHOCTHIO I
3. 'eHepupyeTcs ICeBAOCTyYaHAS TOCIEA0BATSIIBHOCTD JIUHEI K - |. J{is i ot
1 no | BemmonHsercs:
e
3.1. y, <~ x_,modn.

3.2. X, «— I' cTapuMX 3HAa4YalMX pa3psaoB Y..
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3.3. z, « K Mimanumx 3Ha4ammx paspsios V..
4. BeixofHas 1OCI€0BATENBHOCTD €CTh Z, || Z, ||...|| Z,, TAe || — onepaTop KoH-

KaTCHalluu.

Micali-Schnorr RSA reneparop 6oiee appekTuBeH yeM npoctoir RSA

reHeparop, MOTOMY 4TO NOCPCACTBOM BO3BCACHUA B CTCIICHb 'TCHCPUPYIOTCA

2 g
cpasy | N 1_E pa3psIOB BBIXOIHOM TociieoBarebHOCTH. Hanpumep, € =

3 u N=1024, rorga k = 341. Kpome TOTr0, Ka)kJioe BO3BEJICHHE B CTCIICHD
BKJIIOYAET TOJBKO OJTHO BO3BEJICHUE B KBaJIpaT MO MOIYIIO I = 683-pa3psaHoe
YUCJIO ¥ OJTHO MOIYJIIPHOE YMHOXCHHE.
Blum-Micali cenepamop
be3omacHOCTh ATOr0 reHepaTopa onpeaeIsieTCs TPYIHOCThIO BBIUHCIIC-

HHS JUCKPETHBIX JJorapu@mos. ITycts g u p — mpocTele uncna. Kimou X, Hauu-
HAET NpouecC:

X, <— g;,mod p.

BBIXOI[OM reHeparopa ABJIACTCA 1 ecnn Xi < ( P _1% nuls IIPOTUBHOM CJ1Yy-

vae. Eciii p 1ocTaTouHo BETMKO, YTOOBI BRIYUCICHUE JUCKPETHBIX JIOTapHu (-
MOB MOod p cTayio (pU3HUECKH HEBO3MOKHBIM, TO 3TOT T€HEepaTop Oe301aceH.
Blum-Blum-Shub cenepamop ncesoocnyuaiinvix pazpsoos
I"enepatop ¢ kBaapaTudHbIM octaTkoM (BBS renepaTop) ocHOBBIBaeTCS
Ha CJIOKHOCTH (DaKTOPU3AIIMH YK CJIa.

Anroputm BBS reneparopa:

1. 3aI[aIOTC$I HaYaJIbHBIC ITIAPaMCTPhI: TCHCPUPYCTCA JIBa CCKPCTHBIX ITPOCTHIX

yucia P ¥ (, KKl U3 KOTOPBIX KOHTPYIHTEH 3 110 MOJYIIIO 4,BBIUUCISACTCA

n=pq.
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2. BeibupaeTcs ciydaifHOe Leloe 9icio S u3 nHTepsaia [1,n—1] rakoe uro

ged(s,n) =1 u BeramcsIeTCA X, < S°modn.
3. dnsior 1 no | BeImonHsieTcs:

3.1. X, < x>, modn.

3.2. 7, - MJIaJIMH 3HaYalMi OUT X, .

4. BeIXOAHAs TOCIEA0BATENBHOCTD €CTh Z;,Z,,..., Z; -

I"'enepanus Kax10ro ICeBJOCITy4alHOrO OUTa Z, BKJIKOYAET OJHO BO3BE-

JIEHHE B KBaJIpaT 1o Moayiato. Eciau N qoctatouHo Benuko (paspsaaHocts 1024
ouT), TO reHepaTop Oe30IaceH.
3aganue Ha J1a00PATOPHYIO PadoTy

1. Hammucats [nporpamMmmy A r€HEPATOPOB U ITPOBECTHU UX TCCTUPOBAHHC

No BB I'eneparop No BB
1 | RSA reneparop 8 Blum-Micali rereparop
p=1019, q = 1021 p = 103483
2 | RSA reneparop 9 Blum-Micali reaeparop
p=1031, g = 1033 p = 103591
3 | RSA renepatop 10 | Blum-Micali renepatop
p = 1039, g = 1049 p = 103703
4 | Micali-Schnorr RSA renepa- | 11 | Blum-Micali reaeparop
Top p = 1051, g = 1061 p = 104399
5 | Micali-Schnorr RSA rernepa- | 12 | Blum-Blum-Shub renepa-
top p = 1063, q = 1069 top p = 1103, q = 1109
6 | Micali-Schnorr RSA renepa- | 13 | Blum-Blum-Shub renepa-
Top p = 1087, g = 1091 Top p=1117,9=1123
7 | Micali-Schnorr RSA renepa- | 14 | Blum-Blum-Shub renepa-
top p = 1093, q = 1097 Top p = 1129, g = 1151
15 | Blum-Blum-Shub renepa-
Top p = 1153, g = 1163

2. HanucaTth mporpaMmy Jijisi TECTUPOBAHMUS 33JJAHHOTO B T€HEpaTOpa

110 ITAATH OCHOBHBIM TCCTAaM.
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Aneopumm evruucnenus a® modm

r
IIpencraBum d B JBOMYHOM cUcTeMe CUHCICHUS O = Zdi -2 . Tlomo-
i=0

KUM @, =@ ¥ 3ateM uist i = 1, ..., r Beramcnnm @, = a7, -a% (modm). a, ects

YMCKOMBIH BeraeT a® modm.

Aneopumm mM00y16HO020 YMHOIN*CEHUS

F=0

G=0

fori fromnto O do

begin
F=2*F + A*b;
Q=|F/n|
F=F-Q*n

end

return (F)

Aneopumm moo0yaaprou pedyKyuu uepes cokpaweHue paspsaoHocmu
k1 [i] _

A(i+1)=2 2| {A())} -mmj=0,1,2...,

i~0

i .
rac {.}[] — OIeparTrop H3BJICUYCHHIA |-TO paspsnaa JABOUYHOI'O ITPECACTABICHHS
+ o
qucliia, ‘.‘p — BBIYCTHAs (I)YHKHI/IH, BO3Bpal@omas HAaMMCHBIIMK HCOTPHUIIA-

TEJIbHBIMA BBIUET JAHHOTO YHCJA [0 MOLYJIIO P.
KoHTpoabHbIE BONIPOCHI
1. Ha yeM 0Ga3upyeTcsi CTOMKOCTh T'€HEPaTOPOB MCEBAOCTYYaHbIX YH-
CeJl, UCCIIeIOBaHHBIX B JIaOOpaTOpHOM paboTte?
2. Kak peanmsoBaTh BO3BEJICHHE B CTEIICHb YKMCEJ OOJIBIIION pa3psiIHO-
CTHU 1O OOJIBIIOMY MOIYJIIO?
3. CpaBHUTE pe3ynbTaThl TECTOB T€HEPATOPOB U3 MEPBOI TaOOPATOPHOI

paboThI ¢ TECTAaMU BTOPOM PabOTHI.
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Jlaboparopnasi paGora Ne 3

Pa3zpaboTka mporpaMMHOI0 CpeJCTBa JIJIsl peasin3alliy aJropuTMa nmdpona-
HUs 1 neumdpoBaHus KpuntocucteMmbl RCS
Heab paGoTbl: U3y4UTh NPUHIMIEI OJIOYHOTO HNIMGPOBAHUS, TTOJTYIUTH HABBI-
KM pa3pabOTKu ImporpaMM JJisl peaiu3aiuy 0104Horo nmdpoBaHus U aeumd-
pOBaHU.
IIporpamMma padoTbI
1. M3yuuts pexxumsbl mMppoBaHUs OJIOYHBIX MM(POB U CTaHIAPTHI OJ10Y-
HOTO IM(POBAHUS.
2. Pa3zpaboTka mporpaMmbl Jyisl peann3anuu 0J1049HOro mmdppoBaHus U Jie-
nmQpoBaHuUsL.
3. CocTaBUTh U 3aLUTUTH OTYET MO PE3yJIbTaTaM PaOOTHI.
Kpartkue cBeeHus1 U3 TeOpUH
Kpunrorpadpuueckoe mnpeoOpa3oBaHUE COCTABISET OCHOBY JIO0OTO
osounoro mmdpa. Ilpsmoe kpunrtorpaduueckoe mnpeodpazoBaHue (Imdppo-
BaHHNE) TEPEBOJUT OJOK OTKPHITOIO TEKCTa B OJIOK MM(PPOTEKCTa TOU JKe
nuHbel. OOpaTtHOe KpunTorpadudeckoe ImpeobOpazoBaHue (aenmddpoBaHue)
NepeBOAUT 00K MMEAPOTEKCTa B UCXOAHBIA OJIOK OTKpBITOro Tekcra. HeoO-
XOJMMOE YCIIOBHE BBIMOJHEHHS KaK MPSMOTo, TaK U OOpaTHOTO KPHIITOIpa-
¢dbuueckoro npeodpazoBaHusi — Hanuuue cekpetHoro kimroya. [Iludpsel, B KO-
TOPBIX TIPSMOE U OOpaTHOE MpeoOpa3oBaHUs BBITOIHSAIOTCS Haja OJloKamMu
(UKCUPOBAHHOW JIMHBI, HA3bIBAIOTCS OJIOYHBIMU. [[J11 MHOTMX OJOYHBIX
nm@poB pa3psiAHOCTh Onoka coctamisier 64 ourta. IIpsimoe xkpunrtorpaduue-
CKOe mpeoOpa3oBaHue 00JafaeT CICAYIOIMM CBOMCTBOM: pa3iIMYHbIC OJIOKU
OTKPBITOTO TEKCTa OTOOpa)kartoTcsi B pa3inuHbie Oioku nmdporekcra. [Ipu
oOpaTHOM TMpeoOpa3oBaHUU COOTBETCTBHE coxpaHseTcs. [Ipsmoe mpeobOpa-

30BaAHUC MOKHO pacCMATpUBATh KaK IICPCCTAHOBKY Ha MHOKCCTBC COO6HIC-
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HUM ¢ (QUKCUpOBaHHBIM pa3MepoM Onoka. Pe3ynpTar mnepecTaHOBKHM HOCHUT
CEKPETHBIM XapakTep, 4TO OOECIeUYMBACTCS CEKPETHBIM KOMIIOHEHTOM —
KJTFOYOM.

[TpyHIMI UTEpUPOBAHUS SBIICTCS OCHOBHBIM IIPH pa3pabOTKe KPHUIITO-
rpaduyeckux mpeoOpa3oBaHU U 3aKJIIOYACTCS B MHOTOKPATHOM, COCTOSIICH
U3 HECKOJBKHUX ILHKIOB 00paboTKe OAHOro OJ0Ka OTKPHITOro Tekcra. Ha
KaXJOM LHKJIE JaHHbBIE MOABEPTalOTCs CIEIUAIBHOMY MPEe0Opa3oBaHUIO MPU
y4aCTUU BCIIOMOTATENIBHOTO KJF0Ya, MOJYYeHHOTO U3 3aJaHHOTO CEKPETHOTO
KJro4ya. BeiOop yucia MUKIIOB ONpeeseTcss TPeOOBaHUSIMU KPUMTOCTOMKO-
ctid U 3(PdeKkTuBHOCTH peanuzauuu OnouHoro mmdpa. Kak npasunio, yem
OOJIbIIIe IIUKJIOB, TEM BBIIIE KPUITOCTOMKOCTh M HUXE I(DPEKTUBHOCTH pea-
auzanuu (Oonbie 3a7epkka Tpu HmM@poBaHUM/nenmM@pPoOBaHUU) OJIOYHOTO
nmdpa, u Haobopot. Tak, Hanpumep, B ciydae DES (peaepanbHbiii KpUNTO-
ctanaapt CIIIA) mist Toro, 4ToObl Bce OMTHI MM(PPOTEKCTA 3aBUCEIU OT BCEX
OUTOB KJII0YAa M BCEX OUTOB OTKPBITOIO TEKCTa, HEOOXOIUMO 5 IUKIIOB KPHII-
Torpadudeckoro npeodpazoBanusi. DES ¢ 16 nukiamu oGnagaeT BBICOKOM
KPUNTOCTOMKOCTBIO O OTHOIICHUIO K PSIIy KPUNTOAHAIUTHYECKUX aTak.

Koucmpyrkyus @evucmens

Konctpykmus ®evicrens (H. Feistel), wim cets deiicTens, npeacTapisieT
co00#1 Pa3HOBUIHOCTH UTEPUPOBaHHOTO OiouHOTO mMdpa. [Ipu nmmdpoBanuu
OJIOK OTKPBITOTO TEKCTa pa30MBAETCs Ha JIBE PaBHbBIC YAaCTH — MPABYIO U Jie-
Byt0. O4eBHAHO, YTO JUIMHA OJIOKA MPU 3TOM JOKHA ObITh YeTHOH. Ha kax-
JIOM LMKJIE OJlHa M3 4YacTel mojaBepraercsi MpeoOpa3oBaHHIO TMPU MOMOIIU

¢GyHKuMK f ¥ BCIIOMOraTENbHOIO Kiro4a K., OJyd4EHHOIO U3 MCXOIHOIO CEeK-

peTHoro kitoya. Pe3ynpTar onepainuyd CyMMHUPYETCs 0 MOIY/I0 2 (omepanus
XOR) ¢ nmpyroit yacTero. 3aTeM JieBas W MpaBas YaCTU MEHSIOTCS MECTaMH.

Cxema xoHcTpykuuu deiictens npeacrasieHa Ha pucynke 1. [IpeoOpazoBanus
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Ha Ka)XXJIOM LMKJI€ UJCHTUYHBI, HO Ha MOCJIECIHEM HE BBIOJIHAECTCS MMEPECTA-
HoBKa. [Ipouenypa neumdpoBanus aHajioruyHa npoueaype mmbpoBaHus, 0/1-

Hako k., BeIOMparoTcs B oOpatHOM nopsake. Konerpykuus delicrens xopoiua

TeM, YTO MPsAMOE U 0OpaTHOE KpunTorpaguyeckue npeodpa3zoBaHusl sl TAKO-

ro 0J104HOTO MM@pa UMEIOT UACHTUYHYIO CTPYKTYPY.

Pucynok 3.1 — Cxema koHcTpyKinu deictens

Kouctpykuusi @eiictenss mnpumeHsercs B Kpunrtoainroputmax DES,
I'OCT 28147-89, Lucifer, FEAL, Khufu, Khafre, LOKI, COST, CAST, Blow-
fish, u np. brnounsni widp, UCIOIB3YIOIMMI TaKyl0 KOHCTPYKIIUIO, SBISCTCS
o0OpaTUMbIM U TapaHTUPYET BO3MOKHOCTH BOCCTAHOBJICHUS BXOJHBIX JAHHBIX
byaxmun f Ha kaxaoMm nwkie. Cama ¢yHkmus f He 00sS3aTeabHO JTOHKHA
ObITh OOpaTtumon. [lpu 3amanuu npousBonbHON QyHKIMU f He moTpedyeTcs
peanu30BbIBaTh JIBE PA3IUYHbIC MPOLEAYPhl — OJHY MU M(poBaHus, a Ipy-
ryto s aeumdpoBanus. Ctpykrypa cetu DeiicTens aBToMaTH4YECKH 1M103a00-
TUTCS 00 ATOM.

Nnero koHCcTpyKIuu DeiicTensi MOKHO OOBSICHUTD C MTOMOIIBIO HHBOJIIO-

TUBHOTO OTOOpakeHus. Tak, HekoTopas PpyHKkius f sBISIETCS WHBOJIIOIUEH,
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ecin f(f(x)) =X s BcexX x. s Takod QyHKIIMU 00JIaCTh OMpEaeTICHUS

(MHOXXECTBO apryMeHTOB X) W 00JIaCTh 3HAUY€HUM (MHOXKECTBO 3HAYCHUU

f(x)) comanmaror. Hanpumep, dyrknus f(X)=—X sBIAeTCS HHBONIOLMEH,
tak kak f ( f (X)) = f (—|X) = —|(—|X) =X. Jlpyroii mnpuMep WHBOJIOINH:
f (X) =X@®C, Tme ¢ — HEKoTopas KOHCTaHTa. J[EWCTBUTEIBHO,

f(f(x))=f(x®c)=xdcdc=x.

Jlaboparopuasi padora Ne 4

Pa3zpaboTka nmporpaMMHOTO Cpe/ICTBa JJIsl peaanu3aiiy alropuT™Ma mmae-

poBanus u aeumdppoanusi BLOWFISH
Peoicumvt wwugpposanusn 61ounvix wugppos

[Tpu ucnonp30BaHUU OJOYHBIX MM (PPOB MPUMEHSIOTCS PA3IUYHbBIE CXE-
MBI IM(POBAHUS, U3BECTHBIC 10T HA3BaHUEM PAaOOUYNX PEKUMOB MM (PPOBAHUS
11t O7104HBIX HIPPoB. OYEBUIHO, YTO TPUMEHEHHE TOTO HJIM MHOTO PEeKUMa
M poBaHUs HE JOKHO OTPUIIATEIIHFHO CKa3hIBaThCA Ha 3P (HEKTHBHOCTH U
TeM 0oJiee KPUIITOCTOMKOCTHU O10uHOTO mdpa. Pexumsl nmdpoBanus mos-
BOJISIFOT PEaIM30BaTh JOMOJHUTEIbHBIC, OTCYTCTBYIONIME B UCXOJHOU KOH-
CTPYKIUHU O0J104HOTO mmdppa QyHKIUH.

CrangapT pekxuMoB IM(POBaHUS 1S OJJOYHBIX MTIMPPOB (MPUMEHH-
TeJIbHO K Kpunroairoputmy DES) onybnukoBan B maTepuanax HammonaasHo-
ro uuctutyra crauaaptoB CIIA u ANSI X3.106. CtangapT BKiIto4aeT mmd-
pOBaHHE B CIEAYIOIMX peKUMax: DIIEKTPOHHOM KofoBoi kaurH (Electronic
Code Book, ECB), Crennenus 6aokoB nmdpa (Cipher Block Chaining, CBC),
OOparnoii cBsizu o nmdporekcty (Cipher Feedback, CFB) u O6patHoii cBs3H

o Beixoay (Output Feedback, OFB). B pexxume ECB (pucynok 2) mmdpopa-
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Hue/ nenmppoBaHue i-ro 6J10Ka OTKPHITOTO TEKCTA/ M (PPOTEKCTA BBIMOTHACTCS
nesasucumo: m, = D, (c;), ¢, = E, (m;), rae uepes E, u D, 06o3HaueHsI mpo-

1eayphl MM (poBaHKs/ e POBaHUS Ha CEKPETHOM KITFOYE K.

---------------- m;_, m;
"""""""" Ci-I C: SeTeesessessses-

¢,=E,.(m,) m; = D, (c;)

Pucynok 3.2 — llludgposanue B pexxume ECB

Kpunrocroiikocts pexxuma ECB He HUke, 4eM KpUIITOCTOMKOCTb HC-
1oJjib3yeMoro 0ouHoro mnmdpa. HemocraTok 3aka04aeTcs B TOM, 4TO (PUKCH-
pOBaHHBIE OJIOKM OTKPBITOrO TeKCTa (HapuMep, HOCIE0BATEIBHOCTD HYJEH
IIaHbl | = nb Out, rae b piuHa 6;10Ka) OyIyT COOTBETCTBOBATH (PUKCUPOBAH-
HbIM O10Kam nmmdpoTrekcTa. CienoBaTebHO, OTKPHITHIN TEKCT MOXKET ObITh
nerko. CkopocTh 00padboTku 0710Kk0B B pexxume ECB dbukcupoBana u onpeje-
asiercst 3P HEeKTUBHOCTHIO peanu3annu 01ouHoro umdpa. Pexxum ECB nomyc-
KkaeT g ekTUBHOE pacnapaljieuBaHue BeuciaeHu. O1HAKO KOHBEHepHas
00paboTKa OJIOKOB B JAHHOM PEXKHUME HEBO3MOXKHA.

B pexxnme CBC kaxaplii i-i OJIOK OTKPBITOrO TEKCTAa CyMMUPYETCS 10
moaymo 2 (omeparust XOR) ¢ (i — 1)-M O010k0oM nmdpoTeKcTa U 3aTeM Ik Q-
pyercs (pucyHok 3). HauanbHoe 3HaueHME 3a/1a€TCs BEKTOPOM MHUIIHATU3a-
M.

Kpunrocrorikocts pexxnma CBC onpenenseTcss KpUHITOCTOMKOCTBIO UC-
nojs3yeMoro osouHoro nmmdpa. [pumenenue pesxxuma CBC nmo3posser
YCTpaHUTh HeocTaToK pexkrMa ECB: kaxpiii 0JI0K OTKPBITOTO TEKCTA «Mac-

KUPYETCs» OJIOKOM IIM(POTEKCTA, MOTYYEHHBIM Ha MpeAblayIeM dTare. Ta-
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KM 00pa3oM, BO3MOKHOCTb U3MEHEHUSI OTKPHITOTO TEKCTA MPU UCIIOIB30Ba-
Hum pexxuma CBC BecbMa orpannyeHa — JIF0Oble MaHUITYIISAIINHU ¢ OJTOKaMu
nm(poTeKcTa, 3a UCKJIIOYEHUEM yIaJIeHUs MEPBOro U MOCJIEIHETO OJIOKOB,
OynyT obHapykeHbl. CKOpOCTh 0Opa0OTKH B JAHHOM PEKUME HE HUKE ITPOU3-
BOJMUTEIBLHOCTH OJI0YHOTO M (ppa — 3a7epKKa P BHIMOJHEHUH ONepaIuu
XOR mnpenebpexumo Maina. [porenypa nmmdposanus B pexume CBC ¢ Tpy-
JIOM TIO/IJIa€TCs paclapaijieIuBaHuIo, TPOLeAYpY AeHM(POBaHUS pacrapa-

JICJINTD 3BHAYUTCIIBHO ITPOIIC.

m;_; m;
Ci-1 Ci
ci=E(mec,_;) m=D(c)ec_

Pucynoxk 3.3 — llludgposanue B pexkxume CBC

B pesxxume CFB i-ii 610k mmdporekcra popMupyercs myrem mmdpona-
Hus (1 — 1)-ro 6itoka mmdporekcra u ero cymmuposanueM (omepaius XOR) ¢
I-M OJIOKOM OTKPBITOTO TEKCTa (PUCYHOK 4).

Pexxum CFB MoxHO 3a1aTh TakuM 00pa3om, 4To oOpaTHast CBsI3b OyeT
3aXBaThIBaTh HE ICJIbIH N-OUTHBIN OJIOK, a TOJILKO K OMT mpeaplayIiero 0Joka,

k <n. HayaneHoe 3HaueHue C, Tak ke, kak B pexxume CBC, 3agaercs npu no-

MOIIM BEKTOpAa MHUIIHATU3ALAH.
Kpunroctoitkocts CFB ompeaensieTcss KpuITOCTORKOCTBIO UCTIONIB3Ye-
Moro nmdpa. PUKCUPOBaHHBIE OJIOKH OTKPHITOTO TEKCTA KMACKUPYIOTCS)

osokamu nmpporexkcTa. Bo3aM0OXXHOCTH U3MEHEHHMS OTKPBITOTO TEKCTA TE XKe,
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yto u B pexkxume CBC. Ecnu B pexxume CFB ¢ monHo6nouHo0#M 0OpaTHOM CBS-
3bI0 UMEETCS JIBA UACHTUYHBIX OJIOKa MM (pOTEeKCcTa, pe3ylIbTaT, HallpuMeD,
DES-umdpoBanus Ha cieayrolieM mare Oynet teM xe. CkopocTs nmmdppoa-
Husi CFB-pexxuma ¢ moaHo0109HOM 00paTHOM CBSI3bIO Ta )K€, UTO U 'y OJIOYHO-
ro nmdpa, npuyeM BO3MOKHOCTH paclapajjieIuBaHus Mpoleaypsl mmdposa-

HUs OIrpaHUYCHBI.

Pucynok 3.4 — lllu¢gposanue pexxuma CFB

Pexxum OFB ananornuen CFB, 3a nckirodenuneM Toro, 4To CyMMupye-
MBbI€ C OTKPBITHIM TEKCTOM OUTHI TEHEPUPYIOTCSI HE3ABUCUMO OT OTKPBITOTO

TEKCTa ¥ LM (POTEKCTa. BEKTOp MHMIMAIN3ALUN S, 3a1a€T Ha4YaabHOE 3HAYE-
HHE TI0CJIEJOBATEILHOCTH OJIOKOB S., M KaKIbIi OJIOK S, IOTydacTcs IyTeM
M dpoBaHus IpeapTyIero 0yoka S, ;. OTKPBITEI TEKCT M (PYEeTCs CyMMH-
posanueM (onepanus XOR) i-ro 610ka OTKpPBITOTro TEKCTa C S, U3 HE3aBUCU-
MOM TTOCIIEeI0BATEILHOCTH OJI0KOB (PUCYHOK 5).

OOpaTHas CBs3b 110 BBIX0Ty Ha K pa3psimoB He peKOMeHIyeTcs U3 coo0-
paxxeHui kpunrtocroikocTu. Pexxum OFB uMeert cieayroiiee npeuMyIiecTBO
110 cpaBHEHHIO ¢ pexknuMoM CFB: onmbku, Bo3HHKAIOMKE B PE3yIbTaTe Mepe-
Ja4yy M0 KaHaly C IIyMOM, MpH AeM(pPOBAHUHU HE «pa3Ma3bIBalOTCS» MO BCe-

My HI(GPOTEKCTY, a JOKAIU3YIOTCS B MpeiesiaX OJHOro 0yioka. OJHAKO OT-

KpBITBIﬁ TEKCT MOXKET OBITH H3MEHEH ITYTEM OIIPCACIICHHBIX MaHI/IHYHHHI/Iﬁ C
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omoxkamu nmdpotekcta. Cxkopocth mmppoBanus B pexume OFB ta xe, uto u
y onounoro nmdpa. Hecmotps Ha To, uro OFB-mmdpoBanue He nommaercs
pacnapaiieauBanuio, 3PpGHeKTUBHOCTH MPOIEIYPhl MOXKET ObITh MOBBIIICHA 32

CUET MPEIBAPUTEIBHON reHepalui HE3aBUCUMOM MOCIIE0BATEIBHOCTH 0J10-

KOB.
m,-] mz
"""""""" Sl-l v S‘ SeSsssesTsensens
Cio1 C;

c.=m@®s;, m=c®s; s;=E(_,)

Pucynok 3.5 — llludgposanue B pexxume OFB

N3BecTHBIE HETOCTATKY MPUBEIH K MOSIBIEHHUIO YCOBEPIIEHCTBOBAHHOTO
BapuanTta nmdposanus B pexxume OFB. OcHoBHBIE N3MEHEHHS KacaloTCs Me-

TOda IreHepalunu HE3aBHCUMOM IIOCJICA0BATCIbHOCTHU OJIOKOB: IJIA ITOJTYHYCHU A

04EepENHOro 0JI0Ka npeaaaraeTcs mmdposars He S, a S, + 1V (mod 264), rae 1V

— HEKOTOPbIM BEKTOP MHUIIHATU3ALUHU.

Pexxum mmppoanus PCBC (Propagating Cipher Block Chaining) mpu-
MeHsieTcs B ipoTokoiie Kerberos (Bepcus 4) 1 mo3BoJisieT 00HApY>KHUBATh
oumOKH. J[aHHBIN pekuM MM PPOBaHUS HE SIBISIETCS (PeaepaTbHbIM WIIH MEXK-
nyHapoanbsiM ctanaaptoM. Pexxum PCBC — Bapuant pesxxuma CBC, o6nanaro-
nmMii cnenuuYecKuM CBOMCTBOM, B pe3ybTaTe AeHmM(@pOoBaHUs €IUHUYHAS
olmMOKa pacIpocTpaHseTcs Ha BeCh NM(PPOTEKCT (peraercss oOpaTHas 3aga4ya
¢ Touku 3peHus pexxnma OFB). JlarHoe CBOICTBO MO3BOJISET C BHICOKOU

HaJIe)KHOCTHIO OOHAPYKUBATh OIMOKH, BOZHUKAIOIIME MIPU TIepeaade coooie-
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HUM 110 kaHanaM ¢ uymoM. [lludposanue B pexxume PCBC BbimosiHsAETCA 11O
MpaBUITY:
¢ =E(mem,@&c,),
nenmmgppoBaHUE:
m =D, (c)®c_ ®m,

rae To M, © C, — BEKTOp MHUIIMAIU3ALIHH.

Jlaboparopuasi padora Ne 5

Pa3paboTka nporpaMMHOIO CpeCTBA ISl peain3aluy allfOPUTMa MCEBIOBE-
posiTHOTO 512-6alTOBOrO GJI0YHOTO MM PPOBAHUS
Cmanoapmul 6104H020 WUPPOBaAHUsL

®enepanbubiii ctangapt CIIIA — DES, kotopeiii ANSI HazpiBaeT Al-
roputMoM mmdposanus manabix DEA (Data Encryption Algorithm), a ISO
— DEA-1, 3a 20 net cran mupoBbsIM cTanaaptoM. DES mpexacrasisier coboi
onounbii mmdp, mmdpyronmii 1aHHbie 64-0uTOBBIMH OJIoKaMHu. C OJTHOTO
KOHIIA aJITOPUTMa BBOJAUTCS 64-OUTOBBIM OJIOK OTKPBITOTO TEKCTa, a C APY-
roro KOHIA BeIXOAUT 64-OutoBbiii 010k nmdppoTtekcta. DES sBnsieTcs cum-
METPHUUYHBIM aJITOPUTMOM: [J1 M poBaHUs U ACHM(POBAHUS HCIOJIb3Y-
IOTCSl OJIMHAKOBBIE AJITOPUTM U KJIIOY (32 UCKIIOUEHUEM HEOOJIbIIIMX pa3-
JUYUN B UCTIOJB30BAHUU KJto4a). J[auHa kintova paBHa 56 6utam. Koy
OOBIYHO TIpeACTaBIsACTCS 64-OUTOBBIM YHCIIOM, HO Ka)KJbI BOCBMOM OUT
UCIIONB3YETCS 71l TPOBEPKHU YETHOCTU U UTHOPUPYETCS. BUTHI 4eTHOCTH SIB-
JSIOTCS HAMMEHBIIMMU 3HavanmMu Outamu 0aiToB kitoda. Kimrod, KoTo-
PBI MOXKET OBITH JIIOOBIM 56-OMTOBBIM YHCIIOM, MOKHO U3MEHHUTH B JIIOOOH

MOMCHT BPCMCHHU.
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KpHunTocTOMKOCTh MOTHOCTBHIO onpeaensaeTcs KirodoM. OyHnamen-
TaJIbHBIM CTpOUTENbHBIM O110KOM DES siBisieTcss komOMHAIHUS TTOJCTAHOBOK U
nepectanoBok. DES coctout u3 16 mukinos (pucyHok 6). B o0mem Buae
IIUKJI TpeoOpa3oBaHusl MPEICTaBICH Ha PUCYHKE 7.

Ecau L, m R — neBas u mpasas IMOJOBHMHBI, IIOJIY4EHHBIE B pe-
synbTate i-# urepauun, K. — 48-OuTHbIM kmarou s nukna i, a f -
GYHKIMS, BHIMOJHSIOMAS BCe MOACTaAaHOBKH, mepecTaHOBKU U XOR ¢

KJIX4YO0OM, TO OAWH IIHUKJI Hp606p330BaHI/I$I MOKHO IPCACTABUTH KaK

(Li’Ri):(Li—l’ R, ®f (Ri—l’ Ki))'

YuuThiBas nmoucTaHoBky F (<) u mepecranoBky T (s), uukn npeo0pa-

30BaHUS MOXXHO MMPEJICTABUTh TaK, KaK 3TO CJieJIaHO Ha pucyHke 8. 13 pu-
CyHKa 8 BHJIHO, 9TO Kaxkaplii mukia DES mpencraBiaser coO00M KOMITO3HUITH-

OHHBII IM(P C ABYMs IOCIENOBATEILHBIME MTPEOOPa30BAHUAMH — IOJCTA-
HOBKOM F () 1 mepecranoBkoii T () (3a HCKIIIOUEHHEM MOCNEIHErO, IeCT-

HAJIaTOro LUKJIA, TJIe TIEPECTaHOBKA OMYCKAaeTCs).
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OTKkpbiTHIM TekcT

!

HauasbHas nepecraHoBKa
I

y I
Lo ] Rg J
y
Jary ,
L/ K,
Li=Rg Ri=Lo& f(Rg.K;)
A
P— —
Lo=R) Ro=L1&¢f(Ry.K9g)
Lis=R4 Ri5=L14®BftR14.K)5)
Y
e s
Kie
Lig=Rs Rig=L15@®f(Ry5. Kyg)
L ]
Y
O6pauleHue HayalLHON NepecTAHOBKH
Y
IIIndpporexcr

Pucynok 3.6 — Cxema DES-nipeobpa3zoBanus

Pucynoxk 3.7 — O6umit uuki DES-nipeoGpazoBanus
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Taxkum obpazom, DES sBnsercs mmdpom Deictens u CKOHCTPYHPO-
BaH TakK, YTOOBI BBIMOJIHSIOCH IMOJIE3HOE CBOMCTBO: JJis IMIM(POBAHUS U JiE-
M (poBaHUsT UCIOIB3YETCS OJUH U TOT K€ alrOpuTM. EMWHCTBEHHOE OTIIH-
Y€ COCTOMT B TOM, YTO KJIFOYH JIOJKHBI MCIOJIB30BAThCS B OOpaTHOM MO-

pAIKeE.

l Kaiou I
i R, _ ¥ y
il ot l Casur J l Casur I

_____4}_____.

Illepecrauosxa ¢ paclUHpeHHEM [llepec'raﬂosxa CO CcXKaTHEM I

N ]
v

rlloAcTauonxa B S-Snoxil

Flepec'rauoaxa B P-630Kﬂ

N
exfllE o

Pucynok 3.8 — Ogun nuukn DES-nipeoOpazoBanus

To ectb ecnm mnpu UMPPOBAHUU  KCIOJB30BAIUCH  KIFOYH
K, K,,Ks,...,Kg, 7o kmrogamu gemmdposanua Oyayr K, K., K,, ... K.
AJNTOPUTM HCTHOJB3YET TOIBKO CTAaHIAPTHYIO apuPMeTUuKy 64-OUTOBBIX UH-
Cel W JIOTUYECKHUE OTepalyu, MO3ITOMY JIETKO pealn3yeTcs Ha armapaTHOM
YpPOBHE.

DES paboTtaetr ¢ 64-OMTOBBIM OJIOKOM OTKphITOro TekcTa. [locie mep-
BOHAYaJIbHON IEepPEeCTaHOBKHM OJIOK pa3OMBacTCS Ha MPaByIO W JICBYIO ITOJIO-
BUHBI IJMHON 10 32 OuTa. 3aTteMm BhIOIHAETCS 16 mpeoOpa3zoBanuit (PpyHK-
1y f), B KOTOpBIX JaHHBIC 00BEAMHSIOTCS ¢ KiarodoM. Ilocie mecTHaaaToro
[IMKJIa TpaBas U JieBas MOJOBUHBI OOBEIUHSIOTCS, U alTOPUTM 3aBEpIIACTCS
3aKJIIOYUTEIHPHON TEPeCTaHOBKOM (00paTHON IO OTHOIICHHWIO K IIEPBOHA-
yanbHOM). Ha kaxaom 1nukie (CM. pUCyHOK 8) OUTHI KJtOYa CIBUTAIOTCS, U

3aTeM U3 56 OUTOB KJtOua BeIOMparoTcs 48 OutoB. IIpaBas mojnoBuHA HaH-
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HBIX yBEJIWYUBACTCSA N0 48 OMTOB C MOMOIIBIO MEPECTAHOBKHU C PacCHIMpPEHHU-
eM, oObenunsiercss mocpeactBom XOR ¢ 48 OuTamMu CMENICHHOTO U Tepe-
CTaBJICHHOTO KJII04a, MPOXOIUT 4epe3 8 S-010K0B, 00pa3ys 32 HOBBIX OuTa,
U TICPECTABIIACTCS CHOBA. DTH YETHIPE ONEPAIMU 1 BBITONHSIIOTCS (QYHKIIHEH
f.

3arem pesynbrar QyHKnuu f 00ObeIUHSETCS C JICBOW IOJOBHHOM C ITO-
Mompio apyroro XOR. B wuTore »Tux AeWCTBHI TOSBISETCS HOBas IIpaBas
MOJIOBHHA, a CcTapas mpaBas CTAaHOBUTCA HOBOM JIEBOM IMOJIOBUHOW. DTH JEH-
CTBUSI OBTOpsIIOTCS 16 pa3, oO6pa3ya 16 mukio DES.

'OCT 28147-89 — 310 GnouHblii tmdp ¢ 256-OUTHBIM KIHOUOM U 32
UKJIaMHU TpeoOpa3oBaHusl, ONEpUpyroumii 64-OMTHBIMU OnokaMu. B kpur-
TOAJITOPUTME TaK)Ke HCIIOJB3YETCS JIOMOMHUTENbHBIM Kitod. [[ns mmdposa-
HUSI OTKPBITHIA TEKCT CHauajia pa3OMBaeTCsl Ha JIEBYIO M MPABYIO MOJOBUHBI

L u R. Ha i-M mukiie ucroap3yercs moj K4 K.:

L =R

R=L,®(f(R.LK)).

OnuH UMK KpunTorpaguyeckoro npeodpa3zoBaHus MOKa3aH Ha pU-

cynke 3.9.

lni-l ] gBhISOp nogxkJmpua

Y
-

9
Illo;xc'rauoaxa yepes S-GJIOK]

Ll_lnxnuqecxuﬁ CABMT BjleBO ]

4
Y
L/

h 4

Pucynoxk 3.9 — Onun uuki npeodpazosanust 'OCTa 28147-89
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®dyuknus f peanuzoBana cieayomuM oopazom. CHavaa mpasas 1mo-
JIOBHHA H i-# MOJKITIOY CKIaIbIBAIOTCS IO MOLYTI0 2°%. Pesynprar pa3ouba-
€T Ha BOCEMb 4-OMTOBBIX MOIMOCIEAOBATEIBHOCTEN, KaXaasi U3 KOTOPBIX
nocTymnaet Ha BxoJ cBoero S-60ka. 'OCT ucnonb3yeT BoceMb pa3ind-
HBIX S-0JI0KOB, MepBbie 4 OMTa MOMagal0T B MEPBBIA S-010K, BTOphie 4 OuTa
— BO BTOpoO# S-0610k u T.n. Kaxpaprii S-610k mpeacTaBiseT co0oit mepecTa-
HOBKY uymcen or 0 mo 15. Hampumep, S-0J0K MOXET BBITISIETh TaK:
7,10,2,4,15,9,0,3,6,12,5,13,1,8,11. B aToM caydae, ecim Ha BXOJE S-
omoxka 0, To Ha BeIXOJ€ 7, ecnu Ha Bxoae 1, Ha Beixone 10 u 1.1. Bece Bo-
CeMb S-OJIOKOB pa3iM4Hbl, OHU (PAKTUYECKH SBISIOTCS JOMOJHUTEIHHBIM
KJIFOUEBBIM MaTepuaioM. BBIXOAsl BCeX BOCBMH S-OJIOKOB OOBEAMHSIOTCS B
32-0MTOBOE CJI0BO, 3aTEM BCE CJIIOBO IMKJIMYECKU CIBUTAETCS BiIEBO Ha 11
outoB. Hakonel, pe3yapTar 00beauHseTCs ¢ momotipto onepanun XOR ¢ ne-
BOM MOJIOBUHOM, W TMOJy4aeTCsl HOBas IpaBasi MOJIOBUHA, a TIpaBasi MOJIOBUHA
CTAaHOBUTCA HOBOW JIEBOW IMOJIOBUHOMW. [l reHepanuu MOIAKIIOYEd HCXOM-
HbI 256-OMTHBIM KIJIIOY pa30MBaeTcs Ha BOCEMb 2-OUTHBIX OJIOKOB:

k.,K,,Ks,...,Kg. Ha kaxaom nukie ucnonesyercs cBoi noakimwod. Jemmdpo-

BaHMUE BBIMOJHICTCA TAaK XK€, KaK U IM(POBAHUE, HO UHBEPTUPYETCS MOPsI-

nok nofkmoder K. CTangapT He ONpeNeseT Crocod reHepalyu S-0J0KOB.

HaGop S-0:10k0B, yKa3aHHBIA B TaOJWIle, PEKOMEHIYETCS CTaHIApTOM

['OCT P 34.11-94.

Tabmuua 3.1 — S-6;0xku ['OCTa 28147-89
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S6ioxk1l: 4 10 9 2 13 8 0 14 6 11 1 12 v 15 5 3
Somoxk2: 14 11 4 12 6 13 15 10 2 3 8 1 O T 5 9
S6mk3 S5 & 1 13 10 3 4 2 14 15 12 7 6 0 9 1
S6a0k4: 7 13 10 1 O & 9 15 14 4 6 12 11 2 5 3
S-6am0k 5: 6 12 7 1 5 15 13 &8 4 10 9 14 0 3 11 2
S-6aoxk 6: 4 11 10 0 7 2 1 13 3 6 8 5 9 12 15 14
S-6niok 7: 13 11 4 1 3 1, 5 9 0 10 14 v 6 & 2 12
S-6a0k8 1 15 13 0 5 7 10 4 9 2 3 14 6 11 8 12

meM:

['maBubie pazmuuus mexay DES u 'OCTom 3akitoyatoTcs B CIEAYIO-

DES ucnonp3yeT CIOXKHYIO HPONEAYPYy IS TeHepalu MOAKII0YCH 3
ximouerd. B I'OCTe 3ta npoieaypa o4eHb IpoCTa;

B DES 56-6utnpni xmou, a B 'OCTe — 256-0uTHbIM. Ecin n1o0aBuTH
CEeKpEeTHBIC NEePECTAaHOBKU 5-0JI0OKOB, TO IOJHBIM 00bEM CEKPETHOM HH-
dopmanuu I'OCTa cocraBut npumepHo 610 6ur;

y S-6iokoB DES 6-OuTHbIe BXOABI M 4-OWTHBIE BBIXOJBI, a y 5-OJIOKOB
['OCTa 4-0OutHble BXOJbl M BBIXOJIBl. B 000MX alropuTMax HCIIOJb3Y-
€TCsl TI0 BOCceMb S-0110K0B, HO pa3mep S-0ioka ['OCTa paBeH yeTBep-
TH pazMmepa S-6imoka DES;

B DES wucnons3yrorcst HeperymsipHbie NepecTaHOBKH, Ha3BaHHbIE P-
omokom, a B 'OCTe ucnosnb3yercst 11-OMTHBIN MUKINYECKUN CIABUT
BJIEBO;

B DES 16 nukaos, aB I'OCTe — 32.

CunoBaa araka Ha ['OCT abcomtotHo OecnepcnektuBHa. ['OCT wuc-

MoJb3yeT 256-OMTOBBIA KIIIOY, a €CIIM Y4YUTHIBATH CEKPETHBIE S5-OJIOKHU, TO

muHa kiroya Oynet emie 6onbine. ['OCT, mo-BuauMomy, 6ojiee yCTOMYUB K

muddepeHnnaIbHOMY U JUHEWMHOMY KpunrToaHanusy, yem DES. Xors ciy-

yaitnple S-00ku 'OCTa npu HEKOTOPOM BBIOOpPE HE rapaHTUPYIOT BBICOKOU

KPUIITOCTOMKOCTH MO CpaBHEHUIO ¢ (UKCHpOBaHHBIMH S5-Omokamu DES, mx
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CEKpeTHOCTh yBennuuBaeT yctorunBocTh ['OCTa x nuddepeHinuanrbHOMy U
JUHEHHOMY KpunrToaHanu3y. K Tomy ke 3¢p(EeKTHBHOCTh 3THX KPHUIITOAHA-
JUTUYECKUX METOJOB 3aBUCHUT OT KOJIMYECTBAa ITMKJIOB MpeoOpa3oBaHUS —
yeM OoJibllie UKIJIOB, TeM TpyaHee kpuntoaHanu3. ['OCT ucnons3yeT B /1Ba
paza Oouspiie 1MKIJIOB, yeM DES, 4TO, BO3MOXHO, MPUBOAUT K HECOCTOS-
TENbHOCTH Ju(pepeHInanbHOro U JUHEHMHOro kKpuntoaHaiusza. C TOYKHU
3pEeHHs] KPUIITOCTOMKOCTH Olepaius apu@MeTHIecKOro CJIOKEHHS, HUCIOJIb-
3yemas B ['OCTe, He xyxe, uem omnepanusi XOR B DES. OcHoBHBIM pa3zinu-
yueM mpeacTasigercs ucnonb3oBanre B 'OCTe nUKINYECKOTO CABUTA BME-
cto nepecraHoBku. llepectanoBka DES yBenumuuBaer saBuHHBIN 3P¢dexT. B
['OCTe u3MeHeHHE OAHOTO BXOAHOTO OWTa BIUSIET HAa OJUH S-OJOK OJIHOTO
HUKJIa mpeoOpa3oBaHusA, KOTOPBIA 3aTeM BIUAEeT Ha JBa S-0Jjoka
[ Inenmyromieero 1uKJa, 3aTeM Ha Tpu OJoka ciedyromero nukiaa u 1.4. [lo-
TpeOyeTcsl BOCEMb IIMKJIOB, MPEXKJE YeM U3MEHEHHE OJHOTO BXOJHOTO OuTa
MOBJIUSACT HAa KaXIblil OuT pesynbrata; B DES ams sToro HyxHO TOJBKO

Atk HukiI0B. Ogaako 'OCT cocTout u3 32 nukios, a DES toabko u3 16.

3ananua Ha 1a00paTOPHYIO padoOTy

Hanucate nporpammy [ij1st peanu3anuu 6J04Horo nmdpoBanus Qaiina:

Ne BB Anroput™m 0J104HOTO M PPOBAHUS
1,2,3,4 'OCT 28147-89

5,6,7,8 BlowFish

9,10,11,12 | 3-Way

13,14,15 | RC5
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KoHTpobHbIE BONIPOCHI
1. Yto Takoe cuMMeTpu4HOE ¢ poBaHue?
2. B 9vemM 0c0OeHHOCTD OJIOYHBIX I GPOB?
3. Kakoga jyHa kiatoda 609Horo nmdppa?
4. Ha yem OazupyeTcst KpUIITOCTOUKOCTD 0104HOTO mmdpa?
5. Kakue simeMeHTapHBIE ONEpaii HCIOIB3YIOTCS B CUMMETPHYHOM

nmdpoBanuu?

Jlaboparopnasi paGora Ne6

Pa3paboTka nmporpaMMHOIO Cpe/ICTBA JIJIsl peain3aluy airopuTMa
ACUMMETPUYHOTO M (PpOBaHUS U ACHMPPOBAHUS
Heab padoTbl: U3y4UTh NPUHIUIIBI OCTPOCHUS ACUMMETPUYHBIX KPUIITOCH -
CTEM, TOJYyYUTh HABBIKA Pa3paOOTKH MpOrpaMM i peaau3alliid acCUuMMET-
puyHOro HM@poBaHus U AemOpoBaHHUSI.
IIporpamMma padoTbI
1. U3y4uTh NPUHITUIIBI ACUMMETPUYHOTO NIM(DPOBAHUS U CTAHAAPTHI
ACUMMETPUYHOIO0 M (POBAHUAL.
2. [IporpamMmmHas peanuzanus aCUMMETPUYHOTO M (DpOBaHUS U e Q-
pOBaHMUSI.
3. CocTaBUTh U 3alMTUTH OTYET IO Pe3yJbTaTaM padOThI.
Kpatkue cBeeHus1 U3 TeOpun
Kpuntocucrema RSA, nmpennoxennas B 1977 r. PuBectom (R.
Rivest), [llamupom (A. Shamir) u Annemanom (L. Adleman), mpennasnade-
Ha 71 nm@poBaHus U MUPPoBOM moanucu. s reHepanuu MapHBIX KO-
Yell MCIONB3YIOTCS JiBa OOJIBIIMX CIy4alWHBIX MPOCTHIX 4uciha, p u (. B 1e-
JSIX MaKCUMAJIBHOM KPUINTOCTOMKOCTU p M (] BBIOMPAIOTCS PABHOW JJTMHBI.

3aTeM BBIUMCIISIETCS MPOU3BEACHUE: N = P(.
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Hanee cimydalilHbIM 0Opa3oM BBIOMpAETCsA KIJIIOY MIM(PPOBaHUSA e, TaKOH,

uro e u ¢(n)=(p—1)(q—1) ABNAIOTCS B3AMMHO MPOCTHIMU uncIamy. Haxo-
Hell PAaCHIMPEHHBIH adropuT™M EBKIMIAa HCIONB3yeTCs Ui  BBIYMCIICHMS
xmoua genmposanus d, takoro, uto ed =1mod¢g(n). Jpyrumu crnosamuy,
d =e™"modg(n).

3aMmeTuM, uTo d ¥ 7 — TaKKe B3aUMHO IIPOCThIe uncia. Uucia e u n —
OTKPBITHII K104, a 0 — cekpeTHbIl. JIBa MPOCTHIX YKcaa p U (| XpaHATCS B
cekpere. Jms mmdpoBanus cooOmeHUs m HEOOXOAWMO BBIMOJIHUTH €r0
pa3OMBKy Ha OJOKH, KaXKIblii M3 KOTOPHIX MEHBIIE 7 (I JBOMYHBIX JaH-
HBIX BBIOMpAeTCs camas 00JIbIuas CTeneHb uncia 2, Menbmas n). To ecTsh

ecnu p u ( — 100-pa3psiaHbie TpoCThIe YUCia, TO 7 OyJIeT colepKaTh OKOJIO

200 pa3psnoB M KaXabplidi OJOK COOOMEHHS M. IOJKEH MMETh TAKOE )K€ YHMC-

70 pa3psanoB. Ecnu HykHO 3anmmdpoBaTh (GUKCUPOBAHHOE YUCIIO OJIOKOB, UX
MOYHO JIONOJHUTh HECKOJBKUMH HYJISIMU CJI€Ba, YTOOBI TapaHTHUPOBATH, YTO
omoku Bcerma Oymyr MeHbine N. 3anmdpoBaHHOE cooOmeHue ¢ OymeT co-

CTOSITh U3 OJOKOB a ToM ke camoil juHbl. IlludpoBanue cBOIUTCS K BbI-

gucnernto ¢, =m’ modn. Ilpu penmdpoBaHuu A Kakaoro 3amm@poBaH-

HOTO OJI0Ka Ci BbIYHCJIACTCA mi :Cid modn. Bce BBMHCICHUSA BBITOIHSIIOTCS

no mod n. CooOrieHre MoXxeT ObITh 3anmdpoBaHo ¢ momompio d, a genmd-
POBaHO C MOMOIIBIO €, BOBMOKEH JTI000H BBIOOD.

YuciieHHBIA IpUMep
p=47uq=71,ton =pq=3337. Kioud e HE JOJKEH UMETh OOIMX MHO-

xuTeneit ¢ ¢(n)=46x72=3220. Beibupaem (cmyqaiino) e pasusmv 79. To-

rna d =797 mod3220 =1019. ITyonukyeM e u N, coxpanus B cekpere d. s
umppoBaHus coobieHuss m = 6882326879666683 cHauana pa3ienuM €ro Ha

Osioku. Jlnsi BEIOpAaHHBIX MAapaMeTPOB OTPAHUUYUMCA OJIOKAaMH IO TP JeCs-
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TUYHBIX paspsapa. CooOmeHne pasOuBaeTca Ha INECTh OJOKOB M.: M, = 688,
m, =232, m, =687, m, =966, m, =668, m, =003. Ilepsriii 0ok MM dpy-
eTcs kak 688”° mod3337 =1570 = C,. BeImonHsAs Te Ke onmepaunuu 1 Io-

CICAYIOMMX OJOKOB, CO3/1aJNM IM(PPOTEKCT COOOIICHUS:
¢ =15702756209122762423158.
Jlns nenmmdpoBaHUs HY)KHO BBIIIOJHHUTH BO3BEICHUE B CTCIICHB, HC-

nonb3ys kirou aenmdposanus 1019:
1570"° mod 3337 =688 =m,.

AHQJIOTUYHO BOCCTAHABIMBAECTCSI OCTABINASICS YacTh COOOIICHUSI.
[Ipeamonaraercs, 94To KPUITOCTOMKOCTH RSA 3aBHCHUT OT MPOOIEMBI
Pa3JIOKEHUSI Ha MHOXKUTEIU OoJbIMX yuces. OaHako HUKOIAAa He ObUIO JI0-
Ka3aHO MaTEMaTUYECKHU, YTO HYXKHO Pa3JIOKUTh 7 HAa MHOXKHUTEIU, YTOOBI
BOCCTAHOBHTH M 10 C U €. He HCKIO4YeHO, YTO MOXKET OBITh OTKPHIT COBCEM
WHOU croco0 kpunrtoaHaimm3a RSA. OgHako, eciii 3TOT HOBBIA CIOCOO T03-
BOJIUT KPHUIITOAHAJUTHUKY MOIYYHTh O, OH Takke MOXET ObITh HCIIOJIb30BaH
JUISl PA3JIOKEHUSI HAa MHOXHUTENU OONbIMX uucelsl. Takke MOXKHO aTaKkoBaTh
RSA, yranas 3nauenue (p — 1)(q — 1). OgHako 3TOT METOJ HE IPOIIE pasiio-
KeHHs n Ha MHoXxuTenu. Ilpm wmcmonbzoBanuu RSA packpeiThe naxxke He-
CKOJIbKUX OMTOB MH(pOpManuu no nmdpoTeKCcTy HE Jierdye, 4yem aenmdpona-
HHE Bcero cooOmenus. Camoii odueBUIHOM atakor Ha RSA sBnsercs pasio-
KEHHE n Ha MHOXUTENIU. JIF0OOM MPOTUBHHUK CMOXKET IMOJYYUTHh OTKPBITHINA
K09 e W Moaydab N. UToObl HalTH Kirou aenm@poBanus d, MPOTHBHHK
JOJDKEH Pa3JIoKUTh N HAa MHOXKHUTEIW. KpUIITOaHATUTUK MOXKET IepeOuparth
BCE BO3MOXKHBIC O, MoOka HE mojdepeT mpaBwiIbHOE 3HavYeHHEe. Ho momoOHast
CUJIOBasi ataka Jake MeHee d(p(eKTHBHA, YeM TIOMBITKA PA3JIOKEHUS # Ha

MHOKHUTCIIN.

39



HekoTopsle aTaku HCHOIB3YIOT YA3BUMOCTH KPHUITOTPa®UIECKOTO
MpoToKoJia. BakHO MOHMMAaTh, YTO caMo IO cebe ucmoiab3oBaHue RSA He
obecrieunBaeT TpeOyeMOro ypoBHS O€30MaCHOCTH CHUCTEMBI. PaccMoTpum He-
CKOJIBKO CIICHapHEB.

Cyenapuu 1

37I0yMBIIIUICHHUKY YAQJIOCh TEPEXBaTUTh COOOIICHUE ¢, 3ammQpoBaH-
HOE C MOMOIIBI0 OTKphIToro RSA-kimoua adonenta A. OH XoueT MPOYUTAThH
coobmenue. s packpbITuss M=Cc® OH cHayana BHIOMpAET IEpBOE CIydaii-

HOC 4YHCJIO I, MCHBIICC 7, U 3aTEM, BOCIIOJIbB30BABHIMCH OTKPBITBIM KJIIKOYOM

Anmucel e, BbHcHaer X=r°modn, y=xcmodn, t= r*modn. Ecmu

X =r®modn, To r = x* modn.

Jlanee 37TOYMBINUICHHUK BBIHYXKJaeT a0OHEHTa A TOAMUCATH COOOIIe-
Hue y. Takmm oOpa3zoM, mpolieaypa BBIUMCICHHS IOJIMHUCH Ha CEKPETHOM
KJII0OY€ COOTBETCTBYET IIpolieAype Jemm@poBaHus COOOIICHUS V. AOOHEHT
JOJDKEH TIOJAIMKMCATh COOOIICHNE, a He 3HAUCHHE X3I-(QYHKIUU. Takoi oOMaH
BIIOJIHE peajieH, TaK KaKk aOOHEHT A HUKOT/A paHbIle HE BUJEN y. AOOHEHT A
IOCHUTAET 3JI0yMBIIUICHHUKY U =Y modn. Temepb 3I0yMBIINIEHHHK pac-
KPBIBAET M, BBIUUCIISS

tumodn=r"y*modn=r"xc® modn=m.
Cyenaputi 2

Ecnm aboHeHT A XoueT 3aBepUTh JOKYMEHT, OH ITOCBUIACT €r0 HOTapH-
ycy. Hotapuyc nmoanuceiBaer ero 1nudpoBOi MOIMUCHI0O U OTIPAaBIsAET 00-
patHo. IIpu 3TOM XdP1I-QYHKIIMKM HE HCHOJB3YIOTCS, HOTapHyc ImmMdpyeT Bce
COOOIIIEHHE Ha CBOEM CEKPETHOM KJItoue. 3JOYMBIIUIEHHUK XOYeT, YTOOBI
HOTapUycC IMOINKCANI TaKoe COOOINeHHEe, KOTOPOoe B OOBIYHOM CiTydae TOT HH-
KOrJa He MOJMMIIET. ITO MOXKET ObITh (panblimBas BpeMEHHass METKa, JU00

aBTOPOM D3TOr0 COOOILIEHUS MOXET ABIATHCSA Apyroe jumo. Kakoil Obl HU

40



Obula MpPUYMHA, HOTAPUYC HHMKOIZA HE MOAINMILET 3TO COOOILIEHUE, €ClIH Y
Hero OyAeT BO3MOXHOCTH BblOOpa. HazoBeM 3T0 cooOmenue m'. CHauana
3JIOYMBIIUIEHHUK BbIOMPAET MPOU3BOJBHOE 3HAYEHHE X U  BBIUKCISAET
y =Xx*modn. [lapameTp e OH MOXET MONYYUTH O€3 Tpyda — ITO OTKPBITHIA

KJIFOY HOTapuyca, M JOJDKEH ObITh OMyOJMKOBAaH JJisi MPOBEPKH MOAMUCH

nOoCJIeIHETO. Tenepp 3JI0yMBIIUIEHHUK BBIYUCIIET M= ym'modn U 1mocel-

naeT m HoTapuycy Ha moamuck. Horapuyc Bosspamaer m° modn. Hanee

3JIOYMBIIIUICHHUK ~ BBIYUCIISET (md mod n) x'modn, KOTOpOoe  paBHO

m'® modn u sBISETCS MOMIUCHIO M.
Cyenapuu 3
370YMBIIUIEHHUK XOYET, YTOObI aOOHEHT MOANUCaa HEKOE COOOINCHHE

m,. g 5TOro OH CO34aeT JBa COOOWIEHWA, M, W M,, Takue, 4YTO
m, =mm, modn. Ecau 310yMBIIDICHHUK 3aCTaBUT aOOHEHTa IOANMCATH M,

1 M,, TO CMOKET BBIYMCIUTH IOANUCH IS M,
m; :(mf' mod n)(mgj mod n)modn.

BriBoj, — HUKOTZa HENb3s MCMHOJIB30BaTh RSA s moanucu ciiydaid-
HBIX JOKyMEeHTOB. [IpuMeHeHue xour-QpyHkIui B TexHonoruu RSA-nmoamucu
CTPOTO 00SI3aTENBHO.

Cyenapuui 4

[Ipu peanuzanuu RSA mMo0xHO momnpoOoBaTh pa3gaTh BCeM aOOHEHTaM
KPUNITOCETH OJMHAKOBBIA MOJYJIh N, HO KaXJOMY — CBOM 3HAUYCHHS IOKa3a-
tenei crerniern € u d. Ilpu aToM Hambonee odeBHaHAS MpoOIEMa 3aKIr0Ya-
€TCSl B TOM, UTO €CJIM OJIHO M TO € COOOIeHHE Koraa-HuOyIb MG poBaIOCh
pa3HBIMM MOKa3aTesIMH CTENeHH (Mpu (PUKCHPOBAHHOM MOJYJIE) M OTH JiBa
MoKazaTesid — B3aMMHO-TIPOCTHIE 4Huclia (Kak OOBIYHO W OBIBA€T), TO OTKPHI-

TBI TEKCT MOKET OBITH PACKPBIT OaKE IMPpHU HECHU3BCCTHBLIX KJIHOYaAX I[GH_II/I(I)-
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poBaHus. IlycTh 3amaHbl: m — OTKPBITBIM TEKCT, € W €, — JBa KJIK04Ya

mmpoBanus, n — oobumit moayns. llludporekcTamu cooOmmEeHUs SBIS-

IOTCA:
¢, =m*modn, ¢, =m*”modn.
Kpunroananiutuk 3Haer n, €, €,, ¢, ¥ C,. Tak Kak € W €, — B3aUMHO-

MPOCTBIE YHMCIIA, TO, BOCIIOJb30BABLIINCH PACIIMPEHHBIM AJITOPUTMOM EBKIH-
J1a, MOKHO HAWUTH TaKue 4ucaa I U S, 4To
re +se, =1.
[lonaras r orpuuarenbHbIM (MW I, WIK S JOHKHO OBITH OTPUIATEIb-

HBIM), MOKHO CHOBa BOCIIOJIB30BATbCA PACHIMPCHHBIM AJI'OPUTMOM EBknn-

na st Beraucnenns ¢, . Torma
-r
(') ¢ =mmodn.

Cyenapuu 5

N3BecTHO, uTo Kpuntocucrema RSA obnamaeT HU3KOM KPUMTOCTOMKO-
CTBIO MpU 3alM(POBAHHOM HA MaJOM € KOPOTKOM COOOmeHuu. JleicTBu-
TENBHO, TIpH ¢ = m° < n OTKPBITBIA TEKCT M MOKET ObITh BOCCTAHOBIICH 10
M (POTEKCTY ¢ TPU TMOMOIM TPOIECAYPHl U3BJICUYCHUS KOPHSA. DaKTHUECKU
nojoOHasi aTaka BO3MOKHA M TOT/a, KOTJa B IPOIEcCe BO3BEICHUS B CTETIEHD
BBIMOJIHSUIOCh HEKOTOPOE KOJMYECTBO IMPHUBEICHUN 1Mo moaymo. Ilpu ¢ > n
TPYJOEMKOCTh TaKOW aTakh HUXKE TPYIOEMKOCTH HCUEPIBIBAIOIIETO Mepedo-
pa mis M. OmHAKO Mephbl MPOTHUBOJCHCTBUS TaKXKe OUYCBHAHBI, — JUOO OT-
KPBITBIN KJIIOY e JOJKEH OBITh JTOCTATOYHO OOJIBIIMM, JTUOO OTKPBITHIA TEKCT
HE JIOJKEH OBITh KOPOTKMM. BbIOOp Masnoro e oOyciioBiI€H COOOpa)XKE€HUSIMU
BBIUMCIUTENBHON 3 PekTuBHOCTH NMPOBAaHUS U MPOBEPKH MOAMHUCH. Ta-
KM 00pa3oM, pa3yMHBIN IMOJXOJ 3aKIH0UYaeTCsl B MCKYCCTBEHHOM HapalliBa-

HUM KOPOTKHUX OTKPBITHIX TEKCTOB («HAOUBKMW»). [Ipun 3TOM HEoOXoaMMO clie-
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TUTH 32 T€M, YTOObI Y/UIMHEHHBIA OTKPBITHIA TEKCT MPU YUCIOBOM OTOOpa-

JKCHHUHN HC IIPpCBpalialiCsa B Ha6op MHOXXUTEIEH HCKOTOPOI0 U3BECTHOI'O 4YUC-

na P, nanpuMep P =2', 4To NPOMCXOAUT NpPU JOHOTHEHHH OTKPHITOTO TEK-
CTa MMOCJIeI0BATEILHOCTRIO HYJIEH CIipaBa (CO CTOPOHBI MIIA/IIIMX Pa3psJiOB).

Ha ocHOBaHWU mepedrCICHHBIX aTak MOXXHO CPOPMYIHpPOBATH CIEAY-
IOIIME OTPaHUYCHUS MPHU UCIOJb30BaHUU RSA !

- 3HAaHWE€ OJIHOM Taphl Mmokaszatened nmdpoBanus/nemm ppoBaHus s
JAHHOTO MOJYJISl TIO3BOJISIET 3JIOYMBIIUICHHUKY Pa3joXUTh MOIYIb Ha
MHOKUTEIH;

- 3HAaHWE OJIHOM Mapbl Mokaszarened nmd@popanus/aeumbpoBaHus IS
JAHHOTO MOJYJA TIO3BOJISIET 3JIOYMBIIUICHHUKY BBIYUCIUTH JIPYrHe TMaphbl
roKasaTesie, He pacKiajbiBas MOJYJIb Ha MHOXUTEIH;

- B KpUNTOrpaduuecKux MPOTOKOJAX C HMCIojb3oBaHueM RSA oOumii
MO/JTyJIb UCIIOJIB30BaThCS HE JOJIKEH;

- U1l TIPEIOTBpAICHUS] PACKPBITHS MAaJIOro IMoKazaTens HM@poBaHUS
COOOIIIEHUSI JOJDKHBI OBITh JIOMOJHEHBI («HAOUTHD) CIIydailHBIMH 3HAYEHU-
SMU;

- IOKa3aTesb AeNM(pPOBaHUs JOJKEH ObITH OOJIBIIMM.

HenoctaTouHo MCMONb30BaTh KPUNTOCTOMKUN alroput™, OGe3omacHOM
JOJDKHA OBITh BCS KPHUITOCHUCTEMA, BKIIIOYAs KPUNTOTrpadUUeCKUM MPOTO-
koj. Cnaboe MecTo JII000ro U3 TpeX ITUX KOMIIOHEHTOB cJiejaeT Hebe3omac-
HOM BCIO CUCTEMY.

3aganua Ha 1a00paTOPHYIO padoOTy

No 3aganue Ne 1 3aganue Ne 2
BapuaHTta | Hanmucate nporpammy [Ipoussectun
i peanuzanuu RSA | MoaenupoBaHue
nm@poBaHus/ ataku Ha RSA
nenmppoBaHUS KPUIITOCUCTEMY
1 607 613 Cuenapuii 1
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2 617 619 Cuenapuii 2
3 631 641 Cuenapuii 3
4 643 647 Cuenapwuii 4
3) 653 659 Cuenapuii 5
6 661 673 Cuenapuii 1
I 677 683 Cuenapwuii 2
8 691 701 Cuenapwuii 3
9 709 719 Cuenapuii 4
10 727 733 Cuenapuii 5
11 739 743 Cuenapuii 1
12 /51 757 Cuenapwuii 2
13 761 769 Cuenapuii 3
14 773 187 Cuenapuii 4
15 797 809 Cuenapwii 5

KoHTpoabHbIE BONIPOCHI
1. B ueM 0COOEHHOCTh ACUMMETPUYHBIX CUCTEM M POBAHUS?
2. Ha yeMm Ga3upyercsa KpunTocTonkocTh RSA?
3. Kak yBennuuTh nmpon3BOAUTEILHOCTD CUCTEMBI IIMppoBaHus RSA?
4. Kakue aTtaku Ha cucteMy RSA BaM n3BecTHBI?

5. Kak npoTtuBoelicTBoBaTh aTakaM Ha cuctemy RSA?
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JlaGoparopnasi pabGora Ne/

Pa3paboTka mporpaMMHOTO CpeiCcTBa IJis pealnu3aluu ajJiropurMa mud-
pPOBaHUS HAa OCHOBE yIPaBJsSE€MBbIX IMOJICTAHOBOK

Leab padoTbl: U3Yy4UTH MPUHIUAIBI TOCTPOCHUSI AaCUMMETPUYHBIX KPUTITOCH-
CTEM, TIOJIYYUTh HABBIKHM pa3paObOTKU IPOrpaMM JUTsl peaanu3aiii aCHMMET-
puyHOrO NM(pPOoBaHUs U JeiMPpoBaHUSL.
IIporpamMma padoThi:

1. U3y4uTh NPUHITUIIBI ACUMMETPUYHOTO NIM(DPOBAHUS U CTAHAAPTHI
ACUMMETPUYHOTO M (PPOBAHUS.

2. [IporpamMmmHas peanuzanus aCUMMETPUYHOTO M (DpOBaHUS U e -
pOBaHUI.

3. CocTaBUTh U 3alMTUTH OTYET IO Pe3yJbTaTaM padOThI.

Kpatkue cBeeHus1 U3 TeOpuu

Kpunrocucremy, npemnoxennyro Dbl amanem (T. ElIGamal) B 1985 r.,
MOXHO HCIIOJB30BaTh KakK IS MU(POBBIX MOAMUCEH, Tak W I Imdposa-
HUsl. KpunTocToOMKOCTh ompeiessieTcs TPYAOEMKOCTbIO BBIYUCICHUS JUC-
KPETHOTO Jiorapru(mMa HaJl KOHEYHBIM TTOJIEM.

Jlns reHepaniu maphl KJIIOYEH CHayajga BBIOMPAIOTCS MPOCTOE YHUCIIO p
W JIBa CIIyYaHBIX YMCJIa, § U X; 00a ITHUX YUCIA JOHKHBI OBITH MEHBIIE p.
3aTeM BBIYUCISACTCS

y=g“modp.

OTKpBITBIM KJIIOUOM SBJISIOTCS ¥, § U p. 1 9, 1 p MOXKHO caenaTth 00-

IUMH JJIS TPYIIBI TTob30BaTenie. CeKpeTHBIM KITIOUOM SIBISICTCS X.
Bvluucnenue u npogepra noonucu.

Uto6bsl moamnucarh cooOmeHne M, cHadama BbeIOMpaeTCs CiaydailHOe

amcyio K, B3auMHO mpoctoe ¢ (p—1). 3arem BermcisieTcs a=g“modp, u ¢
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MOMOIIBI0 ~ pacHMpeHHOTo  ajnropuTMa  EBkiuMga w3 ypaBHEHUS
M =(xa+kb)mod( p—1) maxomurcs b. Ioamuceio sBIsAETCA Mapa ducen: a
u b. CnydaitHoe 3HadeHHe K JMODKHO XpaHHTBCSA B cekpere. Jyis mpoBepku
MOAMUCH HEOOX0AUMO YOeIUThCS, YTO

y*x"mod p = g" mod p.

Kaxkiaast HOBasi MOANKMCH TpeOyeT HOBOTO 3HaueHUs K, U 3TO 3HAYCHHE
JOJDKHO BBIOMPATHCS CIydaWHBIM 00pa3oM. EciiM 3J0yMBIITIEHHUK PacKpOeT
K, mcronp3yeMoe abOHEHTOM, OH CMOJKET PACKPBITh CEKPETHBIN KiIH0Y X. Eciu
3JIOYMBIIITICHHUK CMOYET TMOJIYYUTh JBa COOOICHUS, MOAMMUCAHHBIC TIPU T10-
MOIIM OJIHOTO M TOTO e K, OH CMOXeT pacKphITh X, Jaxke He 3Has K.

YucjaeHHBIA IpUMeEp
Bribepem p =11 u g = 2. [IycTh cexkpeTHbIN K104 x = 8. Beruucaum
y =g*mod p =28mod11=3.

OTKpBITHIM KJIOUYOM SABASIIOTCAY =3, =2up = 11. YTtoOsl noanu-
catb M = 5, cHaualla BbIOepeM ciaydailiHoe unciio K = 9. YOemumcs, 4ro
gcd(9,10) = 1. Hamee BeramcauM a =g mod p=29modll=6. 3atem c mo-
MOIIBIO PACIIMPEHHOIO ajiropuT™Ma EBkaupga Haiigem D W3  ypaBHEHUS
M =(xa+kb)mod(p—1):

5=(8-6+9-b)mod10.
Pemenne: b =3, a mognuce npencrasiser coboii mapy: a=6 u b = 3. s
IIPOBEPKH HoinuckH yoemumcs, uro y*x°mod p = g™ mod p:
3663 mod 11 =25 mod 11.
Hugposanue/oewmugposanue.

Jna umdpoBaHus cooOmeHuss M cHayvalla BbeIOMpaeTcs ciydaiiHoe

yucio K, B3aMMHO-IIPOCTOE C —1). 3arem BemmcIIOTCT a=0“modp,
p g P

b=y*M mod p.
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[Mapa (a, b) sBisercs mmMppoTEKCTOM.

Jlnst nenmdpoBanus (a, b) BeMHCIICTCS

M :Exmod p.
a

[IpeoGpasoBanue oOpaTuMo, Tak kKak a* = g mod p.
[To cytn onucanHoe npeoOpa3oBaHUE — 3TO TO K€ caMOe€, UTO U IKC-
MOHEHIMAJbHBIN KIIoueBo oOMeH 1o Auddu-Xenamany, 3a UCKIIOUYEHUEM

TOTO, YTO ) — 3TO YacTh KJIt04Ya, a Mpu MM (PPOBaHUU COOOICHUE YMHOXKAECTCA

Ha Y.

Jlaboparopuasi padora Ne 8

Pa3paboTka mporpaMMHOTO CpeJCTBa JJIsl peaanu3aluy alropuTMa

128-6utoBOTO MU (PPOBAHUSL CO CTATUYECCKUM 128-OUTOBBIM KJIHOUYOM

MeToj 3KCIOHEHITMAIBHOTO KiroueBoro ooMena Juddu-Xemimana —
nepBasi KpUNTOCUCTEMA C OTKPBITBIM KJIt0oUuoM — ObUT u3o0pereHn duddu (W.
Diffie) u Xemmmanom (M. Hellman) B 1976 roay. KpunrocroiikocTh MeTOa
OMpeAesieTcsl TPYIOEMKOCThIO BBIYMCICHUS JUCKPETHOTO jorapudma. Me-
TOJ MOXKET OBITh MCIIOJB30BaH JUIsl pacupesieiieHus] Kirodeld — 1Ba aODOHEHTa
MOTYT BOCHOJB30BaThCSI UM JUIsl T€HEPAIIMU OOIIEr0 CEKPETHOro KIIHYa, HO
€ro HeJb3s UCIOJIb30BaTh I MGPOBaHU U JenmMppPOBaHUs COOOIICHUN.

Cnauana aboHeHTHI A U b BMecTe BbIOMpalOT OOJbIIME MPOCTHIE YHCIa
n U ¢, Tak, 4TOObl § OBUIO NMPUMHUTHUBHBIM 3JIEMEHTOM B KOHEYHOM TIIOJIE
GF(n). OTn nBa 1enbIX YKClIa XpaHUTh B CEKPETe HEOOA3aTeIIbHO, AOOHCHTHI
MOTYT JIOTOBOPUTHCS 00 MX MCIIOJb30BAHUU MO HECEKPETHOMY KaHaly. JTH
4yyciia MOTYT JaXe COBMECTHO MCIIOJIb30BAThCS TPYIION MOIb30BaTeNe. 3a-

TCM PCATIN3YCTCA CJ'IGI[YIOHII/Iﬁ ITPOTOKOJI:
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e a00OHEHT A BbIOMpAET CilydailHOe OOJBIIOE I1€JI0€ YKCIO X U MOChLIAaeT

abonenty b
X =g*modn;
e a0oHeHT b BeIOMpaeT ciiydalitHOE OOJIBINOE I11€JI0€ YKCJIO Y U IMOChUIAET
a0OHEHTY A
Y =g’ modn;
® a00HEHT A BBIYHCIISIET
k=Y*modn;
e aboHeHT b BerUmCIsCT
k'=XYmodn.

N k, u k' paBasl g¥ modn. HUKTO M3 mpOCHyINMBAOIMX STOT KaHAI
3JIOYMBIIUICHHUKOB HE CMOXET BBIYUCIUTH ATO 3HAYEHHE, UM H3BECTHBI
TobKO N, g, X 1 Y, 1 HE U3BECTHHI X U y. JIJIsl TOMy4eHUs X U y HE0OXOIMMO
BBIYMCIIUTh JUCKPETHBIN yiorapudm. Takum oOpaszom, K — 310 cexpeTHbIl
KIJIFOY, KOTOPBI a0OHEHTHI BBIUHCIISAIOT HE3aBUCHMO. BbIOOp § M 7 MOXeT
3aMETHO BJIUATh Ha KPUMNTOCTOMKOCTh. # JOJHKHO OBITH 00s3aTEIBHO OOJIb-
MM YHUCJIOM: KPUIITOCTOMKOCTh 3aBHCHUT TAK)KE OT TPYIOEMKOCTH Pa3JIOikKe-
HUSI HA MHOXHUTEJIM YHUCeNl TOTO K€ pa3Mepa, 4To U n. MOXKHO BBIOMpATh
ar000¢e g, SBISFOIICeCS TPUMHUTUBHBIM 3JIEMEHTOM; HET IMPUYHH, 110 KOTOPHIM
HeJb3sl ObLI0 ObI BRIOpaTh HauMeEHbIlee BO3MokHOe J. Ha camom paene uucio
g MOXET Aake U HE OBITh MPUMUTHBHBIM 3JIEMEHTOM, OHO JIUIIb JOKHO IT0-
POXKIAaTh JOCTATOYHO OOJBIIYI0 MOATPYNIY MYJbTHIIMKATUBHOM TPYIIbI B
GF(n).

be3 pomonmHuTenbHBIX Mep 0Oe30macHOCTH (BBEACHUS CepTUPUKATOB

OTKPBLITHIX KHIOqeﬁ) ONMCAHHBIN METO KJIIFOUCBOI'O oOMeHa YA3BUM C TOYKH
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3pEHUsS aTakW, W3BECTHON MOJ Ha3BaHUEM «YEJOBEK IocepeauHe» (Iman-in-
the-middle attack).

[Tpennonoxum, 3J10yMBIIVIEHHUK MOXET HE TOJBKO IMOJCIYIIMBAThH CO-
oO1ieHrsT aDOHEHTOB, HO M W3MEHATh U YAAISITh COOOICHUS, a TaKXKe CO3/1a-
BaTh COBEPIIIEHHO HOBBIE JIOKHBIE COOOIIEHUs. Toraa 370yMBIIUICHHUK MO-
JKeT BbIJaBaTh ceOs 3a aboHeHTa b, cooOmaromero 4ro-To abOHEHTY A, WIH
3a A, cooOmaromero 4to-to b. ATaka COCTOUT U3 CIEAYIONMX JTeHCTBHIA:

1. aboneHT A mochuiaeT abOHEHTY b CBOM OTKpPBITHIA Kit0o4. 3J10-
YMBIIUICHHUK TepeXBaThIBa€T €ro M nockuiaetr b cBoit cOOCTBEHHBINH OT-
KPBITBIA KJIIOY;

2. b mocbutaeT A CBOM OTKPBITHIM KJIOY. 3TIOYMBIIUICHHUK TEepexBa-
THIBAET €0 U MOChIIaeT A CBOM COOCTBEHHBIN OTKPBITHIN KIIIOY;

3. korga aboHEHT A mochuTaeT coobOmeHue aboHeHTy b, 3ammdpo-
BaHHOE Ha €r0 OTKPBITOM KJIFOYE, 3JIOYMBIIUICHHUK €ro MmepexBaThiBacT. Tak
KaK COOOIlEHNE B IEUCTBUTEIHHOCTH 3alM(POBAHO HA OTKPHITOM KIIIOYE
3JIOYMBIIUIEHHUKA, OH pacum@poBHIBA€T €ro, CHoBa 3anm@poBbIBACT Ha
OTKpBITOM Kitoue aboHeHTa b u moceutaet ero b;

4. xorna b nmoceinaet coobiieHne aboOHEeHTY A, 3anmppoBaHHOE Ha €€
OTKPBITOM KJItOU€, 3JIOYMBIIUICHHUK €ro MepexBaThiBacT. Tak Kak cooOIre-
HUE B ICCTBUTEIBHOCTH 3alllM(PPOBAaHO Ha OTKPHITOM KJIFOUE 3JI0YMBIIUICH-
HUKa, OH pacim(pOBBIBAET €ro M 3aTe€M CHOBA 3alM(POBLIBAET HA OTKPHI-
TOM KJItou€ A M IOChUTaeT aOOHEHTY A.

ATaka BO3MOKHA, JaXe €Clid OTKphIThie Kitoun A u b xpansitca B Oa-
3¢ JAHHBIX. 3JIOYMBIIUICHHUK MOXET MepeXBaTUTh 3ampoc A K 0a3e JaHHBIX
U MMOJMEHHUTH OTKPBHITHIA K04 b cBomM coOcTBeHHBIM. TO XK€ camoe OH MoO-
KET CJeJaTh U C OTKPBITHIM KJIIOUOM aOOHEHTa A. 3JIOYMBIIUICHHUK MOXKET

aTakoBaTh 0a3y MAHHBIX U MOJMEHUTH OTKPHITHIE KiItouu b u A cBouMH C00-
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CTBEHHBIMHU. 3aTeM, JOXKJIABIIMCh, KOrga aOOHEHThl HAYHYT OOMEHMBATHCS
COOOIICHHUSIMU, OH BBITOJHAET MepexBaT u noaMmeny. [logoOHas araka Becbma
s dekTuBHa, Tak Kak Yy A U b HET BO3MOKHOCTU TIPOBEPUTH, ICUCTBUTEIHHO
JU OHM OOWIAIOTCS UMEHHO JIpyr ¢ Apyrom. Eciii BMENAaTeNbCTBO 370YMBIII-
JIEHHUKA HE MPUBOJUT K 3aMETHBIM 3aJiepKKaM IpH Iepenade COOOILIECHU,
a0OHEHTHI HE CMOTYT OOHAPYKUTh, UTO KTO-TO, PACIIOJOKEHHBIA MEXKIY HU-
MU, YUTAET BCE UX CEKPETHBIE COOOIICHUS.

Kaxxp1ii aOOHEHT KpPUNTOCETH MOXKET ONYOIMKOBATh CBOM OTKPBITHIN
ko4 X =g *modn B oOmeit 6a3e ganHbX. Ecan aboHEeHT A 3axoder ycra-
HOBUTH CBSI3b C a0OHEHTOM b, eMy moHagoOUTCS TONBKO MOJYYUTh OTKPHI-
ThI K04 b 1 3arem creHepupoBaTh OOUMM CEKpeTHBIM Kitod. OH MOXKET
3anm@poBaTh COOOIICHUE ITHUM KIIOYOM U mociiath ero b. AOoHeHT b u3-
BJICYET OTKPBITHIA KJII0Y A WM BBIYMCIWAT OOIMH CEKpeTHBIM Kitod. Kakmas
napa abOOHEHTOB MOXET HCIOJb30BaTh YHUKAJIbHBIM CEKPETHBIM KIIOY; HE
TpeOyeTCsl HUKaKUX MPeIBapUTENbHBIX OOMEHOB JaHHBIMU MEX]y HUMHU. OT-
KPBIThIE KIJIIOYM JOJDKHBI MPOUTH CepTU(UKAINIO0, YTOOBI MPEJOTBPATUTH
aTaKu, CBA3aHHBIE C MOJMEHOM KIIIOYEH (B MEPBYIO OYEpEnb s MPOTHUBO-
NEUCTBUS aTaKe «YEJIOBEK MOCEPEANHEN), U TOJDKHBI PETYISIPHO MEHSTHCS.

IlIpomokon knoyego20 0bMeHa 0 HECKOIbKUX YUACMHUKOB

OnucaHHbIl BbIIIE MPOTOKOJ KIOYEBOIO OOMEHa JIETKO MOKHO pac-
HIMPUTH AJIA Ciaydasl Tpex U 0ojiee yuaCTHUKOB. B mpuBOAMMOM HMKE NTpUMeE-
pe A, b u B BMecTe reHepupyroT OOl CEKPETHBIN KITIOY.

A BbIOMpaeT ciydailHOe OOJBINOE IEJI0€ YUCIIO X U BBIUUCIACT
X =g*modn.

b BeIOupaeTr ciaydaitHoe OOJBINOE 11€JI0€ YUCIIO Y ¥ TOCchUlaeT aboHeHTy B
Y =g’ modn.

K BeiOMpaer ciaydaiiHoe OOJBIIOE 11€JI0€ YUCIIO Z U MOChUTaeT a0OHEHTY A
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Z =g°modn.

A niocertaetr b

Z'=Z"modn.
b nmoceutaer B

X"=XYmodn.
B noceiiaer A

Y'=Y*modn.
A BbpIUHCISACT

k=Y"modn.
b Beruncisier

k=2Z""modn.
B BeMMCHSIET

k=X""modn.

Xyz

Cexpernblii kimou K paBeH g modn, u HUKTO U3 MOACTYIIMBAIONIAX
KaHaJIbl 3JIOYMBIIUIEHHUKOB HE CMOXET BBIYUCIUTH 3TO 3HaueHue. [Iporokon
MOYKHO JIETKO PacCIIMPUThH JUIS YeThIpeXx W 00jee y4aCTHHKOB, MPOCTO H0OaB-
JSIFOTCA YYACTHUKHU M ATAlbl BBIYUCICHUMN.
OOHOCMOPOHHAS 2eHepayusl Koyda
Otor Bapuant Mmetona uddu-Xennmmana mo3BoiasieT A CreHEPUPOBATh

KJIXOY U mociath ero b.
A BeIOHMpaAET ciydaifHOe OOJIBIIOE I1EJI0€ YKCIIO X U TeHEPUpPYyeT

k=g"modn.
b BeIOupaeTr ciaydaitHoe OOJBINOE 11€JI0€ YUCIIO ¥ U MOChUIaeT A

Y =g’ modn.
A noceutaet b

X =Y*modn.

ol



b BeuHCIsAET

-1

Z=Y
k'=X"modn.
Ecim Bce BbIMoHEHO TMpaBuibHO, TO K = K'. TIpenMymmecTBoM 3TOro mMeTona
COCTOHUT B TOM, YTO K MOXHO BBIUMCJIUTH 3apaHee, JI0 B3aMMOJICHCTBUS, U
a0OHEHT A MOeT HmMdpoBaTh COOOINCHUS C IMOMOINBIO K 3a10Jr0 10 ycTa-
HOBJIEHUs coequHeHus ¢ b. OH MoXeT mocinath COOOIIEHUE Cpa3y MHOXKe-
CTBY a0OHEHTOB, a MepeAaTh KJIHY MO3/IHEE — KaXJIOMY B OTJCIHHOCTH.
3ananue Ha Ja00paTOpHYIO padoTy

1. Pa3paborats nporpamMmmy ajist iMppoBaHus/ AeNMPPOBAHUS 1O CXEME

Onbel amans.
Ne Moyib
BapuaHTa | KpUITorpadgudeckon
CXEMBI
1 1009
2 1013
3 1019
4 1021
5 1031
6 1033
7 1039
8 1049
9 1051
10 1061
11 1063
12 1069
13 1087
14 1091
15 1093

2. PazpaboraTs 1Be MporpaMMbl, KOTOPBIC, YCTaHABIIUBAS CBS3b C MPH-
MEHEHHUEM COKETOB, PEAIM3YIOT OJHOCTOPOHHIOI FEHEPAIIUIO KITFOYA.
KoHTpoJ/ibHBbIE BONPOCHI

1. Haznauenue nudpoBoil MOIMKCH.
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2. B uem otnuuue kpuntocxembl Dbl amans or RSA?

3. Ha yeM Ga3upyeTcsa KpUNTOCTOMKOCTh cUcTeMbI Dbl amas?
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