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Tema Ne 4. JlaGopaTopHas padora Ne 1

Pa3paboTka mporpaMMHOI0 CpeACTBa AJIsl peaiu3alii aITOPUTMa HHTEPaK-
TUBHOT'O OJIOYHOTO MHU(pPOBaHUSA U JeITU(POBAHUS
Heab padoTbl: U3yYUTh MPUHIUIIBLI TOCTPOEHUS U QYHKIMOHUPOBAHMS T'€HE-
paTOpOB MCEBAOCIYyYAHBIX MOCIEA0BATENBHOCTEN 11 KpUNTOrpaduuecKux
IPUIOKEHUM.
IIporpamma padoThbI

1. 3yuuTh NPUHIUIIBI NOCTPOEHUA U (DYHKIIMOHUPOBAHUSI T€HEPATO-
POB MCEBAOCIYYalHbIX MOCIEA0BATENIBHOCTEN ISl KpUNTOrpahpuUecKux mnpu-
JI0)KEHUW, OCHOBHBIE CTATUCTUYECKUE TECTHI HA CIYYalHOCTh JAHHBIX MOCHE-
JOBaTEJIbHOCTEN.

2. Pa3zpaboTka mporpaMMsl JJid peajau3aliii 3aJlaHHOr0 reHeparopa
NICEBAOCIYYaHOW MOCIIEI0BATEIBHOCTH U OLICHKH €€ CTATUCTUYECKUX XapaK-
TEPUCTHK.

3. CocTaBUTh U 3alIUTUTH OTUET IO pPe3yiabTaTaM padOTHI.

Kparkue cBegeHus U3 TeOpUHU
Jluneiinbie kKOHTpy HTHBIE reHepatopsl (JIKT) sBisroTrcst reHepaTopaMu
CIEAYIOLIEN CTPYKTYPBI
X, =(a@-x, +b)modm, (1)
rae X, — (N + 1)-blif 9ieH mociie0BaTeNbHOCTH, X, — MPEABIIYIINN YJICH M0-

CJICTIOBATEILHOCTH; KOHCTAHTHI: & — MHOKUTENb, D — HHKPEMEHT, M — MOTYJIb.
[Tepuon maHHOTO TeHEpaTOpa HE MOXKET ObITh Oouybiie M. Ecou @, b u m
BbIOpaHbl MpaBuiIbHO (D 00paTMo MO MOAYIIO M; IS JIFOOOTO TPOCTOTO P,

IEJSIIETO0 M, BBIIOJIHSIETCS a El( mod p); eciid 4 Ienutr m, To a El(mod 4)),

TO reHepaTtop OyJeT reHepaTOpoM C MaKCHMaJIbHBIM MEPUOIOM pPaBHBIM M.

Hanpumep, nukn makcumanerou auHbl 11 JIKD mo momymro 25:



90~ 1~12~8~14 > 5 > 6-+17-+13-19-10
3 x — (11x +1)mod 25 11
7421204 +23 < 2 < 16+-15 «24+18 22

[Ipeo6GpaszoBanue X — (3X + 1) mMod16 He sABIAETCS HUKINYCCKHUM:

<
<

[ | y )
1> 4—-13—>8—>9—->12—>5—0 6—>3—>10—>15—>14—->11—>2—>7

['enepatop (1) siBIETCS OJHOIIATOBBIM T€HEPATOPOM, T.€. UMEIOLIUA

BUA X, ., = f (Xn). JlaHHBI TE€HEpaTOp HEJb3sl UCIOJIB30BaTh B KpUnTorpadu-

YECKUX IPUIIOKEHUAX, ITIOCKOJIBKY OH mpenackaszyem. [IpenckasyeMbiMu sBIISI-

IOTCS BCE TIOJTMHOMHUAIBHBIC TEHEPATOPHI, B TOM YHCJIC KBAAPATUIHBIC
X = (axrf +hx + c) mod m
U KyOM4eCKHE TeHEepaToOPhI
X,y = (ax; +bxZ +cx, +d)modm.

JIKT' coxpaHsIOT CBOIO MOJE3HOCTh JJISi HEKPUTITOTPAPUIECKUX TPHUIIO-
KEHUN (MOAEITUPOBAHUE, UCIOIB3YIOTCS B OOJBIIMHCTBE AMIHUPUYECKUX TeE-
CTOB).

Cosueosbie pecucmpuol ¢ TUHEUHOU 0OPAMHOU CEA3bH0

CIBUTOBBIN PETUCTP C OOPATHOM CBSI3bIO COCTOUT U3 JIBYX YacTEH: CABU-
rOBOTO peructpa u QpyHKIuu oopaTHOM cBsi3U (pucyHok 1.1). CnBuroBslil pe-
TUCTp MpeNCTaBiIsieT coO0i mocneaoBarebHOCTh, OuToB. KosnmuecTBO OUTOB
OmpeAesieTCs NJIUHOW CABUTOBOrO peructpa. Eciau anuHa paBHa N Outam, TO

PETUCTP HA3BIBACTCA N-OUTOBBIM CABUT'OBBIM PCTHUCTPOM.

-
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dyHKYKMA 0BpaTHOM cBA3KN

Pucynok 1.1 — CABUTOBBIN pEerucTp ¢ 0OpaTHOM CBSI3bIO



Bcesikuit pas, korja HeoOX0UMO U3BJIEUb OUT, BCE OMTHI CIBUTOBOTO pe-
TUCTpa CABUTAIOTCS BIpaBo Ha 1 mo3uiuio. HoBbli kpaliHMil JIEBBIN OUT SIBJISI-
eTcsi (yHKIIUEH BCeX OCTalbHBIX OUTOB peructpa. Ha BrIXoje CABUTOBOIrO pe-
TUCTpPa OKa3bIBACTCS OJMH, OOBIMHO MJIAAIIMK 3Hadamwuii, out. I[lepuomom
CIABUIOBOTO PETUCTPA HA3bIBACTCS JJIMHA MOJIy4aeMOUl MOCJIEeN0BaTEILHOCTH
710 Ha4aJjia €€ MOBTOPEHUSI.

[IpocTeiiiiuM BUIOM CABUTOBOTO PETUCTPA C OOPATHOM CBSI3BIO SIBIISICTCS
JMHCHHBIA CABUTOBBIN peructp ¢ ooparHoii cBsa3bio (linear feedback shift reg-
ister, LFSR). O0OpartHas cBs3b npeacraisieT codoi ¢pynknuo XOR Hekoro-
pBhIX OUTOB PETUCTpPaA, NMEPEUCHb KOTOPBIX HA3BIBAETCS OTBOJHOM MOCIIENOBa-
TeNbHOCTHIO (pucyHOK 1.2). LFSR wamie Apyrux CIBHIOBBIX PErHCTPOB HC-

ITOJIb3YCTCs B KpI/IHTOFpa(I)I/II/I.

—+ by | by by | bs | b | b |—b
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PucyHok 1.2 — CABUTOBBIN pErUCTp C JIMHEHHOW 0OpaTHOM CBSA3BIO

Hanpumep, 4-6utossiii LFSR ¢ otBogoM oT mepBoro u dyerBepToro Ou-
TOB (pucyHok 1.3). Ecnu ero nmpomHunmanuzupoBaTh 3HadeHueM 1111, To go
MOBTOPEHUSI PErucTp OyJeT NMPUHUMATh CIIEIYIOIINEe BHYTPEHHUE COCTOSHMUS:
1111, 0111, 1011, 0101, 1010, 1101, 0110, OO11, 1001, 0100, 0010, 0001,
1000, 1100, 1110. BerxoaHo# mociienoBaTeIbHOCThIO OyAET CTPOKA MITAJIINX

3gavamux outos: 111101011001000.
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Pucynok 1.3 — 4-6utoBsiit LFSR

N-6utoBbiii LFSR MoXeT HaXoAuThCs B OMHOM K3 2" —1 BHYTpPEHHHUX CO-
CTOSIHUM, T.€. TEOPETHUYECKH TAKOW PETUCTP MOXKET I'€HEPUPOBATh MOCIEI0BA-
TEIBHOCTH ¢ meprogoM 2" —1 6uToB. TOJIBKO MPH ONPEAEIEHHBIX OTBOIHBIX
nocinenoBareiabHocTax LFSR nuknnuecku npoiiner uepes Bce 2" —1 BHyTpeH-
Hux coctosiHusa (LFSR ¢ makcumanbHbiM mepuogom). st Toro, 4ToObl KOH-
kpeTHbiii LFSR nMen MakcuManbHbBIN epUojl, MHOTOUYICH, OOpa30BaHHBIA W3
OTBOJIHOU TIOCJIEIOBATEIILHOCTH U KOHCTAHTHI 1, JOJKEH OBITh MPUMHUTHBHBIM
o MoayJro 2. CTeneHb MHOTOYJICHA SIBJISIETCS] JUIMHOW CABHUTOBOTO PETHUCTPA.

[IpuMUTHUBHBIN MHOTOWIEH CTEINEHU N — 3TO HENPUBOJAUMBIA MHOTOYJICH, KO-

n-1
TOPBIN ABJIACTCA ACIUTCIICM X2 +1, HO HEC ABJISICTCA OCJIIUTCIIEM Xd +1 JJIA

Bcex d, sisromuxcs genurenasmu 2" —1. Hampumep, NPUMHUTHBHBIA MHOTO-
YJIEH TI0 MOAYJIIO 2: X2+ X+ X+ X3+ X2+ X+1 wim 32,7,5,3,2,1,0), roe
nepBoe uncio paBHo auHe LFSR u Bce umncna, 3a UCKIIOYEHHUEM TTOCIIETHETO
Bcerjga paBHoro 0, 3aat0T OTBOJHYIO MOCJIEAOBATEIBHOCTh, KOTOpasi OTCYH-
TBIBAE€TCSl OT JIEBOT'O Kpasi CABUIOBOIO peructpa. Takum oOpa3oM, HOBBIA OUT
reHepupyercs ¢ momoiisio XOR Tpuamate BTOpOro, CEAbMOro, MmiaToro, TpeTh-
€ro, BTOPOro U MEPBOro OUTOB (PUCYHOK 4), IIUKIMYECKH MNPOXOs 1O MOBTO-
perus yepe3 2% —1 3HaUeHUIA.
Kox mms LFSR(32, 7, 5, 3, 2, 1, 0) Ha s3b1ke C:
int LFSR () {



static unsigned long ShiftRegister = 1;
ShiftRegister = ((((ShiftRegister >> 31)
A(ShiftRegister >> 6)
A(ShiftRegister >> 4)
A(ShiftRegister >> 2)
A(ShiftRegister >> 1)
A ShiftRegister))
&0x00000001)
<<31)
| (ShiftRegister >> 1);
return ShiftRegister & 0x00000001;

}
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Pucynok 1.4 — 32-6utoBbiii LFSR ¢ MakcuManpHO#M JTHMHOM

[Ipu BbIOOpE TMPUMHUTHUBHOTO MHOTOYJIEHA HEOOXOIUMO PYKOBOJICTBO-

BaTbhCA CIICAYHOIIUM.

1. Ecin p(X) MPUMHUTUBEH, TO IPUMHUTUBEH U X" p( %) Hampumep, ecnu

npUMHUTHBEH (@, b, 0), To mpumuTHBeH 1 (4, a — b, 0).

2. beicTpee Bcero mporpaMMHO PEaTH3yIOTCSl IPUMHUTHBHBIC TPEXUICHBI (T.C.
paspsuKeHHbIE MHOTOYJIEHBI), T.K. JJIS T€Hepallid HOBOrOo OMTa HY)KHO BBI-
noHATh XOR TOapKO IBYX OMTOB CABUTOBOTO peructpa. OmHako, paspe-
’KCHHOCTb SBIISICTCS HCTOYHHUKOM CIIab0CTH reHepaTopa, KOTOPO# J0CTaToy-
HO TSI BCKPBITUS aaroputMa. s kpunrorpapuueckux arOpUTMOB JIyUIIE
HCIIOIb30BaTh IJIOTHBIE IPUMHUTHBHBIC MHOTOWICHBI, T.€. Y KOTOPHIX MHOI'O

MHOT'OYJICHOB.



LFSR siBRsitoTCS XOpOIIMMU Te€HEpaTOpaMu IMCEeBAOCTYUYalHBIX MTOCIE0-
BaTEJIbHOCTEH, HO OHU 00JaJal0T HEXEIaTeIbHbIM CBOWCTBOM — IOCIEIOBA-
TEJbHbIC OUTHI JIMHEHHBI, YTO JieJIaeT WX OECHOJIC3HBIMU JJIs1 MIU(POBAHUS.
Jns LFSR nnuabl N BHYTpEHHEE COCTOSIHUE MPECTaBIsICT COO0M TMpeabiay-
e N BBIXOJHBIX OUTOB reHeparopa. [loatomy 0e3 3HaHUS CXeMbl 0OpaTHOM
CBSI3U OHAa MOKET OBITh OIpeJesieHa MO 2N BBIXOJAHBIM OWTaM TreHeparTopa.
Kpome Toro, OoJbiue ciiydyallHble YUCia, TEHEPUPYEMbIE C MCIIOIb30BAHUEM
UIYIIMX TOAPSA OUTOB 3TOM MOCJIENOBATEILHOCTH, CHIIBHO KOPPEIUPOBAHHBI.
Hecmotpst Ha 3To LFSR wacto ucnonb3yercs st Co3aHusl aroOpuTMOB mnd-
pOBaHUS.

Cmamucmuyueckue mecmol NCE8OO0CAYUAUHBIX 2EHEPAmMOopPO8

CraTucTuuecKre TECThl PEAIU3YIOTCSl Ha OCHOBE TOYHO OIPE/ICICHHBIX
CTATUCTHUK CIIy4aHOU BBIOOPKH, KOTOPBIC SBISAIOTCS (QYHKIIUSIMU 3JIEMEHTOB
CIIy4aitHOM BBIOOPKHU (HAmpuUMeEp, YUCIIO HyJIeH B IBOMYHOM MOCIIE0BATEIHHO-
ctr). CTaTUCTUKU BBIOUPAIOTCS TAKUMU, YTOOBI OHU ObLITH 3 (PEKTUBHO BBI-

2
YUCJINUMBIMH, U TAKUMHU, YTOOBI OHH COOTBETCTBOBAJIN HOpPMAJIbLHOMY WJIK Y -

pacupeaciICHULO.

ITpennonoxuM, 4To CTaTUCTUKA X CIIy4allHOM MOCIIE0BATEIbHOCTU
uMeeT y°-oe pactpeselieHue ¢ V CTeneHsMu cBo6o bl B Tabmuie 2 npescTas-
JIEHBI 3HAYECHHS TIOPOrOBOM BEJIMYUHBL X, UL 3alaHHOTO YPOBHSI 3HAYUMOCTH
@ ¥ cTeneHn cBoGoIBI V, Takue uto Beinonssercst P(X > X, ) = a. Dto o3Ha-
YaeT, 4TO €CJIU BEJIMUYMHA X CTATUCTUKU BBIOOPKH BBIXOJHOM ITOCIIEOBA-
TEJIBHOCTH yAOBIETBOPSET HEPABEHCTBY Xg > X, TO TECT CUUTAETCS IIPOBA-

JICHHBIM, B IPOTUBHOM CJTy4ae TECT CUUTACTCS IPONICHHBIM.
Ecnu cratuctuka X ciiydaifHas MOCI€0BaTEILHOCTD, pacpeacacHHas

o HopMajibHOMY 3ak0oHY N (0,1), TOTJla B COOTBETCTBUU ¢ Tabnuiei 1 mno 3a-



JIAHHOMY yYPOBHIO 3HAYHMOCTH BHIOMPAETCS MOPOroBas BEMMYMHA X , KOTOpas
yIoBieTBopsieT Beipaxkennto P(X >x,)=P(X <-x, )= %. B sTOM Ciyuae

CCJIM CTAaTUCTKaA YIOBJICTBOPACT HCPABCHCTBY X g > X, , TO TECT CUATACTCA

IMPOBAJICHHbLIM, B IIPOTUBHOM CJIY4dC TCCT CHUTACTCA HpOI\/’I,Z[GHHI:IM.

Tabmuma 1 — IIpolieHTHBIE TOYKU CTaHIapPTHOTO HOPMAIBHOTO pacipeaeICHUS

o 0.1 0.05 0.025 0.01 0.005 | 0.0025 0.001 | 0.0005

x || 1.2816 | 1.6449 | 1.9600 | 2.3263 | 2.5758 | 2.8070 | 3.0902 | 3.2905

[lycTh 3a1aHa IBOMYHAS MTOCIEI0BATENBHOCTD S =S,,S,,S,,...,S, ; JJIAHBI

Nn. PaccMOTpUM OCHOBHBIE SITh CTATUCTUYECKUX TECTOB:
1. YacToTHBI! TeCT (0 HOPA3PSIAHBIN TECT).

B cooTBeTCTBUU C 3TUM TECTOM ONPEAEIAETCS YACIO HYJIEH Ny U eAUHULl N, B

S. Torma craTucTuka

X, = (no—ny)’
n

2
J0JDKHA TIOUYMHSATBCS ¥~ -paclpeieNICHUI0 co cTeneHbio ¢cBo0o bl 1 1 N >10.

2. Tect Ha cepuu (IBYXpa3psiHBIN TECT)
B cooTtBeTcTBUU ¢ TecToM onpenensiercs yuciom nap 00, 01, 10, 11 B nmocie-

J0BaTeNbHOCTH S. OnpenenuM N, U N, Kak KOJUYECTBO HYJIEN U €IUHULL B S,
COOTBETCTBEHHO, a uepe3 Ny, Ny, Ny, N, onpeneaum yucio nap 00, 01, 10,
11, coorBercTBeHHO. Kpome Toro Ny, + Ny, + Ny + N, = (n —1). Vicnons3yemast

CTaTUCTKA B JAHHOM TECTC
4 2 2 2 2 2 2 2

2
MOJYMHEHA )  -paclpeieNICHUIO CO CTeTIeHbI0 CBOOO B 2 11 N > 21.
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3. O0OOIIEHHBIA TECT

n . n
[IycTh M MONOXKUTENBHOE LETOE TAKOE, UTO | — | =5~ (2 ), U mycTh K =| —

m m

Pazenum mociie1oBaTeIbHOCTD S Ha K HElepeceKatoImuXCsl YacTe Kaxkiast

JUTMHOW M, ¥ IyCTh N, OyAeT YMCII0 MOCIeJOBATEIBHOCTEH 1-0r0 THITA JITUHBI

m, 1<i<2". JlaHHbIIi TECT YYUTHIBAET IIOCIEAOBATEILHOCTH UIMHELI M, KOTO-

pBI€ TIOBTOPSIOTCS MPUOIM3UTETBLHOE YUCIIO pa3 B S. CTaTUCTHKA

2" (&
X;==—|>.n’ |-k
k =

2
HOJUYMHEHA ¥ -pacIpeIeeHHIO CO CTENEHBI0 cBOOOasI 2" —1.

4. Tect Ha IHoCJICA0OBATCIIbHOCTHU
I[aHHBIﬁ TECT YUUTBIBACT ITOCJICIOBATCIIBHOCTHU HpOH3BOJ’IBHOﬁ JJIMHBI OKHNa-

emble B S. OKpgaeMoe 9HCIIO MPOMEKYTKOB (M OJIOKOB) JUTUHBI | B CITy4aii-

(n—i+3)
2i+2

paBHO HaUOOJBIIEMY LEIOMY YHCHY | s KoTopoii € > 5. [Tycrs B,, G, Oyner

HOW MOCJIEN0OBATEILHOCTH JUIMHEI N paBHO € = . IIycte K Oyner
|

YHUCJIO OJIOKOB U IIPOMEKYTKOB, COOTBETCTBEHHO, JUIMHBI | B S IS KaXKI01 I,

1<i<k. Crarucruka

2
MOJTYMHEHA y* -pacIpeIeIICHUIO CO CTEIICHBI0 CBOOOIBI 2K — 2.

5. ABTOKOPPEIISIIUOHHBIN TECT
[{enpr0 TaHHOTO TECTA SABISAETCS MPOBEPKA KOPPEIALMU MEXIY ITOCIEN0Ba-

TEIBHOCTHIO S M HE IIMKJIMYECKH CABUHYTOM e¢ camoit. ITycTh d Oymer nenoe

qrcino u3 uHTepBana 1<d < L%J . Uucno pa3psaoB B S HE paBHBIX pa3psiiaM B

11



onepatop XOR.

n—d-1
TEX K€ MO3UIUAX TO0Ce caBura Ha d paBHO A(d ) = Z S, @S, 4,rne @ cyTb

i=0

Ta6nuna 2 — [IporieHTHBIE TOUKH pacrpeaeNeHns ¥~

03
v 0.100 0.050 0.025 | 0.010 | 0.005 | 0.001
1 2.7055 3.8415 5.0239 6.6349 7.8794 10.8276
2 4.6052 5.9915 7.3778 9.2103 10.5966 13.8155
3 6.2514 7.8147 9.3434 11.3449 12.8382 16.2662
4 7.7794 9.4877 11.1433 13.2767 14.8603 18.4668
5 92364 11.0705 12.8325 15.0863 16.7496 20.5150
6 10.6446 12.5916 14 4494 16.8119 18.5476 22.4577
7 12.0170 14.0671 16.0128 18.4753 202777 243219
8 133616 15.5073 17.5345 20.0902 21.9550 26.1245
9 14.6837 16.9190 19.0228 21.6660 23.5894 27.8772
10 15.9872 18.3070 20.4832 23.2093 25.1882 29.5883
11 17.2750 19.6751 21.9200 24,7250 26.7568 31.2641
12 18.5493 21.0261 23.3367 262170 28.2995 32.9005
13 19.8119 22.3620 24,7356 27.6882 20.8195 34.5282
14 21.0641 23.6848 26.1189 20,1412 31.3193 36.1233
15 223071 24,9958 27.4884 30.5779 32.8013 37.6973
16 23.5418 26.2962 28.8454 31.9999 342672 39.2524
17 24,7690 27.5871 30.1910 33.4087 35.7185 40.7902
18 250894 28.8693 31.5264 34.8053 37.1565 423124
19 27.2036 30.1435 32.8523 36.1909 38.5823 43.8202
20 284120 31.4104 34.1696 37.5662 39.9968 453147
21 206151 32.6706 35.4789 38.0322 41.4011 46.7970
22 30.8133 33.9244 36.7807 40.2894 42 7957 482679
23 32.0069 35.1725 38.0756 416384 441813 497282
24 33.1962 36.4150 39.3641 429798 455585 51.1786
25 34.3816 37.6525 40.6465 443141 46.9279 52.6197
26 35.5632 38.8851 419232 456417 482899 54.0520
27 36.7412 40.1133 43,1945 46.9629 49 6449 55.4760
28 37.9159 413371 44 4608 482782 50.9934 56.8923
290 39.0875 42 5570 457223 49 5879 52.3356 58.3012
30 40.2560 43 7730 46.9792 50.8922 53.6720 59.7031
31 414217 44 9853 482319 52.1914 55.0027 61.0983
63 77.7454 82.5287 86.8296 92.0100 95.6493 103.4424
127 147.8048 1543015 160.0858 166.9874 | 171.7961 181.9930
255 2843359 | 2032478 | 301.1250 | 3104574 | 3169194 | 3305197
511 552.3739 | 564.6961 575.5208 5882978 | 597.0978 | 615.5149
1023 || 1081.3794 | 1098.5208 | 1113.5334 | 1131.1587 | 1143.2653 | 11684972
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CrarucTuka

NOJYMHEH CTaHJAapPTHOMY HOpPMAaJIbHOMY pacmpezeneHuto, ecau n—d >10.
[Tpumep. PaccMoTpuM HeclTyqaiiHy10 MOCIEA0BATEIFHOCTD S JUTHHOIO

N =160, nosy4eHHyI0 ITIOBTOPEHUEM CIICIYIOIIEH MOCIEA0BAaTEILHOCTH 4 pa3a:
11100 01100 01000 10100 11101 11100 10010 0O1001.

1. YactoTHslil TeCT. Ny =84, N, = 76 1 BeJIMYMHA CTATUCTHKU
X, =04,

2. Tect Ha cepun. Ny, =44, ny, =40, n, =40, n, =35 u BeaMuuHa
cratuctuku X, =0.6252.

3. 0606menunsii tect. Umeercs m = 3 u k= 53. boxu 000, 001, 010,
011,100,101, 110, 111 BcTpeuarorca 5, 10, 6,4, 12, 3, 6 u 7 pa3, COOTBET-

CTBEHHO, U BEJINUMHA CTATUCTUKU X, =9.6415.
4. Tect Ha nmocnenosarensHocTH. € = 20.25, €, =10.0625, e, =5 u Kk

= 3. Torma umerorcs 25, 4, 5 6;10k0B aiuHE 1, 2, 3, cooTBeTCTBEHHO, U 8, 20,

12 mpoMexyTKOB JyiuHBI 1, 2, 3, COOTBETCTBEHHO. BemnunHa cCTaTUCTUKHY

X, =31.7913.

5. AsrokoppensinonHsiid TecT. Ecnu d = 8, Torna A4(8) = 100. Benn-

YyHMHa cTaTUCTUKH X, = 3.8933.
g ypoBHs 3Haunmoct ¢« = 0.05 noporossie Beanuussl i X;, X,,
X,, X,u X, paBHbl 3.8415, 5.9915, 14.0671, 9.4877 u 1.96, cCOOTBETCTBEHHO.

Kak BuaHO 3aaHHas MOCIIEI0BATEILHOCTD YCIIEIITHO MPOIIJIa YaCTOTHBIN, TECT
Ha cepuu U 0000IIEHHBIN TECT, HO IPOBAJIMIIA TECT Ha MOCIEI0BATEIbHOCTH U

ABTOKOPPEISALMOHHBINA TECT.
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3ajanusa Ha J1adopaTOpPHYIO padoTy
1. Hamncates mporpamMmy it reHepaTopa MceBI0CIy4aiiHOM MOCIeI0Ba-
TEJIBHOCTH U CTEHEPUPOBATH MOCIIEIOBATEILHOCTD PABHYIO IEPUOLY F€HEpa-

TOpa. 3anmucaTth MOJYYEHHYIO TTOCIEA0BATEIbHOCTh B (paii.

['eneparop No BB LFSR
I'enepatop I'edda 1 (16,5,3,2,0)
MysbTunsecop (8,4,3,2,0)
28] (32,7,6,2,0)
LreR2 g 2 (24,4,3,1,0)
W (20,3,0)
(12,6,4,1,0)
LFSR-3 > o~ 3 (32,7,6,2,0)
(28,3,0)
LFSR-1 (16,5,3,2,0)
b=(a) A ay) ®((—a)) n a3)
Ecau pmuaer LFSR paBHBI N1, N2, N3, COOT-
BETCTBCHHO, TO IIEPUOJI 'eHEepaTOpa paBeH
HAaUMEHBIIIEMY O0IIEeMY JCIIUTEIIIO IEPHUOIOB
TPEX F'eHEePaTOPOB
I"'eneparop «crom-nomen» Beth-Piper 4 (32,7,5,3,2,1,0)
———au (12,6,4,1,0)
e
[rons (16.5.3.2,0)
‘ (12,6,4,1,0)
6 (20,3,0)
(28,3,0)
(16,5,3,2,0)
Yepenayronuiics TeHepaToOp «CTOM-TIOIICID) 7 (12,6,4,1,0)
e (16,5,3,2,0)
IETML;\ (24,4,3,1,0)
b— o0 8 (8,4,3,2,0)
1 (32,7,6,2,0)
o0 LFSR-3 (16,5,3,2,0)
9 (28,3,0)
(32,7,5,3,2,1,0)
(16,5,3,2,0)

14



[Toporoselii reHepaTop 10 n=3,(32,7,6,2,0)
(28,3,0)
(16,5,3,2,0)

11 n=>5,

bt (32,7,5,3,2,1,0)
(16,5,3,2,0)
(24,4,3,1,0)
(8,4,3,2,0)

b=(ay Aa2) ® (a; Aaz) ® (a2 A a3) (20,3,0)

12 n=5, (16,5,3,2,0)
(12,6,4,1,0)
(32,7,6,2,0)
(24,4,3,1,0)
(28,3,0)

LFSR-!

LFSR-2

DyHKUMSA
MaXop1poBaHuUA

LFSR-3

LFSR-n

Kackajg N'omimanna 13 K =3, (20,3,0)

WL L L (24,4,3,1,0)

28,3,0

Lwwt | ) ' )} ' )= 14 f(: 3, 28,4,3,2,0)
(32,7,6,2,0)
b ‘ ‘ (16,5,3,2,0)
15 K =3, (32,7,6,2,0)
(28,3,0)
(16,5,3,2,0)

2. Hanucars mporpaMmy JJisi TECTUPOBAHUS 33JJaHHOTO B T€HEpaTopa
IO IISITU OCHOBHBIM TECTAaM.
KoHTpoJbHbIE BONPOCHI
1. YUto takoe LFSR?
2. Kak mocTpouth MCEeBAOCITYUYalHBIM T'€HEpaTOp Ha OCHOBE PETUCTPA
caBura?

3. Kakue TecThl Ha ciTy4aitHOCTh BaM U3BECTHBI?
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Tema Ne 4. JlaGoparopnas padora Ne2

Pa3zpaboTka mporpaMMHOI0 CpeJCTBa JIJIsl peain3aluy airopuT™Ma mudpoBa-
nus u gemmdponanus no 'OCT 28147-89
Heab padoThl: U3yYUTh TPUHIUIIEI TOCTPOEHUA U (DYHKIIMOHUPOBAHUS T'E€HE-
paTOpPOB MCEBAOCTYYANHBIX MOCJIEAOBATEIBHOCTEN [JIsi KPUNTOTPaPUUECKUX
NPWIOKEHUN, MOTYYUTh HABBIKM Pa3pabOTKU Mporpamm Jyisi paboThl C JIJTUH-
HBIMU YUCIIAMH 110 MOJYJIFO IIPOCTOrO YUCIIA.
IIporpamma padoThbI

1. U3yunth IpUHIUIIBI TIOCTPOCHUS U (YHKIIMOHUPOBAHUS T€HEPATOPOB
MICEBJIOCTYYalHBIX TOCIEI0BATEILHOCTEN ISl KPUTITOTPAPUIECKUX TPHIIOKE-
HUW, OCHOBHbBIE CTAaTHCTUYECKUE TECThl Ha CIYYAWHOCTh JAHHBIX IMOCIEI0BA-
TEJIbHOCTEMU.

2. Pa3zpaboTka mporpamMMBbl Jid peaju3aiii 3aJJaHHOr0 TeHepaTopa
MICEBA0CIYYaHOW MOCIIEI0BATEILHOCTH U OLICHKH €€ CTATUCTUYECKUX XapaK-
TEPUCTUK.

3. CocTaBUTh U 3alIUTUTH OTUET IO pe3yiabTaTaM paboTHI.

KpaTtkue cBeieHus U3 TeOpun

B nannom nojxoje UCIoNib3yeTcsl B KauecTBe 0a3uca 1Jisi KpUITOCH-
CTEMBI HEKOTOPAsi U3BECTHAS U CIIOKHAs MPpo0IeMa, HampuMep, TEOPETUKO-
yuciaoBas: (aKTOpU3AIUS YUCEI WA HAXOXKJICHUE JUCKPETHOTO Jlorapudma.
Takke Kak U aarOpPUTMBI C OTKPBITHBIMU KIIFOYaMHU, JTAHHBIE T€HEPATOPHI SABJIS-
IOTCSl MEJIJICHHBIMU U TPOMO3JIKUMU.

RSA cenepamop
Anroput™ pyHkimonupoBanus RSA reneparopa nceBnociaydaiiHON To-

CIIEIOBATENBHOCTH Zj,Z,,...,Z, JUTUHHI |:
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1.3anar0Tcs HaYaIbHBIE MApAMETPbl: TEHEPUPYETCS IBa CEKPETHBIX OOJIBIITUX

MPOCTBIX YKCNa P U (, Beraucisiercs N= pq u ¢ =( p—1)(q—1). Betbupaercs
ClIydaitHOe LIeJI0€ YMCIIo € U3 auamna3oHa 1< e < ¢, rakoe uto gcd(e,¢) =1.
2. BbIOHpaeTes Cily4aifHoe CTapToBOE LIEJI0e YHCIO X, U3 nHTepsana [1,n—1].
3. dns i or 1 o | Bemmonusiercs:

3.1. X, « X7, modn.

3.2. Z; <~ MuaAmui 3HaYamum Our X;.

4. BeixoaHas MOCIEI0BATENBHOCTD €CTh Z,Zy,..., Z; .

bezonacHocTh RSA renepatopa onupaeTcsi Ha CI0KHOCTh BCKPBITHS
RSA. Eciu n nocratouno Benuko (pa3psaHocts 1024 6ut), To reHepatop 0e3-

OITaCCH.

Mooudgurayus RSA cenepamopa (Micali-Schnorr RSA cenepamop):

1. 3amaroTca HaYaJIbHBIE TAPAMETPbI: TEHEPUPYETCS IBA CEKPETHBIX OOJBIINX

MPOCTHIX YKciia P U (, BEIYUCISAETCS N=Pg U @ = ( p —1)(q —l). [IpuaumaeTcs
N = Llog2 nJ +1. BeiOupaeTcs ciyyaifHOE 11€J10€ YKCIIO € U3 Arana3oHa

1<e< ¢, rakoe uto gcd(e,4) =1 u 80e < N. [Ipunumaercs kK = LN (l—ng u
e

r=N-k.
2. BeiOupaetcs cirydaifHOe CTapTOBOE IIEJI0€ YHCIIO X, Pa3psAHOCTHIO I

3. 'enepupyetcs mnceBaoCIyYaiHas Mociae0BaTeIbHOCTD JIUHbI K - 1. [l 1 oT

1 no | BeImomHsiercs:
e
3.1. y, < x ,modn.

3.2. X, <= I' cTaplIMX 3HaYaluX pa3psaoB Y.
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3.3. z; « k Mpmapmmx 3Havanmmx pazpsaos Y.
4. BeIxotHAs MOCIIEA0BATEIBHOCTD €CTh Z, || Z, || ...|| Z,, The || — omepaTop koH-

KaTCHallnu.

Micali-Schnorr RSA renepatop 6onee a¢dekruBer yem npoctoii RSA

reHeparop, mOTOMY 4TO NOCPCACTBOM BO3BCACHUA B CTCIICHb 'CHCPHUPYIOTCA

2 .
cpazy | N|1—— a3psa0B BEIXOJJHOM ITOCIIeA0BaTeILbHOCTH. Hanpumep, € =
pasy e pasp pumep

3u N=1024, rorna k = 341. Kpome Toro, KaxJjo¢ BO3BEJICHUE B CTCIICHb
BKJIIOYAET TOJIBKO OJTHO BO3BEACHHE B KBaApaT MO MOAYJIO I = 683-pa3psaHoe
YHUCJIO U OJJHO MOJYJISIPHOE YMHOKEHUE.
Blum-Micali cenepamop
be3onacHOCTh ATOTO TeHEpaTopa OMpPEAesIeTCs] TPYAHOCTHIO BBIUKCIIEC-

HUS TUCKPETHBIX Jiorapudmos. IlycTs g u p — npoctele uncna. Kinrou X, Hauu-
HaeT IMpoLece:

X. < g, modp.

-1
BeixonoMm reneparopa ssisercs 1 ecnu X, < ( P % 1 0 B IPOTUBHOM CITy-

yae. Eciu P A0CTAaTOYHO BEIIMKO, YTOOBI BEIUUCIICHUE AUCKPCETHBIX norapn(l)-

MOB MOd P crano pu3nYecKr HEBO3MOKHBIM, TO 3TOT I'eHepaTop Oe30ImaceH.

Blum-Blum-Shub cenepamop ncesoocryuaiinvix paspsoos
['eneparop c kBaapatuuHbiM ocTaTkoM (BBS reneparop) ocHOBBIBaeTCS
Ha CJIOKHOCTH (DaKTOpHU3AIMH YHCIIa.

Anroputm BBS reneparopa:

1. 3amaroTcst HaYaIbHbBIE TAPAMETPBL: TEHEPUPYETCS JBA CEKPETHBIX MPOCTHIX

yucia P U (, KKl U3 KOTOPBIX KOHTPY3HTEH 3 IO MOYJIIO 4,BEIYUCIISIETCS

nN=pq.
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2. BeiOupaeTtcs ciaydaitHoe 11e710€ YUCII0 S U3 MHTepBaia [1, n —1] TaKo€ 4TO

ng(S, n) =1 u BeIUHCIACTCS X, <— s?modn.
3. s i ot 1 mo | BeImonHsieTCs:

3.1. X, < x’, modn,

3.2. Z; - MIaAuni 3Ha4aIun OuT X;.

4. BpIX0Has MOCIIEN0BATEIbHOCTD €CTb Z,7Z,,..., ;.

FeHepauHﬂ Kaxa0ro HCGBHOCquaﬁHOFO ourta Z, BKJIFOYA€T OIHO BO3BE-

JIEHUE B KBaJpaT 1o MoAyJito. Eciau N gocratouyno Benauko (paspsaHocts 1024
out), To reneparop Oe3omaceH.
3ajanue Ha J1ab0opaTOpPHYIO padoTy

1. HanucaTte nmporpaMmy Jjisi FEHEPATOPOB U MPOBECTU UX TECTHPOBAHUE

Neo BB ['enepartop Neo BB
1 | RSA reneparop 8 Blum-Micali reneparop
p=1019, q=1021 p = 103483
2 | RSA reneparop 9 Blum-Micali reneparop
p=1031,q=1033 p = 103591
3 | RSA reneparop 10 | Blum-Micali reneparop
p =1039, q = 1049 p =103703
4 | Micali-Schnorr RSA renepa- | 11 | Blum-Micali renepartop
Top p = 1051, g = 1061 p = 104399
5 | Micali-Schnorr RSA renepa- | 12 | Blum-Blum-Shub renepa-
Ttop p = 1063, g = 1069 Top p = 1103, g = 1109
6 | Micali-Schnorr RSA renepa- | 13 | Blum-Blum-Shub renepa-
Top p = 1087, g = 1091 Top p=1117,9=1123
7 | Micali-Schnorr RSA renepa- | 14 | Blum-Blum-Shub renepa-
Top p = 1093, g = 1097 Top p = 1129, g = 1151
15 | Blum-Blum-Shub renepa-
Top p = 1153, g = 1163

2. Hanmucates mporpamMmy [ TECTUPOBAHUS 3aJJaHHOTO B TE€HEPATOpA

I10 IIATH OCHOBHBIM TCCTAaM.
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Ancopumm sviuucienus a® modm

r
Tpencrasum d B 1BonuHOI cucteme cuncienns d = » d; -2 . Iomo-
i=0

KHM @, =a ¥ 3areM st i = 1, ..., I BolancmM & =a’; -a® (modm). a, ects

MCKOMBIi BbueT a° modm.

Aneopumm mMoOyIbHOSO YMHONCEHUS

F=0
G=0
forifromnto 0 do
begin

F = 2*F + A*b;

Q = |F/n|

F=F-Q*n
end
return (F)

Aneopumm mMoOyIApHOU pedyKyuu uepe3 COKpaujeHue papsaoHocmu

[i]

kLo
A(j+1)zZ‘2"p{A(j)} A j=0,1,2 ...,
i=0

i :
rae {0}[] — omeparop M3BJICUECHUA |I-TO pa3psja ABOWYHOTO MPEICTABICHUA

+ o
qucia, .|p — BBIUYCTHAsA (1)YHKHI/I$I, BO3Bpamaronmasa HanMCHbIIWMHWU HCOTPHULA-

TEJbHBIA BHIUET JAHHOTO YKCIIa 10 MOAYJIIO P.
KoHTpoJibHBIE BONIPOCHI
1. Ha yem Oa3upyercs CTOMKOCTh T€HEPATOPOB ICEBAOCIYYaWHbBIX YH-
ceJl, UCCJIEOBAHHBIX B JJabopaTopHOM padoTte?
2. Kak peanu3oBaTh BO3BEIICHHE B CTEIICHBb YHCET OOJBIION pa3psIHO-
CTU MO OOJIBIIIOMY MOJYJI0?
3. CpaBHHUTE pe3yIbTaThl TECTOB T€HEPATOPOB U3 MEPBOM JIAOOPATOPHOI

paboOTHI C TECTAMU BTOPOM pabOTHI.
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Tema Ne 4. JlaGoparopHasi padora Ne 3

Pa3zpaboTka mporpaMMHOI0 CpeJCTBa JIJIsl peain3aluy airopuT™Ma mudpoBa-
HUA U aemudpoBanus kpunrtocucteMbl RC5
Heab padoThl: M3yUnUTh MPUHIUIIBI OJIOYHOTO MU(POBAHMS, MOTYUYNUTh HABBI-
KU pa3pabOTKX MporpamMM i peanu3anuu 0;109HOro mudpoBaHus U A (-
pOBaHUSI.
IIporpamma padoThbI
1. N3yuutsb pexxumbl mudpoBanus OJOYHBIX MUGPOB U CTAHIAPTHI 0104-
HOTO MU POBAHUA.
2. Pa3zpaboTka nmporpaMmsl Jjisl peasin3aiuu 0J049HOTO0 mru(poBaHus U ae-
¢ poBaHUSL.
3. CocTaBUTH U 3alTUTUTH OTYET MO pe3yJbTaTaM padOoThl.
Kparkue cBegeHus U3 TEOpUHU
Kpunrtorpadudeckoe mnpeoOpa3oBaHHE COCTABISIET OCHOBY JIFOOOTO
osnounoro mudpa. [Ipsamoe kpunrorpapuueckoe npeodpazoBanue (mudpo-
BAaHWE) MEPEBOJUT OJIOK OTKPHITOrO TEKCTa B OJOK MIM(POTEKCTA TOU XK€
nuHabl. OOpaTtHOe kpunrorpadudyeckoe npeoOpa3zoBanue (AemnppoBaHUE)
nepeBoAUT OJIOK MU(POTEKCTA B UCXOHBIA OJIOK OTKpBITOro Tekcta. HeoO-
XOJIMMO€ YCJIOBHUE BBITIOJHEHHS KaK MPSMOTO, TaK U OOpaTHOTO KPHUITOTpa-
¢uueckoro nmpeodopazoBaHus — Haauuue cexkpeTHoro kiwoua. [Iludpsel, B KO-
TOPBIX TpsAMOE W OOpaTHOEe MpeoOpa3oBaHMs BBIMOJHSAIOTCS Haja OJIOKaMu
(UKCUPOBAHHOW JJIMHBI, HA3BIBAIOTCA OJOYHBIMHU. J[JIsT MHOTHX OJIOYHBIX
mu@poB pa3psaIHOCTh OJ0Ka coctaBisier 64 outa. [Ipsimoe kpunrtorpaduye-
CKoe MmpeoOpa3zoBaHKUe 00J1aJaeT CACAYIOINIMM CBOMCTBOM: pa3IMYHbIC OJIOKU
OTKPBITOTO TEKCTa OTOOpaXKaloTCAd B pa3finuHbie Oyioku mudpotekcra. [Ipu
o0paTHOM IIpeoOpa3oBaHUM COOTBETCTBHE coxpaHsercs. IIpsmoe npeobpa-

30BaAHUC MOXKHO pacCMATpHUBAThb KaK INCPCCTAHOBKY HAa MHOKCCTBC COO6IHC-
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HUWA ¢ (UKCHPOBAHHBIM pa3MepoM Oio0ka. Pe3ynbTar nmepecTaHOBKHM HOCHUT
CEKpPETHBIN XapakTep, 4YTO OOECHEUMBAECTCS CEKPETHHIM KOMIIOHEHTOM —
KIJIFOYOM.

[IpuHIIMTT UTEPUPOBAHUS SIBJISCTCS OCHOBHBIM MPH pa3pabOTKe KPHUIITO-
rpadUuecKuX MpeoOpa3oBaHUN U 3aKIIOYAETCA B MHOTOKPATHOM, COCTOSIIIEH
U3 HECKOJIbKUX ITUKJIOB 00pabOTKe OJHOro OJ0oKa OTKpPHITOro Tekcra. Ha
KQKJIOM LIMKJIE JAHHbIE MOJBEPralOTCs CIEUaIbHOMY MPEOOPa30BAHUIO MPU
y4aCTUU BCIIOMOTATEIBHOIO KJII04a, MOJYYEHHOrO U3 3aJJaHHOTO CEKPETHOIO
kiova. BeiOop uncna nukioB onpeaensiercss TpeOOBAaHUAMHU KPUITOCTOMKO-
ctid U 3(pdexTuBHOCTU peanuzanuu OjouHoro mudpa. Kak npasuio, yem
00JIbIIIE IUKJIOB, TEM BBIIIE KPUNTOCTOMKOCTh U HUXKE 2 PEKTUBHOCTH pea-
nuzanuu (OoJible 3ajepkka npu mudppoBaHuu/aemupoBaHun) O0JIOUYHOTO
mudpa, u Hao6opoT. Tak, Hanpumep, B ciaydae DES (penepanbHblil Kpunto-
craggapt CIIIA) nis Toro, 4To0bI Bce OMTHI MMPPOTEKCTA 3aBUCETN OT BCEX
OMTOB KJIIOYA U BCEX OMTOB OTKPBITOT'O TEKCTa, HEOOXOAUMO 5 IIUKJIOB KPHII-
Torpadudeckoro mpeodpazoBanusi. DES ¢ 16 nmuknamu obGnagaer BBICOKOU
KPUNITOCTOMKOCTBIO 110 OTHOIICHHUIO K Py KPUNTOAHATUTHYECKUX aTaK.

Koncmpyxkyus @eticmens

Konctpyxkius ®eticrens (H. Feistel), wnmm cerp deiicrens, npencrapiseT
co0ol Pa3HOBUIHOCTb UTEPUPOBAHHOTO OnouHoro mudpa. [pu mudposanuu
OJIOK OTKPBITOrO TE€KCTa pa3OMBaeTCA Ha JIBE paBHbIE YacTH — MPaBYIO U Jie-
By10. O4eBHIHO, UTO JIJTMHA OJIOKa MPU ATOM JOJKHA ObITh yeTHOM. Ha kax-
JIOM IIMKIIE OJHA M3 YacTel MoJBepraercs MpeoOpa3OBaHUIO MPU MOMOIIU

¢ynkuuu f u BcmomoratenbHOTO Kito4a K., MoJiydeHHOTO U3 HCXOHOTO CEK-

peTHOro Kito4da. Pe3ynpTar onepanuu CyMMUPYETCS IO MOJYJ0 2 (onepanus
XOR) ¢ apyroii yactpio. 3aTeM JieBas W MpaBas 4acTH MEHSIOTCS MECTaMHU.

Cxema xoHcTpykiuu Delictens npeacrabiieHa Ha pucyHke 1. [IpeoOpazoBanus
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Ha KaXXJOM IIMKJIC€ WJICHTUYHBI, HO Ha MOCJIEAHEM HE BBIMOJHIETCS MepecTa-
HoBKa. [Iponeaypa nemudpoBanus aHaJIOrHYHA Ipoleaype MU poBaHus, 0/1-

Hako K., BerOmparotcst B oopaTHoM nopsiake. Koncrpykmus deiicterns xopoia

TEM, 4TO MPSIMOE U 0OpaTHOE KpunTorpaguyeckue npeoOpa3zoBaHus IJisd TaKo-

ro 0JIOUHOTro mudpa UMEIOT UACHTUYHYIO CTPYKTYPY.

Pucynok 3.1 — Cxema koHCTpyKunu Dercrens

Konctpykuuss @elicrens npumeHsiercs B Kpuntoainroputmax DES,
'OCT 28147-89, Lucifer, FEAL, Khufu, Khafre, LOKI, COST, CAST, Blow-
fish, u ap. Biounbrit mUdp, UCTONB3YOMUN TaKyt0 KOHCTPYKITUIO, SBIISICTCS
00paTUMbBIM U TapaHTUPYET BO3MOKHOCTh BOCCTAHOBJICHUS! BXOAHBIX JAHHBIX
¢yukuun f Ha kaxaom nukie. Cama ¢yHkius f He 00s3aTenbHO MOKHA
ObITh 0OpaTuMoii. IIpu 3aganuu npousBoibHOM QyHKIUU f He moTpedyeTcs
peann30BbIBATH JIBE PA3IMUHbIC MPOUEAYPHl — OJHY A ndpoBanus, a Ipy-
ryto aisa gemudponanud. CTpykrypa cetu DeicTesns aBTOMaTUYECKH 1M03a00-
TUTCS 00 3TOM.

Nnero koHcTpykuuu deictenss MOKHO OOBSICHUTH C MOMOIIBIO UHBOJIIO-

TUBHOTO OTOOpakeHms. Tak, HekoTopas GyHKIUs f sBISETCS WHBOJIOIHCH,
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eCcI f(f(x)): X s Bcex x. Jlnsg Takod (yHKIMH 0ONACTh ONPENCIICHHUS

(MHOXXECTBO aprymMeHTOB X) M 00JacThb 3HAY€HHW (MHOXKECTBO 3HAUYCHUU

f(X)) coBnanatot. Hanpumep, byHKIusA f(X) = —X SABJSETCS WHBOJIIOLMUEW,
Tak kKak f ( f (X)) = f (ﬁx) = —|(—|X) = X. /Jlpyroil mnpuMep WHBOIIOINH:
f(x)=x®c, rme ¢ — HekoTopas KOHCTaHTa. JleliCTBUTEIBHO,

f(f(x))=f(x®c)=x®cdc=x.

Tema Ne 4. JlabopaTopnas padora Ne 4

Pa3paboTka nporpaMMHOTO CpeACTBa JUIsl pealiu3allii aJropuT™Ma mud-

poBanus u gemudpoanuss BLOWFISH
Peoicumol wupposanus 610unvix wugppos

[Ipu ucnonb3zoBaHuM OJOYHBIX MUGPPOB TPUMEHSAIOTCS pa3IUYHbIE CXe-
MBI IA(PPOBaHUS, U3BECTHBIE TIOJI HA3BAHUEM pab0YUX PEKUMOB MIK(PPOBAHUS
it 07104HBIX UG POB. OYEBUIHO, UTO TPUMEHEHHUE TOTO WJIM HHOTO peKuMa
muppoBaHUA HE IOJHKHO OTPUIIATEIBHO CKa3bIBaThC Ha 3P(HEKTUBHOCTU U
TeM 00Jiee KPUITOCTOMKOCTH OJI0uHOTO mHdpa. Pexxumpl mmdpoBaHus mos3-
BOJISIIOT PEATN30BaTh JIOMOJTHUTENbHBIE, OTCYTCTBYIOIINE B UICXOTHON KOH-
CTpYKIUHU 05104HOTO M pa QyHKIUY.

CrangapT pexxumMoB mHUGpoBaHUA 7151 OJIOYHBIX U(POB (TPUMEHHU-
TeIbHO K KpunroairoputMmy DES) onybnukoBan B MaTepuaiax HannonanbHo-
ro unctutyta crannaptoB CIIA u ANSI X3.106. CtannapT BKiIo4aeT mudg-
pPOBaHME B CIICIYIOIINX pexXUMax: DIIEKTpOoHHOH KomoBoi kauru (Electronic
Code Book, ECB), Cuemenus 6okoB mudpa (Cipher Block Chaining, CBC),
Oo6partHoii csa3u no mudporekcry (Cipher Feedback, CFB) u O6patHoii cBsi3u
o Beixoay (Output Feedback, OFB). B pexxume ECB (pucyHnok 2) mudpoBa-
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Hue/aemmdpoBaHue i-ro 0JIOKa OTKPHITOTO TEKCTA/IMU(PPOTEKCTa BBITIOIHSICTCS

He3aBucuMo: M. = D, (Ci), c, =E, (mi ), rae yepe3 E, u D, o0o3Hauensl npo-

HeAyphl UG POBaHU/ACIIM(PPOBAHKS Ha CEKPETHOM KiTtoue K.

---------------- m;_, m;
"""""""" C,'_I C!- Sessssssseesess-

c,=E,(m) m; = D, (c;)

Pucynok 3.2 — llludposanue B pexxume ECB

Kpunrocroiikocts pexuma ECB He HMke, 4yeM KpUNTOCTOMKOCTh UC-
noyib3yemoro 6sounoro mudpa. Hemocratok 3akitodaeTcs B TOM, 4TO (PUKCH-
pOBaHHBIE OJIOKM OTKPBITOTO TEKCTA (HaIpUMeEp, MOCIEA0BATEILHOCTh HYJIEN
amaael | =nb OuTt, rae b ammHa 610ka) Oy IyT COOTBETCTBOBATH (PMKCHPOBAH-
HbIM Os10kaM mudpoTekcTa. Ciie1oBaTeNbHO, OTKPBITHIN TEKCT MOKET OBITh
nerko. Ckopoctb 00padboTku 010K0B B pesxkume ECB ¢dukcupoBana u onpeze-
nsietcst 3G PEKTUBHOCTHIO peanu3anuu 0ouHoro mudpa. Pesxxum ECB nomyc-
KaeT 3¢ (PeKTUBHOE pacnapayieluBaHue BeiuncieHu. OIHAKO KOHBEWEepHas
00paboTKa OJIOKOB B IAHHOM PEXKUME HEBO3MOXKHA.

B pexxume CBC kaxkaplii iI-if OJIOK OTKPBITOI'O TEKCTa CYMMHUPYETCS T10
monynio 2 (omepanus XOR) ¢ (i — 1)-m 6;0koM mmdpoTekcTa u 3aTeM mud-
pyetcs (pucyHok 3). HauanbHoe 3HaueHUE 3a1a€TC BEKTOPOM MHUIIUAIN3A-
1107058

Kpunrocroiikocts pexxnma CBC onpenenseTcs KpUunToCTOMKOCThEO UC-
nosib3yemoro 6iounoro mudpa. [Ipumenenne pexxuma CBC no3Bossier
yCTpaHUTh HeAoCcTaTOK pexkuma ECB: kax bl 070K OTKPBITOrO TEKCTA «Mac-

KUpyeTcs» 0JI0KOM MUGPOTEKCTA, MOJTYUCHHBIM Ha MpEabIAyIeM dTamne. Ta-
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KHM 00pa3oM, BO3MOXKHOCTh H3MEHEHHS OTKPBITOTO TEKCTa IPH MCII0JIh30Ba-
aun pexxnma CBC BechMa orpannyeHa — J100bIe MAaHUITYJISAINN C OJIOKaMH
MU POTEKCTA, 32 UCKIIOUCHUEM YIaJICHUS ITIEPBOTO M MOCIETHETO OJIOKOB,
OynyT oOHapyxeHbl. CKOpOCTh 00paOOTKH B JAHHOM PEKHME HE HIKE ITPOM3-
BOJIUTEILHOCTH OJIOUHOTO IH(pa — 3aIepKKa IIPH BHIMOJHCHUH OTIEPaIlHH
XOR npenedpexumo mana. Ilpouenypa mudpoBanus B pesxkume CBC ¢ Tpy-
JIOM TIOJIIAeTCS pacliapauieIMBaHuI0, IPOIEAYPY AeIIpPOBaAHUS paciapal-

JICJIUTD 3HAYUTCIILHO ITPOIIC.

................................

Ci-1 G
c,;=E (ma&c;_;) m,=D,(c)® c;_,

Pucynok 3.3 — llludgposanue B pexxume CBC

B pexxume CFB i-i1 610k mmdpoTekcra hopmupyercs myTem mudpona-
Hus (1 — 1)-ro 6moka mmdpoTekcTa u ero cymmupoBanueM (omnepanus XOR) ¢
I-M OJIOKOM OTKPBITOTO TEKCTa (PUCYHOK 4).

Pexxum CFB mMoHO 3a1aTh TakuM 00pa3oM, 4TO oOpaTHasi CBsI3b OyIeT
3aXBaThIBATh HE ICNIBINA N-OUTHBIN OJI0K, a TOJNBKO K OUT IpeapIayIero 0JIoka,

k < n. HawaneHoe 3HaueHue C, Tak ke, kak B pexxume CBC, 3amaercs npu mo-

MOIIIM BEKTOPa MHUIIMATIU3AIUH.
Kpunrocroiikocts CFB onpenensercss KpunTocTOMKOCTHIO UCIIOJIBb3Y e~
Moro mudpa. PukcUpoBaHHBIE OJJOKU OTKPBITOTO TEKCTa «MACKUPYIOTCS

ookamu mudporexcTa. Bo3aMOXXHOCTH U3MEHEHUST OTKPBITOTO TEKCTA TE XK€,
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yto U B pexkume CBC. Ecnu B pexxume CFB ¢ nonHo6104HOM 00paTHOM CBSI-
3bI0 UMEETCS JIBA UIACHTUYHBIX 0J0Ka MUGPOTEKCTA, pE3yabTaT, HalpuMep,
DES-mmdbpoBanus Ha cieayromiem mmare oyaer Tem xke. CkopocTs mubpoBa-
Hust CFB-pexnma ¢ mojsHo0104HOM 00paTHOM CBSA3BIO Ta XK€, UTO U Y OJIOYHO-
ro mudpa, IpuIeM BO3MOKHOCTH pacrapauieIMBaHus Mporeaypsl mudpoBa-

HHA OI'PAaHHUYCHBI.

c=m@®E(c_) m=c¢eDl )

Pucynok 3.4 — llludposanue pexuma CFB

Pexxum OFB ananornuen CFB, 3a uckimoueHnemM Toro, 9T0 CyMMHpPYe-
MBI€ C OTKPBITBIM TEeKCTOM OWUTHI TEHEPHUPYIOTCS HE3aBUCHMO OT OTKPBITOTO

TEKCTa U MHUPpoTeKcTa. BeKTOp MHMLIMAIM3auny S, 3aJa€T Ha4YaJbHOE 3HaYe-
HUE MOCIEA0BATEIBHOCTH OJIOKOB S;, M KaXAbIi OJIOK S; MOJIy4YaeTcs MyTeM
mH@poBaHus NpeabIIyIero 0j10ka S, ;. OTKPBITBIM TEKCT MUMPYETCS CYMMHU-
poBanuem (omepanus XOR) i-ro 6510ka OTKPBITOrO TEKCTa C S, U3 HE3aBUCH-

MOU MOCTIE0BATEIILHOCTH OJIOKOB (PUCYHOK 3).

OOpatHas cBsI3b IO BBIXOY Ha K pa3psioB He peKOMEHIyeTCs U3 C000-
paxeHnit kpunroctoikoctr. Pexxum OFB uMeeT criemyroree mpenMyIecTBo
0 cpaBHEHHIO ¢ peskumoM CFB: ommbku, Bo3HMKAIOMKE B Pe3yabTaTe mepe-
Ja4¥ 110 KaHaIy C IIyMOM, MpH e (POBAHUHN HE «Pa3Ma3bIBAIOTCS» 1O BCe-
My MIU(POTEKCTY, a JIOKATU3YIOTCS B IIpeieiax oJHOro 0yoka. OqHaKko oT-

KpBITLIﬁ TEKCT MOKET OBITh U3MEHEH ITyTCM OIIPCACIICHHBIX MaHI/IHy.HHHI/Iﬁ C
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osnokamu mudporekcra. Ckopocts mudppoBanus B pexkume OFB Tta ke, uto u
y 6ounoro mumdpa. HecMotps Ha To, uto OFB-mudpoBanue He noggaercs
pacnapasuieaInBaHuio, YPHEKTUBHOCTD MPOLIEAYPhl MOKET OBITh IMOBHIIIICHA 32

CUET MPEJIBAPUTEIILHON FeHEepallii HE3aBUCUMOM MOCIEI0BaTEIbHOCTH 0J10-

KOB.
m;_ 4 m;
B
"""""""""" 5i-1 v ST 7 Tt
Ci-1 C;

Pucynok 3.5 — lllugposanue B pexxume OFB

N3BecTHBIE HEJOCTATKHU MIPUBEIIH K MOSBJICHUIO YCOBEPUIEHCTBOBAHHOTO
BapuaHnTa mudposanus B pexxume OFB. OcHOBHBIEC M3MEHEHUS KaCatOTCs Me-

TOHda IreHCpalu HE3aBHCUMOM ITIOCJIEA0OBATCIIBHOCTHU OJIOKOB: AJL IIOJTYYCHHUA

ouepeaHOoro 0yoKa npeanaraercs mudposatb HE S, a S, + IV (mod 264), rae 1V

— HEKOTOPBIN BEKTOP MHUILIMATU3AIUU.

Pexxum mmdposanmst PCBC (Propagating Cipher Block Chaining) mpwu-
MeHsieTcsl B TpoTokoiie Kerberos (Bepcust 4) v mo3BoJisieT 00HapYyKUBATh
omnOKu. [JaHHbIN pexxuM mudpoBaHus He sSBIIETCS (PeaepaibHbIM WA MEX-
nyHapoaHbiM ctanapToM. Pexxum PCBC — Bapuant pexxuma CBC, obnanaro-
Ui crieluUUIecKuM CBOMCTBOM, B pe3yJibTaTe AU (PpOoBaHUS €AMHUYHAS
OIIMOKa PaclpoCTpaHsIETCs Ha BeCh IMUQPPOTEKCT (perraeTcs oOpaTHas 3aa4a
¢ Touku 3peHus pexknma OFB). /lanHOE CBOHMCTBO MO3BOJISIET C BEICOKOM

HAJICKHOCThIO 0OHAPYKUBATh OIIMOKH, BO3HUKAIOIIUE MPU Mepeiade coooIe-
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HUM 1o kaHajaMm ¢ myMmomM. [ITudposanue B pesxxume PCBC BbINIOTHSIETCS 1O
IIPaBUILY:
¢ =E(mem,&c,),
nemdpoBaHue:
m =D, (c)®c,dm,,

rae To M, @ C, — BEKTOp MHULMAJIA3ALUH.

Tema Ne 4. JlaGopaTopHas padora Ne 5

PazpaboTka mporpaMMHOTO CpPEJCTBa JJIsl peaIn3alii aJropuTMa IceBa0Be-
positHOTO 512-6aliTOBOr0 0JIOYHOTO MIU(PPOBAHUS
Cmanoapmul 0,104H020 WUDPOBAHUS
®denepanbabiii crangapt CILIA — DES, kotopsiit ANSI HazsiBaeT Aj-

roputMoM mudpoBanusa nanHeix DEA (Data Encryption Algorithm), a ISO
— DEA-1, 3a 20 net ctan mupoBbIM cTanaapToM. DES npencrasmnser coboii
OsouHbBINM UG p, mudpyronuil 1anasie 64-06uToBBIMU O10KaMHu. C OJHOTO
KOHIIa aIrOpUTMa BBOAUTCS 64-OUTOBBIN OJIOK OTKPHITOTO TEKCTA, a C APY-
roro KOHIIA BEIXOAUT 64-0uToBbIN 050K mudporekcra. DES sBasercs cum-
METPUYHBIM aJTOPUTMOM: sl U(GPOBAHUS U ACIUDPOBAHUS UCITIOIB3Y-
IOTCSI OJJTUHAKOBBIC aJITOPUTM M KJII0Y (3a UCKJIIOUEHUEM HEOOIBIINX pa3-
JUYMA B UCMOJL30BaHUHU KJtoua). J[nuHa kiaroua paBHa 56 outam. Koy
0OBIYHO TIpeACTaBIsIeTCS 64-0UTOBBIM YUCIOM, HO KaXKJbI BOCBMOUM OUT
UCIIOJIB3YETCS JIJISI TPOBEPKU YETHOCTU U UTHOPUPYETCS. BUTHI UETHOCTH SIB-
JAI0TCS HAUMEHBIIUMHU 3HaYaIluMu OuTamu 0aiToB kirouda. Kiarou, KoTo-
PBIii MOKET OBITH JIIOOBIM 56-OUTOBBIM YHUCIOM, MOKHO U3MEHUTH B JTIO00MU

MOMCHT BPCMCHHU.
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KpuntocToMKkoCTh NOTHOCTHIO ONpeesieTcs KiryoM. OyHaaMeH-
TaJIbHBIM CTPOUTENIbHBIM O10koM DES sBisieTcst koMOMHAIUS 11OICTAHOBOK U
nepectanoBok. DES coctout u3 16 nukinos (pucyHok 6). B o0meM Buje
IIUKJI TpeoOpa3oBaHusl MPE/ICTABICH Ha PUCYHKE 7.

Ecim L, m R — nmeBas m mpaBas MOJOBHUHBI, NIOJYYEHHBIE B pe-
3ynprate i-i urepanuu, K, — 48-OutTHbld kmrou nnus nukna i, a f —

GyHKIMS, BBINMOJHAKOIIAS BCE MOJACTaHOBKH, mepecTaHoBkU U XOR c

KJIFOYOM, TO OJIUH IIUKJ Mpeo0pa3zoBaHusi MOKHO MPEJCTABUTH Kak

(Li’Ri):(Li—l' Ri—l @ f (Ri—1’ Ki ))

VYuuTheIBas MoJACTaHOBKY F (D) U MEPECTAHOBKY T (D), IIUKJI TTpeodpa-

30BaHMS MOXKHO IPEJICTAaBUTh TaK, Kak 3TO CJeJiaHO Ha pucyHke 8. U3 pu-
CYHKa 8 BUIHO, 9TO Kaxkablii Uk DES mpeacTaBisier co00i KOMITO3UITH-
OHHBIN MUQP ¢ ABYMS MMOCIEA0BATEILHBIMU MPEOOPa30BaHUIMHI — ITOJICTa-

Hoskoil F (L) u mepecranoskoit T (L) (3a HCKIFOUCHNHEM [OCIEIHETO, MIECT-

HaAOaToro nukJjia, rac rmepeCraHoOBKa OHYCK&CTCH).
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OTKpbITHIH TeKCT

!

HauaipHas nepecrtaHoBKa

I

y I 2
Lo Ro
1
€ s
K;
Li=Rg Ri=Lo& f(Rg.K1)
\
D ; |
N Ky
Lo=R) Ro=L&fIR] . Kog)
r Lys=Ry4 j R1s=L14®ftR14.K5)
Y
GE : : — K16
Lig=R;5 Rig=L15®f(Ri5 K;g)
L ]
¥
O6pauweHue HayalbHOR NepecTaHOBKHM
Y
IIIndporekcr

Pucynok 3.6 — Cxema DES-nipeoOpa3zoBanus

Pucynok 3.7 — O0uuit uukn DES-npeoOpazoBanus
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Takum oOpazom, DES sBasercs mmudpom dDeiicTenss 1 CKOHCTPYUPO-
BaH TaK, YTOOBI BBIMNOJHSIOCH MOJE3HOE CBOMCTBO: ISl MIKU(POBAHUS U J€-
mu(pPoBaHUs UCIIONb3YETCS OJUH U TOT kK€ aIrOpUTM. EJMHCTBEHHOE OTJIU-
Yue COCTOUT B TOM, UTO KJIIOUM JOJDKHBI MCIIOJb30BaThCS B OOpaTHOM IO-

psAKE.

I Kalou I
. R, _ ¥ [ 7
Lizt i I Casur J [ Casur |

&______

[llepec’rauoaxa ¢ paclu¥peHHEM [llepec'rauoaxa CO COKaTHEM I

N, ]
%

rlloAc'rauoaxa B S-Snoxil

Flepec'ranosxa B P-6.10K:l

Pucynok 3.8 — Onun ki DES-nipeo6pazoBanus

To ectp ecium 1pu MWHGPOBAHUU  HCIOIB30BATUCH  KIIOUU

K K, Ks,.y Kg, o kimrouamu gemuppoBanus oyayr K, K, K,,..., K.

AJNTOPUTM HCTIONB3YET TOJBKO CTAHJAAPTHYIO apu(PMETUKy 64-OUTOBBIX UH-
CeJl U JIOTUYECKHUE OIEepalu, MOATOMY JIETKO PEIU3YEeTCS Ha amnmnapaTHOM
YPOBHE.

DES paGotaet ¢ 64-6uToBBIM 0JIOKOM OTKpBHITOrO TekcTa. [locie mep-
BOHAYaJIbHOW MEPEeCTaHOBKU OJIOK pa3OMBAETCsS Ha MPaBYIO U JEBYIO IMOJO-
BUHBI JUIMHOM 10 32 O6uTa. 3aTem BblnoJiHsgeTcs 16 npeobpazoBanuit (HyHK-
s ), B KOTOPBIX JaHHBIE 00BhEIUHIIOTCS ¢ KaouoM. [Toce mecTHaaIaToro
IIMKJIa TpaBasi ¥ JieBas MOJIOBUHBI OOBEAUHSIOTCS, U aITOPUTM 3aBepIIaeTcs
3aKJIIOYUTEILHON MEepPecTaHOBKOM (0OpaTHOM MO OTHOLIEHHWIO K TEpBOHA-
gajgpHOM). Ha kaxaoM 1ukiae (CcM. pUCYHOK 8) OWTHI KJIF0Ya CIBUTAIOTCS, U

3aTeM U3 56 OuToB Kito4a BeiOMpatoTcs 48 OutoB. [IpaBas momoBuHa naH-
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HBIX YBEJIMYUBAETCS /10 48 OUTOB C MOMOIILIO MIEPECTAHOBKH C PACIIUPEH U-
eM, oobenunsierca nocpeactsoM XOR ¢ 48 OutaMu CMEIIEHHOTO W Iepe-
CTaBJICHHOTO KJII0Ya, MPOXOJUT depe3 8 S-0510koB, oOpa3ys 32 HOBBIX OuTa,
U MIEPECTABIISIETCS CHOBA. DT YETHIPE ONEPAIIUU U BBIOJIHSIIOTCS QyHKIIUEH
f.

3aTeMm pe3yiabTar GyHKIuu f 00ObeaMHACTCS ¢ JIEBOW MOJOBUHOM C ITO-
Mot apyroro XOR. B utore 3TuX nedcTBUI MOSBISETCS HOBas MpaBas
MOJIOBUHA, a cTapas IpaBas CTAHOBUTCS HOBOM JI€BOM MOJIOBUHOW. DTH JCH-
CTBHSI TOBTOpsAtOTCA 16 pa3, obpasys 16 nukinoB DES.

I'OCT 28147-89 — »T0 OsnouHbll mudp ¢ 256-0UTHBIM KIHOYOM U 32
UKJIaMu TTpeoOpa3oBaHusi, onepupyonmii 64-outupiMu Osiokamu. B kpwur-
TOAJIITOPUTME TAK)KE€ MCIIOJb3YyeTCs AOMOJTHUTEIbHBIN Kitod. Js mudpoa-
HUSI OTKPBITBIA TEKCT CHadaja pa3OMBAECTCs HA JIEBYIO U MPaBYIO MOJOBUHBI

L u R. Ha i-m nukiie ucnonb3yercs mo kg K. :

L. =R

R =L, ®(f(R.K)).

OnuH uukI Kpunrorpaduueckoro npeodpa3oBaHus NOKa3aH HA PU-

cyHke 3.9.

Ini—l |Bbx€vop noAKIOYA

)
wepy

[Ilo;xc’ranosxa yepes 5-6.710)(]

!

IUHxnuqecxnﬁ CABHT BJleBO ]

&
S
€/

) 4 Y

Pucynok 3.9 — Onun nukn npeodpazoBanus ['OCTa 28147-89
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®dyuknus f peanuzoBana ciaenyromuM oopazoM. CHavasia rmpaBsas I1mo-
JIOBMHA M i-} NOAKIIIOY CKIAABIBAIOTCA 1Mo Moayio 232, PesynbraT pa3busa-
€T Ha BoceMb 4-OMTOBBIX MOJIMOCIEIOBATEIBLHOCTEN, KaXaas U3 KOTOPHIX
noctymnaet Ha BxoJ cBoero S-6ioka. 'OCT ucmonab3yetr BoceMb pa3iny-
HBIX S-0JIOKOB, MepBhie 4 OUTa MOMaaa0T B MEPBBIM S-0JI0K, BTOphIe 4 OuTa
— BO BTOpo# S-010k u T.4. Kaxasiii S-6;10K npencraBiseT coboil mepecra-
HOBKY uwncen or 0 mo 15. Hampumep, S-0JI0K MOXET BBITIAIETh Tak:
7,10,2,4,15,9,0,3,6,12,5,13,1,8,11. B sToM cny4ae, ecid Ha BXOJe S-
osoka 0, To Ha BeIXxoze 7, eciau Ha BXxoje 1, Ha Beixojae 10 u T.1. Bece Bo-
ceMb S-OJIOKOB pa3iuyHbl, OHU (PAKTUUYECKH SIBJISIOTCS JIOMOJHUTEIHHBIM
KJIFOYEBBIM MaTepuajgoM. BBIXoabl BCEX BOCBMHU S-0J0KOB OOBEAMHSIOTCS B
32-0MTOBOE CIIOBO, 3aTE€M BCE CJIIOBO IIMKJIMYECKH CIBHTAaeTCs BJIEBO Ha 11
ouToB. Hakonern, pe3ynbraT 00beauHIETCS ¢ momoIsio onepanun XOR ¢ e-
BOM TOJIOBUHOM, W MOJy4aeTCsl HOBas MpaBasi MOJIOBMHA, a MpaBas MOJOBUHA
CTAHOBUTCS HOBOW JIEBOW MOJOBUHOU. J[JI1 reHepanyu MOIKIHOYEH UCXOI-
HbIH 256-OMTHBIA KJIIOY pa30duBaeTca Ha BOCEMb 2-OMTHBIX OJIOKOB:

K., K,,Ks,...,Ks. Ha kaxxmom nmkite ucmosib3yercst cBoit mojkirod. emmdpo-

BAHUE BBIMOJHSIETCS TaK K€, KaK U MU(POBaHUE, HO UHBEPTUPYETCS MOPS-

nok noakimtoued K. Ctanmapt He onmpeaenser crnocod reHepamnu S-0JI0KOB.

Habop S-0510k0B, yKa3aHHbIN B Ta0Iulle, PEKOMEHIYETCS CTaHIapTOM

I'OCT P 34.11-94.

Tabmauna 3.1 — S-010xu 'OCTa 28147-89
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S6ioxk1: 4 10 9 2 13 &8 O 14 6 11 1 12 7 15 5 3
So6i0xk2: 14 11 4 12 6 13 15 10 2 3 8 1 0 T 5 9
S-6a0k 3: 5 8 1 13 10 3 4 2 14 15 12 v 6 0 9 11
S6a0k4: 7 13 10 1 O &8 9 15 14 4 6 12 11 2 5 3
S-6a0xk 5: 6 12 T 1 5 15 13 8 4 10 9 14 0 3 11 2
S-6soxk6: 4 11 10 O 7 2 1 13 3 6 & 5 9 12 15 14
S-6mok 7@ 13 11 4 1 3 1 5 9 0 10 14 7 6 & 2 12
S-6a0k 8 1 15 13 0 5 7 10 4 9 2 3 14 6 11 8 12

['naBubie paznuuus mexay DES u 'OCTowm 3akntogaroTcs B cieayo-
IEM:

e DES ucnonp3yeT cloXHYI0 MPOLEAYPY A T€HEepauy NOoAKII0UeH u3
kirouen. B I'OCTe sra nponenypa o4eHp npocTa;

e B DES 56-6utHbIi ximou, a B OCTe — 256-OutHbiii. Eciin 106aBUTH
CEeKpEeTHBIC MEePECTAaHOBKHU 5-0JIOKOB, TO MOJHBIM 00bEM CEKPETHOM HMH-
dbopmannu 'OCTa coctaBut npumepHo 610 6uT;

e y S-610k0B DES 6-OuTHbBIC BXOJBbI U 4-OUTHBIE BBIXO/IBI, @ Y 5-0JIOKOB
I'OCTa 4-0utHble BXOABI U BBIXOJBl. B 000UX airopuTMax MCHOIb3Y-
€TCsl IO BOCEMb S-0JI0KOB, HO pa3mep S-0soka 'OCTa paBeH ueTBep-
TU pa3Mmepa S-61oka DES;

e B DES ucnons3yroTcs HeperyisipHbie NTepeCcTaHOBKH, Ha3BaHHbIE P-
onokoM, a B 'OCTe ucnonb3yercs 11-OUTHBIN HUKINYECKUU CIBUT
BJIEBO;

e B DES 16 nuknoB, a B 'OCTe — 32.

CunoBas araka Ha ['OCT a6comtotHo OecnepcnektuBHa. ['OCT wuc-
NOJb3yeT 256-OUTOBBIN KJIIOY, @ €CJIM YYUTHIBATH CEKPETHBIE 5-0JIOKHU, TO
nnuHa kiaroda oyaet emre oosbiie. 'OCT, no-suauMomy, 60j1ee yCTOHUHUB K
muddepeHnmaIbHOMY U JIUHEHHOMY KpunToaHanusy, yem DES. Xots ciy-
gaiiaeie S-010km 'OCTa nmpu HEKOTOpOM BBIOOpE HE TapaHTHPYIOT BBICOKOI

KPUNITOCTOMKOCTH IO CpPaBHEHUIO C (UKCUpPOBaHHBIMU S5-Onokamu DES, mx
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CEeKpeTHOCTh yBenuuuBaeT ycrounBocth 'OCTa k nuddepennuansHoMy U
JUHEeWMHOMY KpunTtoaHanudy. K ToMy ke 3(pHEKTUBHOCTh 3TUX KPUIITOAHA-
JUTUYECKHUX METOJIOB 3aBHCHUT OT KOJIMYECTBA ILMKJIOB NMpPeoOpa3oBaHUS —
yeM 0oJIbllle UKJIOB, TeM TpyaHee kpuntoanaius. TOCT ucnoib3yeT B JiBa
pa3a Ooipie 1ukiIoB, yeM DES, uTto, BO3MOXXHO, IPHUBOAUT K HECOCTOS-
TEeIbHOCTU JUMGEPEHIIMAIBHOTO M JUHEHHOro KpunrtoaHanduza. C TOYKH
3peHHUs KPUMNTOCTOMKOCTHU omepalus apudMeTHYECKOTO CJIOKEHUS, UCIIOJIb-
syeMasi B 'OCTe, He xyxe, ueM omneparus XOR B DES. OcHoBHBIM paznu-
yyueM IpeacraBisercs ucnojpzoBanue B 'OCTe NMKINYECKOro CABUIa BMe-
cto nepecranoBku. IlepectanoBka DES yBenuuuBaeTr naBunHbIN 3¢ dekT. B
I'OCTe usmMenenue ogHOr0 BXOJHOTO OWTaA BIMSAET HA OAUH S-OJIOK OJHOTO
IUKJIa TIpeoOpa3oBaHus, KOTOPBIM 3aTeM BIMICT Ha JBa S-0JI0Ka

JeNyroleero 1uKia, 3aTeM Ha TpU OJloKa cleayroiiero nukia u T.4. Ilo-
TpeOyeTcs BOCEMb ITUKJIOB, MPEXK/EC YeM U3MEHEHHUE OJHOr0 BXOJHOr0 OuTa
MOBJIUSIET Ha KaxIblii OUT pe3ynbrata; B DES a1 3TOro Hy>XHO TOJBKO

s1Th HUKI0B. OqHako 'OCT coctout u3 32 nukios, a DES Tonpko us 16.

3ananusa Ha JadopaTOPHYIO padoTy

Hanucats nporpammy ajig peaiausaiuu 06J109HOro mudpoBanus ¢aiia:

Ne BB Anroput™M 0J04HOTO MIKU(PPOBAHUS
1,2,3,4 I'OCT 28147-89

5,6,7,8 BlowFish

9,10,11,12 | 3-Way

13,14,15 | RC5
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KoHnTpoJibHBIEC BOIIPOCHI
1. Yto Takoe cuMMeTpUYHOE I poBaHuE?
2. B yeM 0COOEHHOCTD 0J104YHBIX ITHU(PPOB?
3. KakoBa anuHa kiaroda 6104Horo mudpa?
4. Ha yeM 0a3zupyeTcsi KpUITOCTOMKOCTh 0JiouHOTO mudpa’?
5. Kakue sneMeHTapHbIE ONEpaluv HUCIHOJIB3YIOTCS B CUMMETPUYHOM

mudpoBaHun?

Tema Ne 6. JlabopaTopnas padora Neb

Pa3zpaboTka mporpaMMHOTO CpeACTBa JJIsl peaiu3alliy aJropuTMa
ACUMMETPUYHOTO MU(PpoBaHUS U ACIHUPPOBAHUSA
[eap padoTbI: U3yYUTh NPUHLMIIBI IIOCTPOEHUSI ACUMMETPUYHBIX KPHUIITOCH-
CTEM, MOJYYHUTh HABBIKA Pa3pabOTKX MporpamMM Jis peaau3aifi acUMMET-
pudHOro mudppoBaHus U aemr@poBaHus.
IIporpamma padoTbI
1. I3y4nTh TPUHLMIIBI ACUMMETPUYHOTO MIU(PPOBAHUS U CTAHIAPTHI
ACMMMETPUYHOTO MHU(PPOBAHMUSL.
2. [IporpamMmHas peai3aiiis aCHMMETPUIHOTO UG POBAHUS U e -
pPOBaHUA.
3. CocTaBUTh U 3alIUTUTH OTUYET IO pe3yiabTaTaM pabOTHI.
Kparkue cBegeHUs U3 TEOPUHU
Kpunrocucrema RSA, mnpennoxennas B 1977 r. Pusectrom (R.
Rivest), lllamupom (A. Shamir) u Angnemanom (L. Adleman), npennasnade-
Ha s mudpoBanus U uUdpoBor nmoAnucu. s reHepaiuu mapHbIX KIIO-
Yell MCMOJIB3YIOTCS JABa OONBIINX CIy4YallHBIX MPOCTHIX Yyucia, p U (. B 1e-
JSIX MAKCHUMaJIbHOW KPUNTOCTOMKOCTU p W (| BBIOMPAIOTCS PABHOM JJIMHBI.

3aTeM BBIYHCIAETCS MPOU3BEACHUE: N = P(.
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Janee ciydaitHpIM 00pa3oM BbIOMpaeTCs K04 MU(poBaHUs e, TaKoM,

4TO e U ¢(n) = ( p —1)(q —1) ABJISIFOTCSI B3aUMHO MPOCTHIMM uuciiaMu. Hako-

HEl| PAaCIIMPEHHBIM anroputM EBKIMIA HUCNONB3YyETCSA ISl BBIYMCICHUSA
Kitoda gemmdposanus d, takoro, uto ed =1mod¢(n). ApyruMu croBamu,
d =e"'modg(n).

3ameTuM, uTo d U # — TaK)KE€ B3aMMHO IPOCTHIC uKcia. Yuciia e u n —
OTKPBITBIA K104, @ d — cekpeTHBIH. JIBa MPOCTHIX YKCIIa p M (] XpaHATCS B
cexkpere. Jaa mmdpoBaHus cOOOIICHUS m HEOOXOAMMO BBIIMOJIHUTH €TI0
pa30uBKYy Ha OJIOKM, KXl U3 KOTOPBIX MEHbIE 7 (A5 ABOMYHBIX JaH-
HBIX BBIOMpAETCs camasi OoJiblllasg CTENEHb YKucia 2, MeHbasa n). To ecThb

eciim p u ( — 100-pa3psaHbie mpocThie Yncia, TO 7 OyAET COAepKaTh OKOJIO

200 pa3psiioB U KaXKJblil 0J0K COOOIIEHUsT M, JOJKEH UMETh TaKOE K€ YUC-

70 paspsioB. Ecnu HyxHO 3ammdpoBath GUKCUPOBAHHOE YUCIO OJIOKOB, MX
MOKHO JIOTIOJTHUTh HECKOJIBKMMHU HYJISIMH CJIeBa, YTOOBI TapaHTUPOBATh, UTO
Osioku Bceraa OyayT MeHbie N. 3amudpoBaHHOE COOOIEHUE ¢ OyAeT co-

CTOSATH U3 OJIOKOB a To#l ke camoil jiuHbl. llludpoBanue cBOIUTCS K BHI-

yucienuto ¢, =m: modn. Ilpu gemmdpoBaHun U Kaka0ro 3ammdpoBaH-

HOTO 61IOKa C, BRIMHCIAeTcA M, =C' Modn. Bce BEIYHCIEHHS BHIIOTHAIOTCS

o mod n. CooOmieHrne MOXKET OBITh 3aITMGPOBAHO ¢ TTOMOIIBIO 0, a gemmd-
POBAHO C MOMOIIbBIO €, BO3MOKEH JII000H BBIOOD.

Yuc/jieHHBIH IpUMeEpP
p=47Tuq=71,10n=pqg=3337. Kittou e HE NOKEH UMETh OOIIUX MHO-

KUTEIEH C ¢(n) =46x72=3220. Bribupaem (cinyuaitno) e paBHbM 79. To-

rna d =797 mod3220 =1019. [Ty6nukyem e u N, coxpanus B cekpere d. s
mudpoBanusa coobnienus M= 6882326879666683 cuavana pazaenuM ero Ha

Osioku. [{yisi BEIOpAaHHBIX MapamMeTpoOB OTPAHUUYUMCS OJIOKAMU O TPU JeCsi-
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TUYHBIX pa3psga. CooOuieHue pa3douBaeTcs Ha mWecTh OJOKOB M. M, =688,
m, =232, m, =687, m, =966, m, =668, m, =003. Ilepss1ii Osok mUPpy-
ercss kak 688" mod 3337 =1570 =c,. BeimonHss Te *e omepamuu s Mo-

cleayromux 0JI0KOB, CO3AaauM MHUPPOTEKCT COOOIICHUS:
¢ =15702756209122762423158 .
Jlns nemmdpoBaHus HYKHO BBITIOJTHUTH BO3BEICHUE B CTETICHB, HC-

nosb3ys Kiroy gemudpoBanus 1019:

1570"** mod 3337 =688 =m,.

AHaJOTMYHO BOCCTAHABIUBAETCS OCTABIIASICA YaCTh COOOIICHMUSI.
[Ipenmonaraercs, 4T0 KpUNTOCTOMKOCTh RSA 3aBHCUT OT MpOOJIEMBI
Pa3I0KEHUS Ha MHOXUTENH Oonbmux yrcen. OJHaKO HUKOTIa HE ObLIO J0-
Ka3aHO MaTEeMaTHYECKH, UYTO HYKHO Pa3J0XWUTh 7 HA MHOMXUTEIU, YTOOBI
BOCCTAaHOBUTH M 1o C U €. He UCKIII0UEHO, YTO MOXKET ObITh OTKPBIT COBCEM
uHOM cmoco0 kpunrtoananuza RSA. OgHako, €ciy 3TOT HOBBIM CIOCOO MO3-
BOJIUT KPUIITOAHAIIUTUKY MOJTYYHTH O, OH TakKe MOXKET OBITh HCIIOJb30BaH
IUIsL PA3JIOKEHUST HA MHOXKUTEJIHM OOJbIINX Yucell. Takke MOKHO aTaKkoBaTh
RSA, yragas 3uadenue (p — |1)(q — 1). OqHako 3TOT METO HE TIPOIIE pasJo-
xKeHus n Ha mMHoxutenu. [Ipu ucnonpzoBanuu RSA packpeiTHe maxe He-
CKOJILKMX OMTOB MH(pOpMALNKU N0 MHUPPOTEKCTY HE JIETYe, 4YeM AemudpoBa-
HUEe Bcero coobmenus. Camoil oueBuIHOM aTakoil Ha RSA sBisieTcs pasino-
KEHUE n Ha MHOXUTEIU. JIFOOOW MPOTUBHUK CMOXKET MOJYUYUTh OTKPBITHIN
K09 e U MOAydb N. UTtoObl HalTH K04 nemudpoBaHus d, MPOTUBHHUK
JOJDKEH Pa3yIoKUTh N Ha MHOXUTENU. KpuntoaHaIuTHK MOXKET mepeOupaTh
BCE BO3MOXHBIE O, MOka He moadoepeT mpaBUibHOE 3HaueHne. Ho momoOHas
CUJIOBasl aTaka gake MeHee 3((EeKTHUBHA, YEM IIOMBbITKA Pa3JI0KEHHUS 1 Ha

MHOXHUTCIIHN.
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Hexotopele aTaky HCHONB3YIOT YSA3BUMOCTh KpPHOTOrpapuuecKoro
npoTokoJia. BakHO mMOHMMaTh, YTO caMO IO ceOe ucmoyibzoBaHue RSA He
obecneurBaeT TpeOyeMoro ypoBHs 0€3011aCHOCTH CUCTEMBI. PaccMoTpuM He-
CKOJIBKO CIICHApPHEB.

Cyenapuui 1
3710yMBIIIJICHHUKY YAAJ0Ch NEPEXBAaTUTh COOOIIEHUE ¢, 3amu@poBaH-

HOE€ C MOMOIIbI0 OTKphITOTO RSA-KIt04a aboHeHTa A. OH X04eT MPOUYUTATh

coobmenne. [ packpbITUs M =C’ OH CHayana BHIOMPAET MepBOE CIIydaii-

HOC 4YMCJIO I, MEHbIICC 71, U 3aTEM, BOCIOJB30BABIINCH OTKPBITHIM KIHOYOM

Amucel e, Bbmumcaster X=r‘modn, y=xcmodn, t=r"'modn. Ecam

Xx=r®modn, to r =x*modn.

Jlanee 37M0yMBINUICHHUK BBIHYXJaeT a0OHEHTa A MoJmucaTh cooOIie-
Hue ). Takum o0Opa3om, MpouLeaypa BBIYKCICHUS MOIMNHUCUA HA CEKPETHOM
KJIFOYE COOTBETCTBYET MHpoueaype Acmu@poBaHus cooOueHuss y. AOOHEHT
JOJKEH MOANUCAaTh COOOIIEHHE, a HE 3HaUueHue X31I-QpyHkiuu. Takoi oOMaH
BIIOJIHE PEaJIeH, TaK Kak a0OHEHT A HHUKOT/a paHbIlle HE Buaea y. AOOHEHT A
TOCHIIAET 3TOYMBINIIEHHHKY U =Y’ modn. Temeps 370yMBIIUICHHUK pac-
KPBIBAET 71, BBIYUCIISS

tumodn=r"y’modn=r"x%‘modn=m.
Cyenapuui 2

Ecnu aboHeHT A X04YeT 3aBepUTh JOKYMEHT, OH MOCBhUIAET €ro HOTapu-
ycy. HoTtapuyc nmoanuceiBaer ero nu@poBOid MOANUCHIO U OTIPABISIET 00-
patHo. [Ipu 3TOM X31I-QYHKIIMKM HE UCTIONB3YIOTCS, HOTApUyC MUDPYET BCE
COOOIIIEHUE HA CBOEM CEKPETHOM KJII0U€. 3JIOYMBIIUICHHUK XOYET, YTOOBI
HOTapUyC MOJNKUCAII TAKOE COOOIIEHNE, KOTOPOE B OOBIYHOM Cilydyae TOT HHU-
KOT/Ja HE MOJIUIIET. DTO MOKET OBITh (pasibllIMBas BpEMEHHAs METKa, JTU0O

aBTOPOM 3TOTO COOOIIECHUSI MOXKET SIBISITbCS Apyroe auno. Kakoil Obl Hu
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OblIa MpUYMHA, HOTAPUYC HUKOT/Aa HE MOAMUIIET 3TO COOOIIEHUE, €ClIH y
Hero OyJzieT BO3MOXKHOCTh BbiOOpa. HazoBeM 3t10 coobuienue m'. CHavana
3JIOYMBINIJICHHUK BBIOMPAET TMPOU3BOJIPHOE 3HAYEHHE X W BBIYUCISIET

y =x*modn. ITapameTp e OH MOKET MOJYYHTH O€3 TPyda — 9TO OTKPBITHIM

KJII0Y HOTapuyca, ¥ JOJDKEH ObITh OMYyOJIMKOBAH JJIsi MPOBEPKU MOAIUCH

nociaeanero. Temeps 3J0yMBINIJIEHHUK BRIYUCIIET M= Yym'modn u mocksl-

naeT m HOTapuycy Ha noxmuch. HoTapuyc Bosspamaer mmodn. [anee

3JIOYMBILUIEHHUK  BBIYUCIISIET (md mod n)x‘l modn, KkoTopoe paBHO

m’® modn u sgBIgETCS MOAMKUCHIO 71,
Cyenapuii 3
3/I0yMBIIIJICHHUK XOYeT, YTOObI a0OHEHT ITOJIIMCA HEKOE COOOINCHHE

m,. s 3TOro OH co3gaer ABa cooOwmeHus, M, u M,, Takue, 4YTO
m, =mm, modn. Eciau 310yMBIIIICHHUK 3aCTaBUT a0OHEHTa MoAmucaTh M,

151 m2 , TO CMOXKCET BbIYUCIINTD IIOAIIUCH IJIA m3
m; =(m;’ modn)(ms modn)modn.

BbIBOJI — HUKOTZIa HENb3d HMCIOJIB30BaTh RSA 1is moamucu ciryvaii-
HBbIX TOKyMeHTOB. [IpuMmenenne xau-QyHkuui B TexHoiaorun RSA-nonnvicu
CTPOTO 0053aTENIbHO.

Cyenapuu 4

[Ipu peanuzanuu RSA moxHO monpoOoBaTh pa3ath BceM abOHEHTaM
KPUNITOCETH OJMHAKOBBIM MOIYJb N, HO KaXJIOMY — CBOW 3HA4YCHUS IMOKa3a-
teneit crenenu € u d. Ilpu 3ToM Hambosee oueBHaAHAS MpOOIEMa 3aKII0Ya-
€TCS B TOM, UTO €CJIM OJIHO U TO K€ COOOIIeHNEe KOraa-HuOyab mudpoBaioch
pa3HBIMH TIOKa3aTeNsIMU CTeNeHU (Mpu (PUKCUPOBAHHOM MOJYJI€) M OTH JBa
nmokasaTesiss — B3aUMHO-TIPOCThIE 4yncia (KaKk OOBIYHO M ObIBaeT), TO OTKPbI-

ThI TEKCT MOXET OBbITh PACKPBIT JIa’kK€ MPU HEU3BECTHBIX KJIIOYAX JCHIH]-
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poBaHuda. IlycTs 3amaHbl: m — OTKPBITBIM TEKCT, € W €, — JBa KJIIO4Ya
mudpoBanusi, n — oomu Mmonyib. llludporekcTamMmu cooOIIeHUS SABIISI-
I0TCS:
c,=m*modn, ¢c,=m*modn.
Kpunroananuruk 3Haer n, €, €,, ¢, u C,. Tak Kak € U €, — B3aUMHO-

IMPOCTBLIC YHCJIA, TO, BOCIIOJIb30BABIINCH PACIHUPCHHBIM aAJITOPUTMOM EBknn-
Jda, MOKHO HaWTH TaKue 4yucia I u S, 4TO
re, +se, =1.
[Tonmarast r oTpunaTeabHbIM (WK I, WM S JOKHO OBITH OTPHUIIATEIh-

HbIM), MOKHO CHOBA BOCIIOJIb30BAaThCS PACIIMPEHHBIM aaroputmMoM EBKiu-

na ans Beruucienus C; . Torma
-r
(') c;=mmodn.

Cyenapuii 5

N3BecTHO, uTO Kpunrocucrema RSA o61agaer HU3KON KpUNTOCTOMKO-
CThbIO MpHU 3aMKU(PPOBAHHOM HA MAJIIOM € KOPOTKOM cooOIuieHuu. JleicTBu-
TEJbHO, IPU ¢ = m° < n OTKPBITBIA TEKCT M MOXKET ObITb BOCCTAHOBJIEH 10
MUQPOTEKCTY ¢ NPU MOMOIIM MPOUEAYPhl U3BJICUEHUS KOpHS. DaKTUYECKU
nojo0OHas aTaka BO3MOKHA M TOT/Ia, KOT/ia B MPOIECCE BO3BECHUS B CTEIICHb
BBITIOJTHSJIOCh HEKOTOPOE KOJUYECTBO MpHUBEAEHUU 1o mMoxayio. Ilpu ¢ > n
TPYAOEMKOCTh TaKOM aTaKu HUXKE TPYJIOEMKOCTH HCUYEPIBIBAIOLIETO Mepedo-
pa 1 M. OgHako Mepbl MPOTUBOJCHCTBUS TAKXKE€ OYEBHUIHBI, — JIMOO OT-
KPBITBIN KJTIOY e JIOJKEH ObITh JOCTATOYHO OOJBIINM, JIMOO OTKPBITHIN TEKCT
HE JOJDKEH OBITh KOPOTKUM. BBIOOP Mayioro e 00ycCIOBIEH COOOpaKeHUSIMU
BBIYUCTUTENBbHON 3¢ PeKTUBHOCTH MM(poBaHUS M TpOBepkU noamnucu. Ta-
KM 00pa3oM, pa3yMHBIN MOJX0/ 3aKII0YAETCA B HICKYCCTBEHHOM HapaliuBa-

HUM KOPOTKUX OTKPBITHIX TEKCTOB («HAOUBKW»). [Ipu 3TOM HEoOXOoMMMO clie-
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IUTh 3a TE€M, YTOOBI YJJIMHEHHBIA OTKPBITHIM TEKCT MPU YUCIOBOM OTOOpa-

KEHUU HE MpeBpamiaics B Ha0Op MHOXKUTENIEH HEKOTOPOTrO U3BECTHOIO YHC-

na P, Hanpumep P =2', 4TO IPOMCXOMUT IPH JOMOIHEHHH OTKPHITOTO TEK-
CTa MOCJIEA0BATEIbHOCTBIO HYJIEH CIIpaBa (CO CTOPOHBI MJIAIINUX Pa3PAIA0B).

Ha ocHOBaHMU MEpPEUHNCICHHBIX aTaK MOKHO C(hOPMYIHUPOBATH CIIETY-
IOIIME OTPAHUYCHHUS MIPU UCIIOTIB30BaHuN RSA

- 3HAaHHWE OJHOU Maphl Mmokaszarene mudppoanus/nemuGpoBaHus s
JAHHOTO MOJYJIS MMO3BOJISIET 3JI0OYMBINIICHHUKY Pa3JIO)KUTh MOAYJIb Ha
MHOKHUTEIH;

- 3HAHWE OJHOM Maphl Mokaszarened mudpoBanus/nemudpoBaHus s
JAHHOTO MOJYJS TO3BOJSAET 3JIOYMBINIJIEHHUKY BBIYUCIUTH APYTHE Tapbl
nokazaTesel, He pacKiabIBasi MOIYJIb Ha MHOXHUTEIIH;

- B KpunTorpaduuecKkux MPOTOKOJAX C UCMoJb30BaHueM RSA oOmuii
MOJyJIb UCIIOJB30BATHCS HE JOJKEH;

- ISl PEOTBPAIICHUS PACKPBITUS MaJoOro Moka3aTens mudpoBaHus
COOOIIIEHHST TOJKHBI OBITh JOIMOJHEHBI («HAOUTHI») CIyYailHbIMU 3HAYECHU-
SAMU;

- TIOKazarteb Jemu(poBaHus T0JKEH ObITh OOJIBIINAM.

HenoctaTouHo MCIOb30BaTh KPUIITOCTOMKHUN alropuTM, O0e30macHoOu
I0JDKHA OBITh BCS KPUNTOCHUCTEMA, BKJIIOYash KpUNTOTrpadUUecKuid mMpoTo-
koJi. Cnaboe MecTo JH00ro U3 TpexX ITUX KOMIIOHEHTOB cJellaeT Hebezonac-
HOM BCIO CUCTEMY.

3ananus Ha J1a0opaTOPHYIO padoTy

No 3aganne Ne 1 3ananue Ne 2
BapuaHTa | Hanucars nmporpammy [Ipounssectu
u1s peanuzanud RSA | MoaenupoBaHHe
mudpoBaHust/ ataku Ha RSA
nermudpoBaHus KPUNTOCUCTEMY
1 607 613 Cuenapuii 1
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2 617 619 Cuenapuit 2
3 631 641 Cuenapuii 3
4 643 647 Cuenapwuii 4
5 653 659 Cuenapuii 5
6 661 673 Cuenaputii 1
/ 6/7 683 Cuenaputii 2
8 691 701 Cuenapuii 3
9 709 719 Cuenapwuii 4
10 727 733 Cuenapwuii 5
11 739 743 Cuenapwuii 1
12 751 757 Cuenapuii 2
13 761 769 Cuenapuii 3
14 773 787 Cuenapuii 4
15 797 809 Cuenapuii 5

KoHnTpoJibHBIE BONIPOCHI
1. B uemM 0cOOEHHOCTh ACHMMETPHUYHBIX CUCTEM MU POBAHUS?
2. Ha yweMm 6a3upyercs KpunTocTOUKOCTh RSA?
3. Kak yBenmnuuTh NpOU3BOAUTEIBHOCTD CUCTEMBI i poBaHus RSA?
4. Kakue ataku Ha cuctemy RSA BaM n3BecTHBI?

5. Kak nmpoTtuBozeiicTBoBaTh aTakam Ha cuctemy RSA?
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Tema Ne 6. JlaGopaTtopHasi padora Ne/

Pa3zpaboTka nporpaMMHOTO CpPEACTBA JJIsl pealu3allu alropuTMa mu -
POBaHUS Ha OCHOBE YIPAaBJISIEMbIX MOJCTAHOBOK
Heab padoThbl: U3yYUTh MPUHIIUIIBI TOCTPOCHUS] ACUMMETPUYHBIX KPUIITOCH-
CTEM, TIOJIYYUTh HABBIKU Pa3pabOTKU MPOrpaMM JIjIsl peaiu3aliid aCUMMET-
pudHOro mudppoBaHus U Jemr@poBaHus.
IIporpamma padoThI:
1. I3y4uTh NPUHIUIBI ACHMMETPUYHOTO MIK(PPOBAHUS U CTAHIAPTHI
ACUMMETPUYHOTO U(POBAHMUS.
2. [IporpamMmHas peain3aiys aCHMMETPUIHOTO MUGPOBAHUS U JCTH |-
pOBaHUSI.
3. CocTaBUTh U 3alIUTUTH OTUYET IO pe3yiabTaTaM pabOTHI.
Kparkue cBegeHus U3 TEOpUHU
Kpunrtocuctemy, npemioxennyro Jnbl amanem (T. EIGamal) 8 1985 1.,
MOHO MCTIOJIb30BaTh Kak s NUGPOBBIX MOANMUCEH, TaK U JJs mudpoBa-
HUsg. KpunrocTolkocTh omnpeaensercss TPYAOEMKOCThIO BBIYMCICHHS JIHC-
KpeTHOTo jorapudmMa HaJ KOHEYHBIM IOJIEM.
Jlnst TeHepanyu maphl KJIO4Yeld cHadasjga BHIOUPAIOTCS MPOCTOE YHUCIIO p
M JIBa CJIyYalHBIX YMCla, § ¥ X; 00a 3TUX 4YHCJa JOJDKHBI OBITh MEHBIIE p.
3aTeM BBIYHCIISIETCS
y=g*modp.
OTKPBITBIM KJIFOUOM SIBISAIOTCS y, § U p. U ¢, u p MOXHO caenath 00-
IIUMU JJIS TPYIIIBI oJib30Bateeid. CeKpeTHBIM KII0YOM SBIISIETCS X.
Buvluucnenue u nposeprxa noonucu.

UrtoObl moamucaTh cooOuieHue M, cHadaja BbIOMpaeTCs cliydaliHoOe

k
quCcya0 K, B3aMMHO IIPOCTOE C (p —1). 3aTeM BeIUHCIseTcs a=0g mod p, u c

45



MOMOIIBIO  PACIIMPEHHOTO  alroput™Ma  EBKInMga W3 YpaBHEHHS
M = (xa+ kb)mod( p —1) Haxoautcsa b. [loanuceio sSBISETCS Mapa YMcel: a
u b. CaydaitHoe 3HaueHHe K TOKHO XpaHHUThCSA B cekpere. Jlis mpoBepku
MOANUCH HEOOX0AMMO YOETUTHCS, YTO

y*x*mod p = g" mod p.

Kaxxnas HOBas moanuch TpeOyeT HOBOTO 3HaueHHs K, W 3TO 3HaucHHE
JOJDKHO BBIOMPATHCS CIIy4aiHBIM 00pa3oM. ECiii 37I0yMBIIINIEHHUK PAaCKPOET
K, ncrionb3yemMoe aOOHEHTOM, OH CMOJKET PACKPBITh CEKPETHBIN Kitou x. Eciu
3JIOYMBIIINICHHUK CMOYKET MOJYYUTh JBa COOOINCHHUS, MOAMUCAHHBIC TIPH T10-
MOIIIK OJTHOT'O M TOTO ke K, OH CMOXET pacKpbITh X, Jake HE 3Has K.

YucjaeHHbIA IpUMep

Bribepem p = 11 u g = 2. [lycTh cexkpeTHbId K04 X = 8. Berauciaum
y=g"mod p=28modll=3.

OTKPBITEIM KJIIOYOM sIBASIOTCA y = 3, =2up = 11. UToOBI MOATIH-
catb M = 5, cHayayma BwIOepeM ciydaitHoe umcio K = 9. Y6emumcs, 4To
gcd(9,10) = 1. Janee BoruncauMm a= g mod p=29mod11=6. 3arem c mo-
MOIIBIO PACIIMPEHHOrO aJroputMa EBKiIuga HakjgemM D u3 ypaBHCHHS
M =(xa+kb)mod(p-1):

5=(8-6+9-b)mod10.
Pemenue: b = 3, a moanuce npeacrapiset coboit mapy: a=6 u b = 3. Jlns
IPOBEPKH moamucH yoemumes, uto y*x°mod p=g" mod p:
3663 mod 11 = 25 mod 11.
Lugpposanue/dewugposanue.

Hnsa mmdpoBanust cooOuieHuss M cHavajna BBIOMpAETCs CllydailHOe

ancno K, Bzammuo-mpocroe ¢ (p—1). 3arem Berumcsores a=g‘modp,

b=y*M mod p.
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[Tapa (a, b) sBseTCcs mMUdpPoTEKCTOM.

Hns nemudpoBanus (a, b) Berauciasercs

M =£Xmod p.
a

[Ipeobpa3oBanne 06paTUMO, Tak Kak a* = g“mod p.

[lo cytu onucanHoe nmpeodpa3oBaHUE — ITO TO KE CaAMOE, YTO U JKC-
MOHEHIMAJIbHBIN KiIt0ueBOM 0OMeH no Juddu-Xemnmany, 3a HCKIIOUEHUEM

TOI'0, YTO ) — ATO YaCTh KJIFOUa, a MpH MHUOPOBAHUU COOOIIEHNE YMHOXKACTCS

k
Ha Y .

Tema Ne 6. JlabopaTopnas padora Ne 8

P33p36OTKa nporpaMmmMHOIo CpcacrBa i pCain3dallnu aJIrOpuTMa

128-6uToBoro mudpoBaHus cO CTAaTUYESCKUM 128-OUTOBBIM KIHOUYOM

Meton 3KCOHEHIHANBHOrO KitoueBoro ooMena JAuddu-Xemnmana —
nepBasi KpUNTOCUCTEMA C OTKPBITHIM KJI04OM — ObLIT u3oopeten Huddu (W.
Diffie) u Xenamanom (M. Hellman) B 1976 roay. Kpunrocroiikocte MeTo1a
ONpeAeNseTCs] TPYIOEMKOCTbIO BBIUMUCICHUSI TUCKpPETHOro jorapudma. Me-
TOJ MOET OBITh UCIOJB30BaH Ui paclpeiesieHus Kiouel — aBa aboHeHTa
MOTYT BOCIIOJIb30BAThCA UM JJISI T€HEpALMU OOIIEro CEKpPEeTHOro KJo4a, HO
€ro HeJIb3s MCIO0Ib30BaTh I MudpoBaHus U AeuppoBaHus COOOIMICHUM.

Cnayana aboHeHTHl A U b BMecTe BbIOMpaAIOT OOJbIINE MPOCThIC YUCTIA
n U (¢, Tak, 4ToObl § OBUIO MPUMHUTHUBHBIM 3JIEMEHTOM B KOHEYHOM IIOJIE
GF(n). OTu nBa 1eibIX YKMCiIa XPaHUTh B CEKPETE HEOOA3aTeIbHO, AOOHEHTHI
MOTYT JOTOBOPUTHCS 00 MX MCHOJIb30BAHMM 1O HECEKPETHOMY KaHally. DTH
qyciia MOTYT J1aXKe COBMECTHO MCHOJIb30BaThCS IPYNIION MOJIb30BaTeNe. 3a-

TEM pealnu3yeTcs CIeAYOUUN MPOTOKOJL:
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e a0OHEHT A BbIOMpACT ClaydyailHOE OOJIBIIIOE IJIO€ YUCIIO X U IOChIIAeT

aboHeHty b
X =g*modn;

e aOoHeHT b BrIOUpaeT ciyvaiiHoe OOJIBIIIOE 1[€JI0€ YKCIIO Y 1 MOChIIAeT

aboHEHTY A
Y =g’modn;
e a0OHEHT A BBIYHCISACT
k=Y*modn;
e aboueHnt b BeIumcseT
k"=XYmodn.

1 K, u k' paasr g modn. HUKTO M3 MPOCIIYIIMBAIONUX 3TOT KaHA

3JIOYMBIIIUICHHUKOB HE CMOXET BBIYUCIUTH JTO 3HAUYCHHE, UM HW3BECTHBI
ToJIbKO N, g, X 1 Y, ¥ HE U3BECTHHI X U ). JIJIs mOTydeHuUs x U y HEOOXOUMO
BBIYKMCIIMTh JUCKPETHBIN Jorapudm. Takum oOpa3zoMm, K — 3TO CeKpeTHBIN
KJIFOY, KOTOPBIH aOOHEHTHI BBIUMCISIIOT HE3aBUCHUMO. BrIOOp § U n MOXKeT
3aMETHO BJIMSITh Ha KPUNTOCTOWKOCTh. 7 JOJKHO OBITH 00s3aTEIbHO 0O0JIb-
IITUM YHCJIOM: KPUIITOCTOWKOCTh 3aBUCHUT TaKXe OT TPYJAOEMKOCTH Pa3ioikKe-
HUSI HA MHOXKHUTEJIU YHCENl TOTO XK€ pa3Mmepa, 4To U n. MOXXHO BBIOMpATH
a1000€ (, SIBIISIIOINICECS MPUMUTUBHBIM 3JIEMEHTOM; HET MPUYHH, IO KOTOPHIM
HeJb3s ObLI0 Obl BHIOpaTh HaMMEHbIIee BO3MOkHOE . Ha camoMm aene yucio
g MOXET JaXXe M He ObITh IPUMUTHBHBIM 3JICMEHTOM, OHO JIMIIb JOJHKHO IT0-
POXKIaTh JTOCTATOYHO OOJBITYIO TMOATPYIITY MYJbTHUIUIMKATUBHOW TPYTIBI B
GF(n).

be3 nomonHUTENBHBIX MEp 0€30MacHOCTH (BBEJICHUSA CEPTUPUKATOB

OTKPBITHIX KJIIOYEH) OMMCAHHBIM METOJ KJIIIOUEBOT'0 OOMEHA YSI3BUM C TOUYKHU
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3pEeHMS aTaKW, U3BECTHOMW I1OJT Ha3BaHUEM «UYEJIOBEK IMocepeauHe» (man-in-
the-middle attack).

[Ipenmnosioxum, 3JI0YMBIIICHHUK MOXET HE TOJbKO MOACIYIIUBAaTh CO-
0011IeHNss a00OHEHTOB, HO U U3MEHSTh M YAaIsATh COOOIICHHS, a TaKKe CO3/1a-
BaTh COBEPIIECHHO HOBBIE JIOKHBIE COOOIIeHUs. Toraa 3JI0yMBIIIJIEHHUK MO-
’KET BblJIaBaTh ce0s 3a aboHeHTa b, cooOmaroiiero 4ro-to aboOHEeHTY A, UIIH
3a A, cooOmaromiero 4ro-to b. Ataka cOCTOUT U3 CACAYIOIMMNX JSHCTBUM:

1. abOoHeHT A mochuiaeT a00HEHTY b CBOM OTKPBITHIN KiIt04Y. 3110-
YMBIIJICHHUK MEPEXBATHIBAECT €T0 U MochliaeT b cBOi COOCTBEHHBIN OT-
KPBITBIN KJIOY;

2. b noceutaer A cBOM OTKPBITHIN KJTIOY. 3JI0YMBIIICHHUK TIEpeXBa-
THIBA€T €T0 M MOChUIAET A CBOM COOCTBEHHBIN OTKPBITHIN KITIOY;

3. kormga aboHEHT A mochUIaeT coobuieHue abonenty b, 3amudpo-
BAaHHOE Ha €r0 OTKPHITOM KJIF0U€, 3JI0YMBIIIJICHHUK €T0 IepeXBaThiBaeT. Tak
KaK COOOIIEHNE B JEUCTBUTEIBHOCTH 3alTU(PPOBAHO HA OTKPHITOM KJIFOUE
3JIOYMBIIJICHHUKA, OH paciiu@poBBIBAET €r0, CHOBA 3alIu(pOBLIBAET Ha
OTKPBITOM KJitoue aboHeHTa b u mockinaeT ero b;

4. xorga b moceinaer cooOiieHue abOHEHTY A, 3ami@poBaHHOE Ha €€
OTKPBITOM KJTIIOYE, 3JIOYMBIIIJICHHUK €TI0 TepexBaThiBaeT. Tak kKak cooOie-
HUE B ICHCTBUTEILHOCTH 3aITU(PPOBAHO HA OTKPHITOM KIIFOUE 3JI0YMBIIIICH-
HUKA, OH paciIu(@poBBIBAET €T0 U 3aTEM CHOBA 3aIIM(DPOBLIBAET HA OTKPHI-
TOM KJIFou€ A U mochljiaeT abOHEHTY A.

ATaka BO3MOJHa, AK€ €CJIM OTKPBIThIE KiItoud A u b Xxpaunsarcs B 0a-
3¢ JIaHHBIX. 3JIOYMBIIIJICHHUK MOXKET MepeXBaTUTh 3alpoc A k 0a3e MaHHBIX
U TIOJIMEHUTh OTKPBITHIN K04 b cBOMM coOCTBeHHBIM. TO XK€ caMoe OH MO-
XKET CceJaTh U C OTKPHITHIM KJIFOUOM aOOHEHTa A. 3J0YMBIINUICHHUK MOXET

aTakoBaTh 0a3y NaHHBIX U MOAMEHUTH OTKPHITHIE KiItoun b u A cBOuMU CcO0-
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CTBEHHBIMHU. 3aTeM, JOXJABIIUCh, KOrJa aOOHEHThl HaUHYT OOMEHUBATHCS
COOONICHUSIMU, OH BBIMIOJTHSAET NepexBat u nmoaMeny. [logo0Has araka BechMa
s dexTrBHA, TaK Kak Y A U b HET BO3MOXXHOCTH MPOBEPUTH, JCUCTBUTEIBHO
JI1 OHU OOIIAIOTCSI UMEHHO JPYyT ¢ ApyroM. Eciau BMemaTenbCTBO 3J10yMBbIIII-
JICHHUKA HE MPUBOJUT K 3aMETHBIM 3aJiep>KKaM MpHU Tepeiaye cCooOIIeHU,
a0OHEHTHI HE CMOTYT OOHAPYKUTh, YTO KTO-TO, PACIIOJIOKECHHBI MEXTY HHU-
MU, YUTAET BCE UX CEKPETHHIE COOOIICHUS.

Kaxpiii aDOHEHT KPUIITOCETH MOXET OMYyOJMKOBATH CBOM OTKPBITHIN
kirou X =g modn B obmell 0a3e ganubix. Eciin aOoHeHT A 3axoueT ycra-

HOBUTH CBSI3b ¢ a0OHEHTOM b, eMy MOHamOOUTCA TOJBKO MOJIYYUTh OTKPbI-
ThI KiIto4 b U 3aTeM creHepupoBaTh OOIIMIM CEKPETHBIM KoY. OH MOXKET
3amu@poBaTh COOOIIEHUE PTUM KJIHOYOM U mociath ero b. AdoHeHt b us-
BJICUET OTKPBITHIN KIHOY A M BBIYHUCIUT OOIIUM cekpeTHhIM kitou. Kaxmas
napa abOHEHTOB MOXXET HCHOJIb30BaTh YHUKAJbHBIA CEKPETHBIM KIIIOY; HE
TpeOyeTcsi HUKaKuX MpeIBaAPUTEIIbHBIX OOMEHOB JaHHBIMU MEXIy HUMU. OT-
KPBIThIE KJIIOYHU JIOJDKHBI MPOUTH cepTUUKALNIO, YTOOBI MPEIOTBPATUTH
aTaku, CBSI3aHHbBIE C MOJAMEHOM KJItouew (B MEpBYI ouepenb AJsi MPOTHUBO-
NEUCTBUS aTake «4EJIOBEK MOCEPEINHE ), U TOJDKHBI PETYJISIPHO MEHATHCS.
IIpomoxkon knoueso2o0 0bmMeHa 014 HeCKOIbKUX YUACMHUKO 8
OnucaHHBIA BBHIIIE TPOTOKOJ KIJIKOUEBOrO OOMEHA JIETKO MOXHO pac-

IIUPUTH IS Ciiydasi Tpex U 0ojiee y4acTHUKOB. B mpuBOAMMOM HUXKE MpUMeE-
pe A, b u B BMecTe reHepupyroT oO1IHi CEKPETHBIN KIIIOY.
A BbIOUpaeT ciiydaiiHOE OOJIBIIIOE I1€JI0€ YHUCIIO X M BBIYUCIISIET

X =g*modn.
b BeIOUpaeT ciaydaitHoe 00JIBIIIOE 1IEJ0€ YUCIIO0 ) U MOoChlIaeT aboHeHTy B

Y =g’ modn.

K BbIOUMpaeT ciayyaitHoe 00JIbIIOE 1EJI0€ YUCIIO Z U TTOChUIAET aDOHEHTY A
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Z =g*modn.

A noceiiaer b

Z'=Z"modn.
b nnoceinaer B

X"=XYmodn.
B noceiiaer A

Y'=Y* modn.
A BBIYHCIISCT

k=Y""modn.
b BeIUMCHSIET

k=Z""modn.
B BhIUnCHsCT

k=X""modn.

Xyz

CekpeTHblii K104 K paBeH ¢7° M0OdN, ¥ HUKTO U3 MOACIYLIMBAIOIIUX

KaHaJIbI 3JI0YMBIIINICHHUKOB HE CMOXKET BBIYUCIIMTD 3TO 3HadueHue. [IpoTokon
MOYHO JIETKO PacCIIUPUTH JJIS YEThIpeX U 00Jiee y4acTHHUKOB, IPOCTO T00aB-
JSFOTCS] YYaCTHUKH U ATAlbl BEIYUCICHHH.
OOHOCMOPOHHAA 2eHepayus K1oud
Ortot BapuaHT Metona Juddu-Xemmmana mo3poisier A creHepupoBaTh

KJIFOY U TOCJaTh ero b.
A BBIOHpAET ciydaifHoe OOJIBIIIOE 11€JI0€ YUCIIO X U TEHEPUPYET

k=g"modn.
b BeIOMpaeT ciayyaiiHoe OOJIBIIOE 1I€JI0€ YUCIIO Y U TTOChIIaeT A

Y =g’ modn.
A nocsutaet b

X =Y*modn.
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b BrIUHCIIgET

-1

L=y
k'=X"modn.
Ecau Bce BeImosiHEHO TIpaBUiIbHO, TO K = K'. TIpenMymiecTBOM 3TOro Metoj1a
COCTOHUT B TOM, YTO K MOJKHO BBIYHCIIUTH 3apaHee, 10 B3aUMOJICHCTBHSI, U
a0oHEeHT A MoxkeT muppoBaTh COOOIICHHS ¢ TOMOIIBIO K 327010 10 yCcTa-
HOBJIEHUA coeuHeHus ¢ b. OH MOXET mocjaath COOOIIEHNE cpa3y MHOXKe-
CTBY a0OHEHTOB, a IEpeAaTh KJIIOUY MO3JHEE — KAXKJIOMY B OTJEIbHOCTH.
3ananue Ha J1a0OpPaATOPHYIO padoTy

1. Pazpabotath nporpamMmmy s mudpoBanus/aeniu@poBaHus Mo cXxeme

Dbl amains.
No Monynb
BapuaHTa | KpunTorpadhuiecKkoiu
CXEMBI
1 1009
2 1013
3 1019
4 1021
5 1031
6 1033
/ 1039
8 1049
9 1051
10 1061
11 1063
12 1069
13 1087
14 1091
15 1093

2. Pazpabortarh Be mporpamMMbl, KOTOPbIE, YCTaHABIUBAs CBSI3b C MPH-
MEHEHHUEM COKETOB, PEaIN3yI0T OJHOCTOPOHHIOK IEHEPALUIO KIIH0Ya.
KoHTpoJbHBbIEC BONIPOCHI

1. Haznauenwue 1iupoBoit moamucHy.
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2. B yeM otnuuune kpunrocxeMsl Dbl amans ot RSA?

3. Ha uem Ga3upyeTrcst KpunTOCTOMKOCTh CUCTEeMbI Dbl amars?
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Meroanueckue yka3zaHusl MpeJHa3HAuYEHbI ISl CTYJEHTOB HAlpaBJICHHS MOA-
rotoBkH 15.03.04 ABromMaTu3anys TEXHOJIOTUYECKUX MPOLIECCOB U TPOU3BOJCTB H
OPYTUX TEXHUYECKHX ClienuanbHOCTENd. OHU coepxkaT peKOMEHAAIMU IO OPTaHHU-
3allUd CaMOCTOSITENIBHBIX PaboT CTyAeHTa AN AUCUMILTUHBL «HpopManmoHHas
0€30MacCHOCTh ABTOMAaTU3UPOBAHHBIX CHCTEM.

MeTtoauueckue ykazaHus pa3padOTaHbl B COOTBETCTBHHM C TPEeOOBaHUSIMU
®I'OC BO B yactu cofepkaHusi U YPOBHSI IOJATOTOBKU BBIITYCKHUKOB Halpasiie-

Hust 15.03.04 ABToMaTH3aIMsl TEXHOJIOTUYECKUX MPOLIECCOB U TPOU3BOJICTB
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1 IToaroroBKa K JJeKIUAM

['1aBHOE B mepuOJ MOATOTOBKH K JIEKIMOHHBIM 3aHATHSIM — HAYYUTHCA Me-
TOJaM CaMOCTOSITEJILHOIO YMCTBEHHOTO TpyJAa, CO3HATEIbHO pPa3BUBATh CBOU
TBOPUYECKHUE CIIOCOOHOCTHU U OBJIQJIEBaTh HABBIKAMU TBOPYECKOM padoThl. J1Jist 3TO-
ro HEOOXOJAMMO CTPOro CoOJII0AaTh JUCHUIUIMHY ydeObl U ToBeleHus. Yerkoe
IJIAHUPOBAHKUE CBOETO pabO4yero BPEMEHU M OTAbIXa SIBIISIETCS HEOOXOIUMBIM
YCIIOBUEM JIJIsl YCIIEITHOM CaMOCTOSITENbHOM paboThl. B OCHOBY €ro Hy»HO IMOJ0-
KUTh paboure NporpaMMbl U3Y4a€MbIX B CEMECTPE TUCIUILINH.

KaxaoMy CTyAeHTY CIEIyeT COCTaBJISATh €XKEHEIETbHBIH W CEMECTPOBBIN
TUTaHbl paboThI, a TaKXkKe TUTAH Ha Kaxabld pabouuit geHs. C Beuepa Bcerjaa Hajlo
pacrpenensiTh padoTy Ha 3aBTpalllHUM JIeHb. B KOHIIE KaXKI0T0 JHS Ierecoo0pas-
HO TOJIBOJIUTH UTOT PabOTHI: TIIATEIHHO MPOBEPUTH, BCE JIU BBHIIIOJIHEHO O Hame-
YEHHOMY IUJIaHy, HE ObUIO JIM KaKUX-JIHMOO OTCTYIUICHUM, a €ClIM ObLIU, M0 KaKou
MPUYUHE 3TO Mpour3oinuio. HyHO OCYyIIEeCTBISATh CAMOKOHTPOJIb, KOTOPBIM SIBIIS-
eTCcsi HeOOXOAMMBIM YCJIOBHEM YCIEIHON yueObl. Eciu 4To-TO OcTanoch HEBBI-
MOJTHEHHBIM, HEOOXOMMO U3bICKATh BpeMsl JJISl 3aBEPIICHUS 3TOW YacTU padOThI,
HE YMEHbIIIasi 00bemMa HeICIbHOTO TJIaHa.

CrnymaHnue U 3aIluch JICKIIUA — CIIOXKHBIN BUJT By30BCKOM ayIMTOPHOM pabo-
Thl. BHUMaTenbHOE CiIylllaHWEe M KOHCHEKTUPOBAHUE JICKIUU MpeanojaracT HUH-
TEHCHUBHYIO YMCTBEHHYIO IEATEIbHOCTh CTyJeHTa. KpaTkue 3amucu JIeKUUW, UX
KOHCTIIEKTUPOBAHUE TMOMOTaeT YCBOUTh yueOHbIH MmaTtepuan. KoHCHEKT sBiseTcs
MOJIE3HBIM TOTJIA, KOTJIa 3alMCAHO CaMOE CYIIECTBEHHOE, OCHOBHOE U CJIEJIaHO 3TO
caMHM CTyJeHTOM. He Hajo cTpeMuThCs 3anucarh JIOCJIOBHO BCIO JEKIHI0. Takoe
«KOHCIIEKTUPOBAHUE» MPUHOCUT OOJIbIIIE Bpela, YEM TOJIb3bI. 3aMKCh JIEKIUN pe-
KOMEHJTyeTCSl BECTH MO0 BO3MOXXHOCTH COOCTBEHHBIMH (popMynupoBkamu. JKena-
TEJIBHO 3aMKCh OCYIIECTBIISITh HA OJIHOW CTPAHUIIE, & CICAYIOUTYI0 OCTaBIATH ISt
popadOTKH Y4eOHOTO MaTepualia CaMOCTOSTEIHHO B IOMAIITHUX YCIOBHUSX.

KoHcrekT nexiuii Jiydiine moapa3faeisTh Ha MyHKTHI, maparpadsl, coomromast
KPacCHYIO CTPOKY. DTOoMy B OOJBIION CTeneHu OyAyT CIOCOOCTBOBATH MYHKTHI

IUIaHa JCKIOUHU, IIPCIIIOKCHHBIC ITPCIIOAaBaTCIIAM. HpI/IHI_[I/IHI/IaJ'H)HI)Ie MCCTa, OIIpC-



neneHus, GopMyJibl U APYroe ClIeAyeT CONPOBOXAATH 3aMEUAHUSIMU «BAYKHOY,
«0c000 BaXKHO», «XOPOIIO 3alOMHHUTH» U T.II. MOKHO J€1aTh 3TO U C MOMOIIBIO
Pa3HOLIBETHBIX MapKepoB WM pydek. Jlydmie eciu oHU OyIyT COOCTBEHHBIMH,
YTOOBI HE MPUXOJUIOCH MPUCUTH UX Y OAHOKYPCHUKOB U TEM CaMbIM HE OTBIIEKATh
ux Bo BpeMms Jjekuuu. LlenecoobpazHo pa3paboraTh COOCTBEHHYIO «MapKorpa-
¢uro» (3Ha4KH, CUMBOJIBI), COKpalleHus cioB. He nuiHuM OyeT u u3yueHue oc-
HOB cTeHorpaduu. PaboTtas Haj KOHCIEKTOM JEKIUi, BCerna HeoOXOAUMO HC-
[I0JIb30BaTh HE TOJIbKO YYEOHUK, HO U Ty JIMTEPATYpPY, KOTOPYIO JOMOJHUTEIBHO
pexomMeH10Bal JiekTop. MIMeHHO Takas cepbe3Hasi, KpoIoT/inBas paboTa ¢ JIEKIU-

OHHBIM MAaTCpPHUAJIOM I103BOJINT FJIY60KO OBJIAACTH 3HAHUAMMU.



2 IloaroTroBKa K J1abOpaTOPHBLIM padoTam

[ToaroToBKy K KaxAa0My NPAKTUYECKOMY 3aHATHUIO CTYIAEHT JOJKEH HAa4aTh
C O3HAKOMJIEHUS C METOIMYECKUMU YKa3aHUSIMHU, KOTOPBIE BKIIIOYAIOT COAEPKaHNE
pabotel. TuiaTenbHOE MPOIyMBIBAHUE M HU3yUYEHHE BOIPOCOB OCHOBBIBAECTCS HA
npopaboTKe TEKYIIEro Marepuaa JIEKIUH, a 3aTeM U3yUYeHUsl 00s3aTelIbHON U J10-
MOJIHUTENBHON JIMTEPATYPhl, PEKOMEHIOBAaHHYIO K JaHHOW Teme. Ha ocHOBe uH-
JTUBUTyJIbHBIX MPEANOYTEHUN CTYJEHTY HEOOXOAMMO CaMOCTOSITEIbHO BBIOpAThH
TEMy JOKJIaJa Mo npoOjeMe U MO BO3MOKHOCTH MOJATOTOBUTH MO HEMY Ipe3eHTa-
UIO.

Ecnu nmporpammoil TUCHMIUIMHBI TPEAYCMOTPEHO BBINIOJIHEHUE MPaKTUYe-
CKOTO 3aJaHusl, TO €ro HeOOXOJAMMO BBINOJHUTH C YYETOM MPEAJIOKEHHOU HH-
CTpyKUuHU (YCTHO WM NHCbMEHHO). Bce HOBblE NOHATHSA MO H3yyaeMOW Teme
HEO0XOJIUMO BBIYYUTh HAW3YCTh U BHECTU B IJIOCCApU, KOTOPHBIH 1€71€CO00pa3HO
BECTH C CAMOr0 Hayajla M3y4yeHus Kypca. Pe3ynbrar Takoi paOoThl JOJIKEH MPO-
SABUTHCS B CIIOCOOHOCTH CTY/I€HTa CBOOOJHO OTBETUTh HA TEOPETHUUECKHUE BOIIPOCHI
CEMHUHapa, €ro BBICTYIUIEHUH U YYACTHH B KOJUJIEKTUBHOM OOCYXJAEHUH BOIPOCOB
U3Yy4aeMOW TEMBbI, MPABUJIBHOM BBIIOJHEHUH MPAKTHUYECKUX 33JaHUN U KOHTPOJIb-
HBIX paboT.

B 3aBuCMMOCTH OT cOoJep:KaHHsI U KOJIMYECTBA OTBEJECHHOTO BPEMEHH Ha
U3YYEHHUE KaXKIOW TEMBI TPAKTUYECKOE 3aAHITHE MOKET COCTOSATh U3 YETBHIPEX-TIATH
YacTeu:

1. OOcyxneHne TEeOpeTUYECKUX BOIPOCOB, OMPEAENIEHHBIX MPOrpaMMOi
T CUUTLIAHBI.

2. Jloknan v/ Wi BBICTYIUIEHHUE C MPE3EHTALUSIMU 10 BBIOpaHHOM mpo0iie-
Me.

3. OOcyxaeHre BBICTYIICHUM 1O TeME — IUCKYCCHS.

4. BollonHEHWE MPAKTUYECKOr0 3a/laHus ¢ MOCIHEAYIOMMM pa30opoM IO-
JYYEHHBIX PE3yIbTaTOB WIIK 00CYX ICHUE MPAKTUIECKOTO 3aaHusl.

5. IlonBeneHue UTOroB 3aHITHUS.



[lepBas yacTh — OOCYXKJIEHHE TEOPETHUUYECKHX BOIPOCOB — MPOBOJUTCA B
BUje (PpOHTATBHON Gecenbl CO BCEeH TPYIIOil M BKIIIOYAET BEIOOPOUHYIO MPOBEPKY
IPENOAABATENIEM TEOPETUUECKUX 3HAHUN CTyAEHTOB. [IpuMepHas npoaoKuTeNb-
HOCTh — 10 15 mMuHYT. BTOpas 4actb — BBICTYIUIEHUE CTYIEHTOB C JOKJIAaJIaMH,
KOTOPBIE JTOJKHBI COITPOBOXKAATHCS NMPE3CHTALMAMH C LIEJIbI YCUICHUS HarJsi-
HOCTH BOCHPHUSITHS, IO OJTHOMY U3 BOIIPOCOB MPAKTUUECKOT0 3aHATHs. O0s3aTelb-
HBI JJIEMEHT JOKJIAaaa — NPEACTABICHUE W AHAJIW3 CTATUCTUYECKUX JAHHBIX,
000CHOBaHUE COLMAIBHBIX MOCJIEACTBHI JI000T0 AKOHOMHYECKOro (akra, siBie-
HUS WK npouecca. [Ipumepnas npopomwkutenbHocTh — 20-25 munyT. Iocne no-
KJIaJIOB CJIEIyeT UX 00CyKIeHue — NucKyccus. B xoze 3Toro srana npakTuyecKkoro
3aHATHSA MOTYT OBITh 3a/laHbl YTOUHSIIOIINE BOMPOCH! K Jokinaguukam. [TpumepHas
MIPOJOJDKUTENBHOCTD — 10 15-20 munyT. Ecinm mporpamMmoi npeayCMOTPEHO BBI-
IOJIHEHHE NPAKTUYECKOTO 3aJaHUs B paMKax KOHKPETHOW TEMBI, TO MPENoaBare-
JIIMM OIIPENIEIIAETCS €r0 COAEpKaHUE U aeTCsl BpEMs Ha €0 BBIIIOJIHEHUE, a 3aMET
uaeT o0cyXKaeHne pe3yapTaToB. [loaBeeHEM UTOrOB 3aKaHYMBAETCA MpPAKTUYe-
CKO€ 3aHATHE.

B mporecce moAroToBKM K MPaKTUYECKUM 3aHITHUSAM, CTyJAEHTaM HeoO0Xo-
IUMO 00OpaTUTh 0cO00€ BHUMAaHUE HA CAMOCTOSITEIbHOE U3yUYEeHHUE PEKOMEHI0BaH-
HOM y4eOHO-METOIUYEeCKOM (a Takke HAydYHOW M MomyssipHO) muteparypsl. Ca-
MOCTOSITENIbHAsE paboTa ¢ yueOHHKaMH, y4eOHbIMU MOCOOMAMM, HAYYHOU, crpa-
BOYHOW W TOIYJISIPHOU JIMTEPATYpPOM, MarepuaiaMyu NEPUOAUUYECKUX HU3JaHUN U
WNHTepHeTa, CTaTUCTUYECKUMH JTaHHBIMU SIBIIA€TCS HanOosiee d)PEKTUBHBIM Me-
TOAOM TMOJYy4YEHUS 3HAHUM, MO3BOJSET 3HAUYMUTENBHO AaKTUBH3WPOBATH IPOLECC
oBytaieHus nHpopmarmen, cnocodCcTByeT 60see rTyO0OKOMY YCBOSHHUIO U3y4aeMo-
ro mMarepuaia, pOpMUPYET y CTYJEHTOB CBOE OTHOIIEHHE K KOHKPETHOU mpobiie-
Me. bornee riry6okoMy pacKpbITHIO BOIIPOCOB CIOCOOCTBYET 3HAKOMCTBO C JIOTIOJN-
HUTEJIBHOU JIMTEPATYPOM, PEKOMEHIOBAHHOW IPEINOAaBATENIEM M0 KaXKIOW TEeMe
CEMHHAPCKOTO MJIM NPAKTHUYECKOTO 3aHATHUSA, YTO MO3BOJISIET CTYICHTaM NPOSBUTH
CBOIO MHAMBUYaIbHOCTh B PaMKaX BBICTYIUICHHS] HA TAHHBIX 3aHSTUSAX, BBISIBUThH

MIMPOKUIA CIIEKTP MHEHUI 10 U3y4aeMoi rmpooseme.



3 CamocTonTebHOE M3yueHune TeMbl. KoHcnekT

KoncnekT — Hanbosee coBepiieHHas U HauboJjee ClloKHas Gopma 3aluCH.
CIoBO «KOHCIIEKT» IMPOUCXOJUT OT JIATHHCKOTO «CONSPECtUS», YTO 03HAYaeT «00-
30D, U3JI0KEHUE». B MpaBUIbHO COCTABIEHHOM KOHCHIEKTE OOBIYHO BBIJEJIECHO Ca-
MO€ OCHOBHOE€ B M3y4ae€MOM TEKCTE, COCPEJOTOYEHO BHUMaHUE Ha Hambosee cy-
IIECTBEHHOM, B KPAaTKUX M YETKUX (OPMYIHPOBKAX 0OOOIIEHBI BaKHBIE TEOPETH-
YECKHUE MOTOKEHHUS.

KoHcrekT npeacraBisieT co00i OTHOCUTENBHO MOAPOOHOE, MOCIEA0BATENb-
HOE M3JI0KEHHUE COJIep KaHMsl MpOYUTaHHOro. Ha mepBhIX mopax 1esnecooOpa3Ho B
3anucsax OJIMKe AepkKaTbesl TEKCTY, MprOeras 3a4acTyro K IpsIMOMY LIUTHPOBAHUIO
aBTopa. B nanpHelimem, o Mepe BbIpaOOTKM HABBIKOB KOHCIIEKTUPOBAHMS, 3aITUCH
OyIyT HOCUTb OOJiee CBOOOIHBIN U CKATBIM XapakTep.

KoHcneKkT KHUrM 0OBIYHO BeJETCs B TeTpaau. B caMom Hauane KOHCHEKTa
yKa3bpIBaeTcs (haMHIIMsl aBTOpa, MOJHOE HAa3BAHHME MPOM3BENCHHUSI, U3AATEIIHCTBO,
rog u Mmecto uzfganus. [lpu nuTupoBaHuM 00s3aTeNbHAs CChUIKA HAa CTPaHMILY
kaurd. Ecnu nurara B3siTa U3 coOpaHusi COUMHEHUH, TO HEOOXOIUMO yKa3aTh CO-
OoTBETCTBYOIIMI TOM. ClenyeT NMOMHUTb, YTO YE€TKas CChbLJIKA HAa HCTOYHUK —
HENIPEMEHHOE IPABWJIO KOHCHEKTUPOBaHUA. ECIM KOHCHEKTHPYETCsl CTaThs, TO
YKa3bIBaE€TCs, IJI€ U KOT1a OHa ObLla HarevaTaHa.

KoHcrekT noapaszaensercs: Ha 4aCTH B COOTBETCBTHH € 3apaHee MpOJyMaH-
HbIM TUTaHOM. [lyHKTBI MIaHa 3amMChIBAlOTCS B TEKCTE WJIM HA MOJSX KOHCIEKTA.
[lucath ero pekoMeHAyeTcs YeTKO U pa30opyMBO, TaK Kak HEOpEKHas 3aluch C
TE€YEHUEM BPEMEHH CTAHOBHUTHCSI MAJIOMIOHATHOM Uil ee aBTopa. CylecTByer npa-
BUJIO: KOHCIIEKT, COCTaBICHHBIN JJIs1 ce0sl, TOMKEH ObITh MO BO3MOKHOCTH HaIlu-
CaH TakK, YTOOBI €T0 JIETKO MPOYHUTAI U KTO-JIUOO0 APYTOM.

@DopMbI KOHCIIEKTAa MOTYT OBITh Pa3HBIMHU M 3aBUCST OT €r0 1EJI€BOr0 Ha3Ha-
yeHusl (M3yyeHue Marepuana B LIEJIOM WU MO ONpeJeJIeHHbIM YTJIOM 3pEHUS,
ITOATOTOBKA K JOKJIaay, BBICTYIUIEHUIO HA 3aHATHM U T.J.), @ TAKXKE OT Xapakrepa
npousBeneHus: (MoHorpadus, cTaThs, JOKYMEHT U T.I.). Eciiu peuyb uaer mpocto

00 M3JI0KEHUH COJACP)KaHMS pabOThI, TEKCT KOHCIIEKTa MOXKET OBITh CILJIOIIHBIM, C



BBIJIEJICHUEM OCO00 Ba)XXHBIX IOJIOKEHUHM IOAYEPKUBAHUEM WIH Pa3IMYHBIMU
3HAYKaMH.

B ciyuae, korja He OrpaHMYMBAIOTCS MEPENIOKEHUEM COAECpKaHUS, a PUK-
CUPYIOT B KOHCIIEKTE U CBOM COOCTBEHHBIE CYXICHHS IO JAHHOMY BOIIPOCY WJIU
JOTOJIHSIOT KOHCIIEKT COOTBETCTBYIOIIMMH MAaTEPUAIAMH X IPYTHX UCTOYHHUKOB,
ClIelyeT OTBOIUTH MECTO Ul TAaKOro poja 3ammcei. Pexkomenayercs pas3aeinuThb
CTPaHULBI TETPAJM IIOI0JIAaM 10 BEPTUKAJIN U B JIEBOW YaCTH BECTH KOHCIIEKT ITIPO-
U3BEJICHMS, @ B IPABOW CBOM JOIIOJHUTENIBHBIC 3allMCH, COBMELIAas UX IO COJep-
KAHUIO.

KoHcniekTupoBanue B 0oJiblIEH Mepe, YeM APYrue BUbI 3alMCEl, IOMOTaeT
BbIpa0aThIBaTh HABBIKM MPABUIBHOIO M3JI0KEHHSI B MUCbMEHHOUN (hopMe Ba)KHbIE
TEOPETUYECKUX U MPAKTUUYECKUX BOMPOCOB, YMEHUE YETKO UX (POpMyJIHpOBaTh U
SICHO M3JIaraTb CBOMMHM CJIOBAMHU.

Takum o0Opa3om, cocTaBieHHE KOHCIEKTa TpeOyeT BIyMYHMBOM pabOTHI, 3a-
TpaTbl BPEMEHU U TpyJa. 3aTO BO BpeMsI KOHCIIEKTUPOBAHUS TPUOOPETAIOTCS 3HA-
HUS, co3aeTcs (hOH/I 3arucei.

KOHCIEeKT MOKeT ObITh TEKCTYaJIbHBIM WM TEMaTHYECKUM. B TekcTyanbsHOM
KOHCIIEKTE COXPAHSETCS JIOTUKA U CTPYKTYpa U3y4aeMOro IPOU3BEACHUS, a 3alIUCh
BEJIETCSI B COOTBETCTBUM C PACIIOJIOKEHUEM MaTepraja B KHAre. 3a OCHOBY TeMa-
TUYECKOTO KOHCIIEKTa OepeTcs He IUIaH MPOU3BENICHUS, a COAEPKaHNE KaKOU-Tn00
TEMBbI WJIA TTPOOIIEMBI.

TexcTyanbHbI KOHCIEKT JKEJIATEIbHO HAYMHATh MTOCJIE TOT0, KaK BCSI KHHUIa
IPOYNTAHA U IPOJIYMaHa, HO 3TO, K COXKAJIEHUIO, HE BCETJa BO3MOXKHO. B nepByro
ouepeslb HEOOXOAUMO COCTaBUThH IUIaH MPOU3BEACHUS MMCbMEHHO WM MBICJICHHO,
MIOCKOJIBKY B COOTBETCTBUHU C 3TUM IUIAHOM CTPOUTCS JajbHeias padora. Kon-
CHEKT BKJIIOUAET B ce€0s1 T€3UChI, KOTOPbIE COCTABIIAIOT €ro ocHOBY. Ho, B oTiinume
OT TE3UCOB, KOHCIEKT CONEPKUT KPATKYIO 3alIMCh HE TOJBKO BBIBOJOB, HO U JOKa-
3aTeNIbCTB, BIUIOTH 0 (akTHuecKoro marepuana. Haue roBops, KOHCIEKT — 3TO
pPacCUIMPEHHBIE TE3UCHI, JOMNOJHEHHBIE PACCYKICHUSMU M JI0Ka3aTeIbCTBAMH,

MBICISIMHA U COO6pa)KCHI/I$IMI/I COCTaBUTCIIA 3alIHMCH.



Kak npaBuiio, KOHCHEKT BKJIIOYAET B C€0S U BBIIUCKH, HO B HETO MOTYT
BOWTH OTJACIBHBIE MECTa, IIUTHPYEMBIC TOCIOBHO, a TaKkXke (HaKThl, MPUMEPHI,
U phl, TAOJIUIBI U CXEMBI, B3SThIe U3 KHUTH. ClielyeT MOMHUTh, 4TO paboTa Haj
KOHCIIEKTOM TOJIBKO TOrAa OyAeT TBOPUYECKOM, KOrla OHA HE OrpaHUYeHa TEKCTOM
M3ydaemMoro npousBeneHus. HyHO OMONHATh KOHCIEKT JaHHBIMU U3 JAPYTUMU
UCTOYHUKOB.

B koHcriekTe HEe0OXOIMMO BBIACIATH OTJEIbHBIE MECTA TEKCTa B 3aBUCHUMO-
CTH OT UX 3HAYMMOCTH. MOKHO MOJIb30BATHCS PA3IUYHBIMU CIIOCOOAMU: MOAYEP-
KHUBAaHUSIMU, BOIPOCUTEIBHBIMA M BOCKIMIATEIbHBIMU 3HAKaMH, PEIUIMKAMU,
KpPaTKUMH OIIEHKaMH, MHUCaTh Ha IMOJSAX CBOUX KOHCIIEKTOB CIIOBA: «BAXXHOY,
«OYEHb BAXKHOY», KBEPHO», «XaPAKTEPHO.

B KOHCHEKT MOTryT MOMENIaThCsl JuarpamMMbl, CXEMbl, TaOJHUIIbI, KOTOPbIE
npuaagyT €My HArJsiAHOCTb.

CocCTaBlEHUI0O TEMATHYECKOTO KOHCIIEKTa MPEAIIECTBYET TIIATEIBHOE U3Y-
YeHUEe BCEU JuTepaTypbl, MOJAOOPAHHON JJIsi PacCKpBITUS JTaHHOW TeMbl. bhIBaer,
YTO KakKas-TmOO TeMa pacCMaTPUBAETCS B HECKOJBKHX IJIaBaX WA B Pa3HBIX Me-
CTax KHUTH. A B KOHCIIEKTE BECh MaTepuaj, OTHOCIIIUICS K TeMe, OyAEeT CoOCpe1o-
TOYEH B OJIHOM MecTe. B 1miiaHe KoHCIeKTa peKOMEHIyeTCs AejiaTh TOMETKH, K Ka-
KUM HMCTOYHUKAM (BIUIOTh JO CTPAHUIIbI) MPHUAETCS OOpPATUTHCS ISl PACKPBITHS
BOIMPOCOB. TeMaTHYeCKUM KOHCIEKT COCTABJISIETCS OOBIYHO JJIsI TOTO, YTOOBI
TIIy0)Ke U3yUUTh OMPEEICHHBIN BOMPOC, MTOATOTOBUTHCS K JAOKIJIATY, JTEKIIMH WU
BBICTYIUIEHUIO HA CEMUHAPCKOM 3aHATHU. Takoi KOHCHEKT MO COAEPKaHHUIO MPU-
omkaeTcst K pedepaty, A10KIaay 1Mo u30paHHOM TeMe, 0COOCHHO €CJTM BKIIFOYAET U

COOCTBEHHBIN BKJIaJ] B U3yUeHHUE MPOOIIEMBI.
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4 TloaroToBKA K IK3aMeHY

DK3aMEHAIMOHHAs CECCHs — OUE€Hb TSKEIIBIN nepruo padoThl AJIs CTYACHTOB
Y OTBETCTBEHHBIW TPyJ Il npenoaasarene. ['maBHasd 3amada 5K3aMEHOB — IPO-
BEpKa KauecTBa YCBOEHUS COAEPKaHUS TUCLUILINHBI.

Ha ocHoBe Takoii mpoBepKH OllEHUBAETCsl yueOHast paboTa HE TONBKO CTYy-
JIEHTOB, HO W TIPENoAaBaTeNei: Mo pe3yibTaTaM dK3aMEHOB MOKHO CYJUTh U O Ka-
YecTBE BCEro yuebHoro mpoiecca. [Ipu moaAroToBke k dk3aMeHy CTYAEHTHI TTOBTO-
PAIOT MaTepuall KypcoB, KOTOPbIE OHU CIyIIaJM U U3y4yajd B TEUCHUE CEMECTpa,
00001IaI0T MOTYUYECHHBIC 3HAHUS, BBIACISIOT TJIABHOE B MPEIMETE, BOCIPOU3BOIST
oO0IIyI0 KapTUHY JJI1 TOTO, YTOOBI SICHEE MOHSThH CBA3b MEXKIY OTICIbHBIMU dJie-
MEHTaMU JUCHUIUIAHBI.

[Ipy mOArOTOBKE K AK3aME€HaM OCHOBHOE HAaNpaBJIEHUE AAIOT MPOrpaMMBbl
Kypca 1 KOHCIIEKT, KOTOPbIE€ YKa3bIBaIOT, YTO B Kypce HauboJsiee BaxHO. OCHOBHOM
Marepuall J0JKEH MpopadaThIBATHCS MO YUYEOHUKY, MOCKOJIBKY KOHCIIEKTa HE0-
CTaTOYHO /ISl U3YYEHUS JUCIUIUIMHBL. Y4eOHUK JODKEH ObITh MpopaboTaH B Te-
YEeHHE CEMEeCTpa, a Mepe]l IK3aMEHOM BaXKHO COCPEIOTOYUTh BHUMaHUE HAa OCHOB-
HBIX, HanOoJee CIOXKHBIX pasaeniaX. [IoAroToBKYy MO KaKIOMy pasfieny CieayeT
3aKaHYMBaTh BOCCTAHOBJIEHUEM B MaMSTH €ro KpPaTKOro COJIEPXaHHUs B JIOTHYE-
CKOM MOCJIE0BATEIILHOCTH.

Jlo »k3amMeHa 0OBIYHO MTPOBOJUTCS KOHCYJIbTAIMS, HO OHA HE MOXET BO3Me-
CTUTb OTCYTCTBHSI CUCTEMATUYECKOM pabOThI B TEUCHHE CEMECTPa U TTIOMOYb 32 He-
CKOJIBKO 4acOB OCBOMTH MaTepuall, TpeOyromuiicsa kK sk3ameny. Ha koHcynbTanuu
CTYACHT MOJy4YaeT JIUIIb OTBEThl HA TPYAHBIE WU OCTABIIUECS HESACHBIMHU BOMIPO-
cel. [lonb3a OT KOHCYBTALMU OYAET TOJHKO B TOM Ciydae, €clid CTYJEHT 10 Hee
nmpopaboTaer Bech Marepuan. Hamgo yduThCs 3amaBaTh BOINPOCHI, BhIPAOATHIBATH
MPUBBIYKY MMOJ30BATHCS CIIPABOYHUKAMU, SHIIMKIIONEAUSIMHU, a HEe ObITh Ha WXKIU-
BEHHUM y TIpernojaBaTesiel, KOTOPhI HE BCEra MOXKET TYT K€, «C XOIy» Ha3BaTh
Kakoi-nmbo ¢akrt, umsi, coosiTre. Ha sk3ameHe HyXHO MOKa3aTh HE TOJHKO 3HA-

HHUE IPEAMETA, HO 1 YMCHHUC JIOTHYCCKH CBA3HO IMOCTPOUTDH yCTHBIﬁ OTBCT.
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[TomyunB OuneT, HaO BIyMaThCsl B TIOCTABJICHHBIE BOMIPOCHI ISl TOTO, YTO-
OBl IPaBUIILHO MOHATH UX. Hepeako cTyAeHT oTBeYaeT He Ha TOT BOIIPOC, KOTOPHIH
TIOCTaBJICH, WJIM B MTPOCTOM BOIPOCE HIIET CKPHITOro cMbiciia. He moHsB Bompoca
U He 00IyMaB IIaH OTBETA, HE CIEAyeT HAaUMHATh MucaTh. KOHCIEKT CBOETo OTBE-
Ta HaJ0 paccMaTpUBaTh KakK IJIaH KPATKOTO COOOIICHHS Ha JaHHYIO TEeMY H CO-
CTaBJIATh OTBET HYXHO KpaTko. [Ipu 3TOM HeoOX0IMMO MOKa3aTh YMEHHE BBIpa-
’KaTh MBICJIb YETKO U JOXOTUHBO.

OTBeyaTh HYKHO CIIOKOHHO, YETKO, IPOJyMaHHO, 0€3 TOPOILJIMBOCTH, MpPHU-
JepKUBASCh 3aMMCU CBOETO O0TBeTa. Ha sKk3aMeHax CTy/AEeHT MOKa3bIBAET HE TOJIBKO
CBOM 3HaHUs, HO U YYUTCA BIaAeTh coOoil. [locie oTBeTa Ha OUJIET MOTYT Cleno-
BaTh BOIIPOCHI, KOTOPHIE UMEIOT LIEJBIO BBISICHUTH NIOHMMaHUE JIPYTUX PAa3/eiioB
Kypca, He Bomeamux B Omier. Kak mpaBuiio, Ha HUX MOXXHO OTBETHTH KPaTKoO, J10-
CTaTOYHO M0KAa3aTh 3HAHUE CYTH Bompoca. YacTo CTyAeHTh IpU OTBETE Ha J0MOJI-
HUTEJIbHBIE BOIIPOCHI MPOSIBIIAIOT MOCHEIIHOCTD: HE IMOHSIB CMbICIIA TOTO, UTO Y HUX
CHPAlINBAIOT, HAUMHAIOT OTBEYATh M HEPEAKO TOBOPST HE MO CYTH.

CrnenyeT MOMHHUTb, YTO HEOOXOJUMBIM YCIOBHEM IPABUIBHOTO PEXHUMa pa-
OOTBI B MEPHOJ PK3aMEHAIIMOHHON CECCHH SIBIISETCS HOPMAJBHBIA COH, MIOATOMY
MOJITOTOBKA K IK3aMEHaM He JOJKHA OBITh B ymiepd CHy. Y CTaHOBJICHO, YTO CHJIb-
HO€ HMOLIMOHAJILHOE HANPSUKEHUE BO BPEMsl SK3aMEHOB HEOJIaronpHsITHO OTpaka-
€TCsl Ha HEPBHOM CHCTEME U MHOTHE CTYJIEHTHI M3-3a BOJIHEHUI HE CIISIT HOYM TIe-
pen sx3ameHamMu. OOBIYHO B CECCHUIO CTYJEHTY HE 10 OOJIE3HH, TaK KaK BeCh Opra-
HU3M 03a004Y€H OJIHUM - cAaTh 3k3aMeHbl. Ho 3TO ele He 3HA4YMT, 4yTO MOCHEN-
CTBUSI HEMPABWJIHLHO OPTaHW30BAaHHOTO TPyJa W YPE3MEpPHOU 3aHATOCTH HE CKa-
KyTcs mOoToM. [IoATOMY KaKIblii CTyE€HT MOMHHUTH O BaXHOCTH PAallMOHAIBHOTO
pacmopsiika pabodero JHS U O CBOCBPEMEHHOCTH CHSTHS WM YMEHBIICHHS yM-

CTBCHHOI'O HAIIPAKCHHA.
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